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Abstract 

This paper presents an authentication 
scheme for protecting mobile agent platforms 
against unauthorized mobile agents using the 
proposed self-certified pairing-based public key 
cryptosystem. The proposed cryptosystem is 
constructed using the pairing-based cryptosys-
tems, and is developed by integrating the iden-
tity-based public key cryptosystems with the 
self-certified public key cryptosystems to pro-
vide higher security strength. In addition, we 
employ the integrated cryptosystems to design 
an authentication scheme so that a mobile agent 
can register once to a system authority for many 
services in the mobile agent based networks. As 
far as agent platform security is concerned, we 
apply the idea of proxy signature to construct the 
proposed authentication scheme to protect mo-
bile agent platforms. In summary, this platform 
protection scheme is based on the proposed 
cryptosystem to accomplish the requirements of 
authentication and authorization of mobile 
agents in a new way by proxy signature. 

Key Words: mobile agent, authentication 
scheme, proxy signature, self-certified public 
key cryptosystems, pairing-based cryptosystems 

1. Introduction 

Mobile agents are one of the fastest grow-
ing areas of information technology. Currently, 
mo-bile agents are employed in an increasing 
wide variety of applications. Mobile agent tech-
nology offers a new computing paradigm in 
which a program can suspend its execution on a 
host platform, transfer itself to another 
agent-enabled platform on the network, and re-
sume execution on the new host platform [20]. 
Therefore, the ability to remote execution across 
the nodes of a wide area network (WAN) allows 
deployment of e-commerce services and applica-
tions in a more dynamic, flexible, and custom-
izable way. Al-though the mobile agent para-

digm extends the capabilities of remote commu-
nication and distributed computing, it also raises 
new security issues [4]. The capability of mobil-
ity may lead to a great deal of security threats 
and attacks. So far, the research on mobile agent 
security is generally divided into two broad areas 
[12]: 1. Protecting the platforms against unau-
thorized and hostile agents under execution, 2. 
Protecting the agents against tampering attempts 
by the malicious host platforms. In the past few 
years, a lot of researchers devoted to solve the 
latter problem to protect the mobile agents, such 
as [17]. However, the problem to protect mobile 
agent platforms against malicious mobile agents 
is also complicated and cannot be omitted. 

As far as server security is concerned, a 
major problem specific to mobile agents is the 
protection of the agent platforms running the 
agents. A hostile agent could destroy the hard 
drive, steal data, or do all sorts of other undesir-
able things. In this paper, we consider security 
schemes based on the cryptographic solution for 
prevention of the malicious agents. We employ a 
proxy signature scheme to accomplish authenti-
cation for protecting mobile agent platforms. In 
other words, in this scheme a mobile agent can 
register once to a system authority for many 
ser-vices in the mobile agent based networks. 
Moreover, we propose a secure pairing-based 
public key cryptosystem by integrating the iden-
tity-based and the self-certified public key 
cryptosystems to provide higher security 
strength, and we also employ the integrated 
cryptosystems to design the authentication 
scheme for protecting mobile agent platforms. 

2. Previous Works 

2.1 Public Key Cryptosystems 
Public key cryptosystems are primary ba-

sics for the realization of contemporary encryp-
tion or digital signature schemes, where one se-
cret key is used as the decryption key or signa-
ture generation key and the corresponding public 
key is used as the ciphertext generation key or 
signature verification key. In public key crypto-
systems, any public key should be verified be-
fore using it for subsequent cryptographic appli-



cations. Two most widely adopted approaches 
for public key verification are named as the cer-
tificate-based and identity-based (ID-based) 
public key cryptosystems [18], respectively. The 
certificate-based approach requires an extra pub-
lic key certificate issued by the system authority 
(SA) after user registration. The ID-based ap-
proach regards the user’s identity as his/her pub-
lic key, and hence no extra public key certificate 
is required. In the certificate-based approach, 
anyone that wants to use a public key for certain 
subsequent cryptographic application (e.g., key 
exchange or signature verification) should inde-
pendently perform public key verification and 
subsequent cryptographic application through 
two separate steps. As to the ID-based approach, 
it usually requires an interactive identification 
protocol for authenticating the user’s identity 
(i.e., the public key) before proceeding certain 
cryptographic application. Although both the 
certificate-based and the ID-based approaches 
effectively solve the problem of public key veri-
fication for practical usage, they bring out an-
other security leak that SA knows all users’ se-
cret keys after user registration. Therefore, SA 
may have the opportunity to masquerade as any 
legitimate user by generating a valid pub-
lic-key/secret-key pair for that user without be-
ing detected. 

In 1991, Girault [9] proposed a 
self-certified public key cryptosystem, which is 
intermediary between certification-based and 
identity-based ones, to resolve the problem of 
public key verification. A self-certified public 
key system has three features. First, the secret 
key could be determined by the user him-
self/herself or together by the user and SA, and 
does not be known to SA. Second, the user can 
use his/her own secret key to verify the authen-
ticity of the self-certified public key issued by 
SA, and hence no extra certificate is required. 
Third, the task of public key verification can be 
further accomplished with subsequent crypto-
graphic application (e.g., key distribution or sig-
nature scheme) in a logically single step. There-
fore, public key verification of the self-certified 
approach earns more efficiency in saving the 
communicational cost and the computational 
effort as compared to that of the certificate-based 
and the ID-based approaches. Recently, Saeednia 
[15] successfully amalgamated the merits inher-
ent in both the ID-based and the self-certified 
systems, and proposed an ID-based self-certified 
public key system that can be applied to the re-
alization of key exchange protocols. However, 
Wu et al. [19] and Kim et al. [11] showed that 
the original version of Saeednia’s ID-based 
self-certified public key system is not secure 
enough to withstand the impersonate attack. 
They also proposed an improvement to over-

come the flaw inherent in the original version, 
respectively. 
2.2 Bilinear Pairings 

The use of the Weil pairing and Tate pairing 
in cryptography goes back to the results of MOV 
attack [13] and Frey-Rück attack (FR attack) [6]. 
However, these first applications were destruc-
tive such as using pairings to transform the 
ECDLP into a discrete logarithm problem in the 
multiplicative group of a finite field.  

More recently it has been noticed that pair-
ings can be used to build cryptosystems with 
certain functionality [2, 3]. The foundational 
paper is [10] proposed by Antoine Joux, in this 
paper he proposed a one-round protocol for tri-
partite Diffie-Hellman. In fact, earlier work 
suggesting the use of pairings in cryptography 
was done by Sakai et al. in 2000 [16]. In par-
ticular, the paper of Sakai et al. suggests that 
pairings could be used to enable identity-based 
cryptography.  

The most impressive application of pairings 
to cryptography is the identity-based encryption 
scheme of Boneh and Franklin [2]. This system 
elegantly solves the long-standing open problem 
of providing secure and efficient identity-based 
encryption [18]. So far, there are many kinds of 
ID-based cryptosystems based on bilinear pair-
ings, but ID-based public key cryptosystems 
have some drawbacks as we have described in 
section 2.1. These problems still exist in such 
pairing-based cryptosystems. Therefore, in this 
paper we will design a self-certified pair-
ing-based cryptosystems to achieve higher secu-
rity level. We will develop our new secure pub-
lic key cryptosystems based on bilinear pairings 
to construct our related security schemes for 
mobile agent based networks.  

In the following, we briefly describe the 
basic definition and properties of the Weil pair-
ings and the CDH (Computational Dif-
fie-Hellman) assumption. 

 
[The Weil Pairings] 

Let G1 be a cyclic additive group generated 
by P, whose order is a prime q, and G2 be a cy-
clic multiplicative group of the same order q. We 
assume that the discrete logarithm problems 
(DLP) in both G1 and G2 are hard. Let e: G1 × 
G1→G2 be a pairing which satisfies the fol-
lowing conditions [1, 5 , 8, 10]: 

1. Bilinear: 

e(P1+P2, Q) = e(P1, Q)e(P2, Q),  

e(Q, P1+P2,)= e(Q, P 1)e(Q, P 2), and  

e(aP, bQ) = e(P, Q)ab 



2. Non-degenerate:  

There exists P∈G1 and Q∈G1 such that e(P, 
Q)≠ 1; 

There exists P∈G1 and Q∈O such that e(P, 
Q) = 1, (O is a point at infinity) 

3. Computability: 

There is an efficient algorithm to compute e(P, 
Q) for all P, Q∈G1. 

Note that the Weil and Tate pairings asso-
ciated with supersingular elliptic curves or abe-
lian varieties can be modified to create such bi-
linear maps.  

Definition 1 
The Computational Diffie-Hellman (CDH) 

problem for a bilinear pairing e: G1 × G1→G2 is 
defined as follows: 

Given P, aP, bP∈G1, compute abP∈G1, 
where a, b are randomly chosen from Zq

*. An 
algorithm is said to solve the CDH problem. 
 

It is widely believed that if the group G1 
comes from an appropriately chosen elliptic 
curve and if q (the size of G1) is of the order of 
2160, then these problems are computationally 
infeasible [2]. In this paper, we will construct 
our security schemes based on the CHD assump-
tion. The identity-based approaches can reduce 
the computation cost greatly, and the bilinear 
pairings can be used as a building block of the 
identity-based schemes [2]. Thus, we use the 
bilinear pairings on elliptic curves to construct 
our related security schemes. Furthermore, the 
self-certified cryptographic schemes may further 
provide the higher security level [9, 14, 15]. 
Therefore, in the paper we will design a public 
key cryptosystem based on the pairing-based 
cryptosystems [2, 3] and equipped with iden-
tity-based [18] and self-certified public key 
cryptosystems to construct mobile agent related 
security scheme. 

3. Authentication Scheme for Protect-
ing Mobile Agent Platforms 

 Based on the proxy signature , the proposed 
scheme can be used for protecting platforms 
against unauthorized mobile agents. In the fol-
lowing, we will describe the proposed scheme in 
details. 

3.1 Initialization  
The entities in the system are a system au-

thority (SA), users (Ui), host platforms (Hi), and 
a mobile agent (MA) generated by a specific user. 
We assume that the system authority SA is re-
sponsible for a key generation center and a reg-

istration center. First, We define notations used 
in the proposed schemes as follows: 

E( F m3 ):  a supersingular elliptic curve E: y2 = 
x3 – x + 1 (mod 3m ), where the char-
acteristic is 3, and the security multi-
plier is 6. 

G:   an additive group of the elliptic curve E 
whose order is a large prime q. We also 
write G* ≡ G – {O}, and O is the point 
at infinity. 

B: a base point of G whose order is q. 
V: a multiplicative group of order q on the   

elliptic curve E. 
ê: a bilinear pairing map where VGG →×:ê . 
H1:  a one-way hash function denoted by 

**
1 }1,0{:H G→ , which means that the input 

is a string {0, 1}* and the output is a point 
G*. 

H2: a one-way hash function, where 
→*

2 }1,0{:H
*
qZ . 

H3: a one-way hash function 
nV }1,0{:H3 → , 

where n∈N denotes the size of message. 
 

3.2 The Proposed Public Key Crypto-
systems 

The algorithms of the proposed public key 
cryptosystems are divided into two phases: sys-
tem setup and key generation. 
[System Setup] 

SA creates a system public key and some 
public parameters in this phase, and then SA re-
leases these parameters. SA randomly chooses a 

number SAs *
qZ∈  and keeps it secret. Then SA 

computes the system public key PSA = SAs ．B. 
Therefore, the public parameters in the system 
are < E, q, G, V, ê, B, PSA, H1, H2, H3 >, and 

SAs  is SA‘s private key. 
[Key Generation] 

User Ui and host platform Hi perform the 
following steps to register to SA, and obtain the 
corresponding public key, respectively. They 
also compute their private keys in this phase. 

 
Step 1. Ui and Hi choose a random number 

ki
*
qZ∈ , respectively. Then they compute 

Ki =  ki．B, and transmit their own Ki and 
identity IDi∈{0, 1}* to the SA. 

Step 2. After receiving IDi and Ki, SA calculates 
Ii = H1(IDi)∈G*, and randomly chooses 
an integer xi *

qZ∈  to compute Qi = xi．B. 
Then SA generates each participant’s 
public key Pi = Ki + Qi and the witness of 
the public key Wi = SAs (Pi + Ii) + xi．PSA. 



Finally, SA sends {Pi, Wi } to the partici-
pant. 

Step 3. Upon receiving {Pi, Wi }, the participant 
calculates his/her own private key Si = Wi 
+ ki．PSA, and he/she can verify the public 
key by performing the following for-
mula: 

 
e(Si, B) = e(2Pi, PSA)．e(Ii, PSA)            (1) 

 
If the result is correct, then the participant’s 

private key is Si; otherwise, it means that the 
public key Pi is altered in the transmission. 
 
Theorem 3.1 User Ui and host platform Hi can 

utilize the formula (1) to verify 
his/her public key Pi by him-
self/herself.  

Proof: 
e(Si, B) = e(Wi + kiPSA, B) 

= e(sSA(Pi + Ii) + xiPSA + kiPSA, B) 
= e(sSAPi, B) e(sSAIi, B) e((xi + ki)PSA, B) 
= e(Pi, PSA) e(Ii, PSA) e((xi + ki)B, PSA) 
= e(Pi + Ii, PSA) e(Qi + Ki, PSA) 
= e(Pi + Ii + Qi + Ki, PSA) 
= e(Pi + Ii + Pi, PSA) 
= e(2Pi + Ii, PSA) 
= e(2Pi, PSA) e(Ii, PSA)     

             Q.E.D. 

When Ui and Hi receive {Pi, Wi}, they can 
perform the equation e(Si, B) = e(2Pi, PSA)．e(Ii, 
PSA) to verify the public key and the witness. 
Because of using self-certified public key 
cryptosystems, we do not need the certificate in 
our schemes. Moreover, we can attach the user’s 
identity IDi and the public key Pi to the mobile 
agent. Generally, the size of a certificate is much 
larger than an identity or a public key. Thus, our 
scheme can be better than certificate-based 
schemes and also be efficiently used for securing 
the mobile agents. 

 

3.3 The Proposed Authentication 
Scheme 

 

 

 

 

 

 

 

In this paper, we apply the concept of proxy 
signature to construct the proposed scheme, 
which possesses the merits that users can register 
once in the system authority SA for obtaining 
many services in different servers. We will give 
further details about how to achieve this. 

Suppose there are n hosts (platforms) H = 
{H1, H2, H3, … , Hn}, and a system authority SA 
in the mobile agent based networks. The SA is 
responsible for authenticating the users and hosts 
upon their registrations, and generating the cor-
responding public and private keys. Furthermore, 
the SA is also responsible for issuing the corre-
sponding proxy keys to users. Thus, users can 
use the proxy keys to sign his/her request carried 
by the mobile agents. Figure 1 illustrates the 
authentication model for protecting the mobile 
agents.  

 
The proposed scheme contains three phases: 

authorization phase, registration phase, and re-
quest and verification phase. We describe them 
in the following. 

[Notations] 
mw: a warrant for a user’s mobile agent, which 

specifies the user’s identity (IDU), mobile 
agent‘s identity, user’s public key, the valid 
terms, routing list and the subset of servers 
that are authorized to the user. 

Req: the login request of a user. 

 
[Authorization Phase] 

In this phase, the hosts authorize the SA to 
authenticate the users’ mobile agents and issue 
the corresponding warrants and proxy keys to 
users, upon users’ registration. 

 
[Registration Phase] 

In this phase, a user can register only once 
to SA for all services granted from multiple hosts. 
When a user Ui wants to apply for some services 
of the domain by using the mobile agents, he/she 
registers himself/herself to SA. If the user au-
thentication succeeds, the SA prepares a warrant 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

4. service request using 
proxy signature 

3. proxy key issuing 

2. registration 
SA 

H1 H2 H3 Hn 

launch
MA 

(proxy signer) (original signer) 

User 
1. authorization

Figure 1. An authentication scheme for protecting mobile agent platforms. 



mw to the him/her. Then SA do the following 
steps: 

 
Step 1.   SA chooses a random number r *

qZ∈ , 

and computes R’ = r．B and R = ê(PSA, 
R’).  

Step 2.   SA computes M = H1(mw)∈G*  
Step 3.   SA uses his/her own private key SAs  

to calculate  
    w' = r．PSA + SAs ．M. 

Step 4. SA sends (R, w’, mw) to the user Ui, 
where w’ should be secretly sent in a 
secure manner. 

Step 5.   Upon receiving the data, Ui computes 
w = w’ + SU 

Step 6.   Ui computes TU = ê(2PU, PSA)．ê(IU, 
PSA) and verifies this proxy key by 
checking whether the formula (2) 
holds. 

 
                                                                       ê(w, B) = ê(M, PSA)．TU．R             (2). 
 
[Request and Verification Phase] 

After acquiring the proxy key, the user Ui 
can use the proxy key to sign login request as 
follows. Then, he/she attaches the signed request 
to the mobile agent. 

 
Step 1. The user Ui prepares the request req 

that contains the identity of hosts and 
the current timestamp.  

Step 2.  The user Ui randomly chooses c *
qZ∈ , 

and then he/she computes C = ê(PSA, 
c．B) and a= H2(C||req) 

Step 3. Then Ui calculates T = c．PSA + w．a. 
Thus, the login request message is {R, 
T, C, IDU, mw, req}, and then Ui at-
taches the login request message to the 
mobile agent and lunches it. 

Step 4. Upon receiving the request message, 
the host platform Hi checks the valid-
ity of the timestamp and the warrant, 
and then verifies the following verifi-
cation equation, where the user’s pub-
lic key PU and identity IDU are speci-
fied in the warrant. 

 
ê(T, B) =  
ê(M, PSA)a．TU

 a．R a．C        (3) 
 

If the host’s identity is included in the war-
rant mw, the timestamp is valid, and the verifica-
tion of formula (3) succeeds, then the host ac-
cepts the request. 
 
Theorem 3.2 User Ui can verify the authorized 

proxy key by checking whether 
formula (2) holds. 

Proof: 
ê(w, B)  
= ê(w’ + SU, B) 
= ê(rPSA + SAs M + SU, B) 
= ê(PSA, R’) ê(M, PSA) ê(SU, B) 
= ê(PSA, R’) ê(M, PSA)．TU  
=ê(M,PSA)．TU．R          

Q.E.D. 
 

According to Theorem 3.2, the user Ui can 
only register once at the SA for all services by 
using the proxy key, where the proxy key is au-
thorized by the host platforms of the domain. 
 
Theorem 3.3 The host platform can verify the 

authenticity of the mobile agent 
by checking the formula (3) 
whether holds.  

Proof: 
ê(T, B) = ê(c．PSA + w．a, B) 
= ê(PSA, c．B) ê(w, B) a 
= ê(PSA, c．B) ê(M, PSA)．TU．R 
= ê(M, PSA)a．TU

 a．R a．C    
Q.E.D. 

 
According to Theorem 3.3, users can utilize 

the proxy keys to sign their requests, and then 
attach to the mobile agents to provide a secure 
authentication in the mobile agent based net-
works. 

4. Security Analyses    
The security of the proposed schemes is 

primarily relied on the difficulties of solving the 
computational Diffie-Hellman problem (CDHP), 
elliptic curve discrete logarithm problem 
(ECDLP), and one-way hash function (OWHF). 
The security analyses of the proposed security 
schemes for mobile agents are discussed in the 
following. 

 
4.1 Security Consideration for Pair-
ings 

In most applications of the bilinear pairings 
to cryptography, we consider that the appropriate 
elliptic curve E over Fq is defined as follows: 
 
Order and finite field:  

The number of points is divisible by some 
prime l, and the finite field F kq is defined by k 

is the smallest integer such that l|(qk–1). More-
over, it is necessary that l has at least 160 bits for 
security, and for efficiency it is desired that l and 
q not be too large [8]. It is also necessary that qk 
has at least 1000 bits for security, and not too big 
for efficiency.  
 
The appropriate elliptic curves: 

There are three cases elliptic curves most 



relevant for cryptography in pairing-based 
cryptosystems [ 7, 8]: 
1. Supersingular elliptic curves such as y2 = x3 + 

1 over certain prime fields Fp where p has 512 
bits (in this case k = 2). 

2. Supersingular elliptic curves of the form y2 + y 
= x3 + x + b, where b∈{0, 1} over F2 consid-
ered as a group over F2

m where m is prime of 
size around 250 bits (in this case that  k = 4). 

3. Supersingular elliptic curves of the form y2 = 
x3 – x ±  1 over F3 considered as a group 
over F3

m where m is prime of size around 110 
bits (in this case k = 6). 

Moreover, it is often the case that curves 
over fields of characteristic 3 are used to achieve 
the best possible ratio between security level and 
space requirements for supersingular curves [1]. 
Thus, in our proposed PKC we employ the su-
persingular elliptic curves over fields of charac-
teristic 3 to construct related security schemes 

 
4.2 Security of the Proposed PKC 

In the proposed PKC, the security keys in-
clude SA’s private key, users’ master keys, and 
users’ derived private keys. The security analy-
ses of the proposed PKC are discussed as fol-
lows: 
 
Theorem 4.1. Revealing SA’s private key and 

any registering users’ master 
key is infeasible. 

Proof: 
Attackers can obtain the parameters Pi and Ii 

through a public channel. Since ii IP +2 (=aB) 
and PSA (= SAs B), attackers cannot get Si (= 
a SAs B) due to the difficulty of solving the 
CDHP. Furthermore, since Wi = SAs (Pi + Ii) + 
xi．PSA is cooperatively generated by user Ui and 
the authority, attackers cannot get xi owing to the 
difficulty of solving the ECDLP. Attackers can-
not also get SAs  due to the difficulty of solving 
the ECDLP. Therefore, attackers cannot get SA’s 
private key and any registering user’s master 
key. 

 
Theorem 4.2. Revealing any registering user’s 

derived private key is infeasible. 
Proof:  

Without knowing ki, SA cannot obtain the 
user’s private key by using the equation Si = Wi + 
ki．PSA. It is obvious that if SA tries to find ki 
satisfying Ki = ki．B, then the security is based on 
the intractability of solving the ECDLP. 

 
Theorem 4.3. The attacker cannot generate a 

valid PK. 
Proof:  

Because the user and the authority coopera-
tively generate the user’s public key, the user 

cannot generate the public key by himself/herself. 
Furthermore, according to the equation for gen-
erating the witness Wi = SAs (Pi + Ii) + xiPSA, the 
user cannot forge a guarantee to validate the 
public key by himself/herself without knowing xi 
and SAs . Hence the generation of a valid public 
key is secure. 

 
Theorem 4.4. SA’s dishonesty is detectable. 
Proof: 

If SA wants to masquerade Ui, it must gen-
erate a key pair (Pi’, Si’). However, this will lead 
to the fact that there are two public keys Pi and 
Pi’ in the public key directory for an identical 
user, thus, the dishonesty of SA is detectable. 
Because the generation of key pairs is based on 
the proposed self-certified public key cryptosys-
tems as presented in subsection 2.1, the verifica-
tion of e(Si, B) = e(2Pi, PSA)．e(Ii, PSA) cannot 
succeed. Hence, SA cannot impersonate any le-
gal user. 
 
4.3 Security of the Proposed Authen-
tication Scheme 

[Secure Proxy Signature Scheme] 
Here, we will discuss the security of the proxy 

signature as follows: 
 

Theorem 4.5 Impersonation of the original 
signer by malicious attacker is 
unsuccessful. 

Proof: 
a.  It is computationally infeasible for an 

attacker to obtain SA’s private key SAs  
from the SA’s proxy key w'. Although an 
attacker can get M and PSA, without 
knowing r, he/she cannot derive SAs  

from the equation w' = r．PSA + SAs ．

M.  
b.  An attacker can get SA’s public key PSA 

from the public channel, but he/she can-
not derive SAs  from PSA. It is protected 
by the CDH assumption that we have 
mentioned in the security analysis of 
proposed PKC. 

 
Theorem 4.6 Acquiring the SA’s random integer 

r is infeasible. 
Proof: 

a. Because it is computationally infeasible    
for an attacker to obtain SA’s private key 

SAs  from the proxy delegation (R, w’, 
mw). Thus, without knowing SAs , the at-
tacker cannot derive X from the equation R 
= d．PSA – c．Sa. Moreover, based on the 
OWHF assumption, it is hard to compute 
X from d.  



b. An attacker can obtain D = D’ = e(R, B)．
(Ta)

c  from the requirement list, and then 
he/she may try to derive d from the equa-
tion D = d．B. But it is protected by the 
ECDLP.  

 
Theorem 4.7 Acquiring a user’s random integer 

t is infeasible. 
Proof: 

a. An attacker can obtain (g, Y, M) from the 
public channel, but it is computationally 
infeasible to derive t from the equation Y = 
t．PSA – g．Sb because of without knowing 
Sb.  

b. An attacker can derive E = E’ = e(Y, B)．

(Tb)
g  from the message (g, Y, M), but 

he/she still cannot derive t from E = t．B. It 
is based on the difficulty of solving the 
ECDLP. 

Theorem 4.8 Forging a valid proxy delegation 
(c, R, w) cannot succeed. 

Proof: 
Consider the scenario that an attacker at-

tempts to forge a requirement list (c’, R’, w’). 
The attacker can create a fake warrant w’, and 
then he/she selects a random number d’ to com-
pute D’ = d’．B and c’ = H2(w’||D’).  

Finally, he/she may attempt to compute R’ 
which satisfies R’ = d’．PSA – c’．Sa. However, 
the attacker cannot get Sa, thus he/she still can-
not find out R’ to satisfy the equation.  

 
Theorem 4.9 Forging a valid proxy signature (g, 

Y, M) cannot succeed. 
Proof: 

If an attacker wants to forge a contract (g’, 
Y’, M’), then he/she needs to choose a random 
number t’, and computes E’ = t’．B and g’ = 
H2(M’||E’). However, because he/she cannot 
obtain the host’s private key Sb, he/she cannot 
find out Y’ to satisfy the equation Y = t．PSA – 
g．Sb. 
 
[Secure Authentication Scheme for 
Protecting Agent Platforms] 

The proposed authentication scheme is based 
on the proxy signature approaches. In addition, 
any secure proxy signature can be adopted in the 
implementation of the proposed authentication 
scheme. The scheme is based on the difficulty of 
solving ECDL, BDH, and OWHF assumptions. 
 
1. Secrecy 

It is computationally infeasible for an at-
tacker to derive the user’s private key SU from 
the corresponding public key PU. Also Revealing 
SA’s private key will not succeed. Moreover, the 
host’s do not maintain any database of user’s 

keys. Thus, the private keys in our scheme can 
be kept secret.  
 
2. Unforgability 

Assume that an intruder wants to forge a 
legal user to login with the host platform. For 
remote access, the intruder can previously inter-
cept a login request {R, T, C, IDU, mw, req}, but 
the key point is that the intruder cannot obtain 
the user’s and SA’s private keys. Thus he/she 
cannot forge a fake R’, T’, C’, and mw’. More-
over, the proposed scheme utilizes the warrant 
and timestamp to verify the validity of the proxy 
signature, thus an intruder cannot forge a legal 
user. 
 
3. Replay resistance 

To resist the replay attack, our scheme uses 
the concept of timestamp. When the intruder 
replays the previously intercepted login mes-
sages and wants to masquerade as a legal user. 
The intruder will fail the test in the authentica-
tion phase. Therefore, the proposed scheme is 
secure to against the replaying attacks. 

5. Conclusions 
This paper discusses about protecting plat-

forms against hostile mobile agents. In order to 
protect the security of transactions in 
e-commerce, we propose an appropriate public 
key cryptosystem (PKC) for mobile agent based 
networks. The proposed PKC is constructed us-
ing the pairing-based cryptosystems, and is de-
veloped by integrating the self-certified public 
key cryptosystems with the ID-based public key 
cryptosystems. In addition, we further employ 
the integrated cryptosystems to design an au-
thentication scheme for the mobile agent based 
networks. 

The proposed protection scheme for agent 
platforms in the paper has the following advan-
tages: 

 
1.  When verifying the validity of public key, it 

does not need to spend extra time to verify 
the signature in the digital certificate. 

2.  It can be concurrently fulfilled to verify both 
a signature and the valid public key. 

3.  Since the proposed methods are combined 
with the ID-based public key cryptosystem, 
they can reduce the computation cost 
greatly. 

4.  The proposed schemes arise the security 
level of pairing-based cryptosystems to 
overcome the drawbacks of the ID-based 
schemes. 

5.  A user can register once to a system author-
ity for many services.  

6.  The load of registration can be delegated to 
one trusted third party. 



7.  The host platforms do not maintain any da-
tabase of users’ keys. 

8.  Only one verification operation is needed 
when verifying both the validity of the 
user’s identity and the validity of the login 
request. 

 
In summary, the proposed PKC can also 

reduce the key size, computing time, and trans-
mission cost, so it is quite suitable for the mobile 
agent environments. Furthermore, according to 
the security analyses that have been presented in 
section 4, the proposed schemes are useful for 
mobile agent platforms protection and mobile 
agents authentication. 
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