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Abstract

Wired Equivalent Privacy (WEP) protocol
is used to assure the privacy of IEEE 802.11a/b
based on RC4 stream cipher. Fluhrer [1]
proposed the known IV attack using the first
output of RC4 in WEP to derive the secret key.
However, if one avoids the usage of the first
output of RC4, the attacker will get nothing
using this type of attack. In this paper we extend
the known IV attack to use other outputs of RC4.
We also use the different outputs of RC4
simultaneously to reduce the required number of
weak IVs in the known IV attack from 60 to 48
for 50% successful probability of deriving the

secret key.

Keywords : IEEE 802.11a/b, Wired Equivalent
Privacy, WEP2, RC4, Known IV attack.

1. Introduction
The key component of WEP is RC4 [3]
which is the most widely used stream cipher and
also used in other applications, i.e., Secure
Socket Layer (SSL). The reason of using RC4
stream cipher in WEP is that the mobile device is
battery-limited and cannot provide powerful

computation. So, WEP adopts RC4 instead of the

block cipher or public key system to speed up
encryption. The input of RC4 in WEP is the
public value known as an initialization vector
(IV) (24 bits in WEP) followed by the secret key
(40 or 104 bits in WEP). The output of RC4
(called a “keystream”) is used to exclusive-or
(XOR) the plaintext. In the meantime, there are
two effective methods to crack WEP. One is
“Keystream Reused Attack” [4] and the other is
“known IV attack” [1]. The reason for the flaw
of keystream reused attack is due to IV collisions.
Unfortunately, the collisions will happen too
often in real wireless environment. To overcome
the flaw, WEP2 [5] is proposed to improve WEP
by extending the length of IV from 24 bits to
128 bits and the secret key from 40 bits to 128
bits.

The increase of length for IV and key is not
effective against the other flaw, the known IV
attack, because the known IV attack uses the
first output word of RC4 to derive the key.
However, this type of attack may become useless
if the user does not use the first output. Here, we
extend the attack to use other outputs of RC4 for
key extraction and also reduce the number of
required IVs in the known IV attack.

This paper is organized as the following. In



Section 2 we describe the WEP protocol and the
known IV attack. In Section 3 the extended
known IV attack and the simulated results are
given. In Section 4 we reduce the number of
required IVs for recovering the correct key by
combining all effective outputs simultaneously.

Finally, a conclusion is given in section 5.

2. TheWEPProtocol and
Known 1V Attack in |EEE 802.11a/b

2.1 WEP Protocol Review
WERP is used to assure the privacy in IEEE
802.11a/b on  peer-to-peer or  Ad-hoc
environment. Figure 1 shows the WEP protocol.
WEP almost relies on RC4. It is important
to know how RC4 operates. RC4 algorithm
consists of Key Scheduling Algorithm (KSA)

and Pseudo Random Generation Algorithm

(PRGA). Figure 2 shows both algorithms.

2.2 TheKnown IV Attack

The attacker can use the first output of RC4
to get the secret key in WEP [1]. First we
describe a specific situation of S. Now if S is in
a permutation like Figure 3, after the operation
of KSA, the value A" will be the first output
word of PRGA. The situation is defined in [1] as
the resolved condition. The attacker can use the
IVs satisfying the resolved condition to derive
the secret key.

Represent the permutation S after round i of
KSA as S;. If S; satisfies the following two
constraints:

) A=Si[1],
2)  A+A'=S[1+S[Si[1]],
then the permutation S after the operation of

KSA will satisfy the resolved condition with 5%

probability. The reason is that the probability
that none of S[1], S[A], and S[A+A']l will
participate in any further swaps is greater than
¢ about 0.05.

For example, in WEP-like system, suppose
that we have an |-byte IV and a (I-])-byte secret
key (a 3-byte public IV and 5-byte secret key in
WEP and a 16-byte public IV and a 16-bye
secret key in WEP2), and we want to derive k[B],
0 B |I-I-1. Figure 4 shows the attacking
process. In [1], it is shown that the IV with some
certain format, i.e., weak IV, may satisfy the
resolved condition with high probability. As
discussed in [1], the weak IV pattern is as
follows (B+3, 255, X), where X is any value
from 0 and 255.

3. Extensive Known |V Attack

We require the length of IV with at least
(m+1)-byte when using the known IV attack for
the m-th output. The reason will be explained in
section 3.2.

In this section we extend the known IV
attack to use the m-th (2 <m< -1, if IV is |-byte)
output in WEP-like system. That is using the
second output in WEP and the m-th output (2 <
m < 15) in WEP2. We also define our new
resolved conditions for the extensive known IV

attack with different outputs.

3.1 Known IV Attack using the Second
Output of RC4in WEP
When the user does not use the first output
of RC4 to encrypt the plaintext for avoiding the
known IV attack, we herein extend the attack by
using the second output to derive the secret key.
When the array S is in a specific permutation

like Figure 5, after swapping operation of KSA,



the A,"” will be the second output of RC4. Here,
we define this situation as the 2nd resolved
condition and use the IVs satisfying the 2nd
resolved condition to derive the secret key.

Now if §; satisfies the following
constraints:

D ArtA= Si[1]+Si[2],

2)  AFASSS2]F SiSi[1]+Si2]],

3)  AE 2,AE AtA,,
then the permutation S after the operation of
KSA will satisfy the 2nd resolved condition with
¢ probability. The reason is that the probability
that none of S[1], S[2], S[A;1A,] and S[A,+A,]
will participate in any further swaps is greater
than e,

Figure 6 shows the attacking process. Step
1 and 2 are in search of IVs which cause
SIIITHSI2]<I,  Si[21+S)[Si[1]+Si[2]]=I+B, and
Si[11# 2, S[1]12 S|[1]+S)[2] after the first |
rounds. If S, cannot satisfy the constraints, we
discard it and find another suitable one. After
step 1+B+1, S; will be in the 2nd resolved
condition with high probability and the most
probable second output of RC4 will be
Si:g[ji+stK[B]+ S+g[I+B]]. If we have the second
output byte Z, (as explained in the previous
section, it is reasonable to know the second
output of RC4 in IEEE 802.11a/b due to the
known values of some headers), we can
calculate K[B] as S, [Z,]-]i:&-Si:s[l+B].

Next, we estimate how many IVs we need
to collect for 240 weak IVs with the format (X,
252-B, 4+2B-2X) in WEP system. Because the
public 1V is three bytes for WEP, no matter how
IVs are generated in a little or big endian
counter , we will collect one weak IV every 2%

IVs. Therefore, we have to collect 240x2%

(=2%*) packets to get 240 weak IVs for deriving

the secret key.

The extensive known IV attack can be
extended to the m-th output (3 < m< 15) of RC4
to get the secret key (This part can be found in

the final version).

3.2 Simulated Results

In this section, we compare the known IV
attacks using the m-th (1< m<15) output of RC4
in WEP2. The compared parameters used in this
section are defined as follows:
P..: the probability of the m-th resolved condition
which is not disturbed after the state array S has
been computed at the end of KSA.
Niv: the minimal required number of weak IVs to
achieve 50% successful probability of recovering
the secret key.
Nirec: the number of collected packets to get Ny
weak IVs to recover the key if the value of public
IV is increased in a little endian counter.
Ngec: the number of collected packets to get Ny
weak IVs to recover the key if the value of public
IV is increased in a big endian counter.

The format of IVs used in our simulation
are created by the following IV Generation
Algorithm (IGA) shown in Figure 7 when m>2.
First, find S’ that satisfies the m-resolved
condition and then uses S’ to calculate the
required IV formats. For example, consider the
3-th output (m=3), I=6, and B=1, we will obtain
the weak IV formats as (X,, X;-Xo-1, X5-2X;-19,
15-2X5+Xq, Xp, ..., Xi3) where X e{0,...,255}
and Xg% Xi.

We get Niy by simulation. We write a
function which returns the correct k[B] with
probability P, +(1-P,)/256 and regard the most
frequent value as the correct one. Then we do

this experiment many times to get Ny. In our



simulation, we do 100 times and get the correct
result more than 50 times. We will say that the
successful probability of recovering the secret
key is 50%.

Table 1 shows the compared results for the
known IV attack with m-th output in WEP2. P,
is ™2 because the number of elements that are
not swapped in S for the mth resolved condition
is m+2. Hence, if we use the later output of RC4
to attack, P, is decreased and we have to collect
more weak [Vs, i.e., larger Nyy.

If IVs are generated in a little endian
counter, we will collect one weak IV format
generated by IGA for the m(>2)-th resolved
condition every 2™ IVs. Therefore, we have to
collect Niyx2"™ packets to get enough weak IVs.
If IVs are generated in a big endian counter, we

will get 25H™D) weak IVs every 28™D) Tvs,

N .
So, we have to collect | — 1V [x23(-m1)
28(I—(m+1))

packets to derive the secret key.

For example m=2, if IVs are generated in a little
endian counter, we will collect one weak IV with
the format (X, 252-B, 4+2B-2X,, X, X,, ..., Xi3)
every 27 IVs. Therefore, we have to collect
240x2%? (=27*) packets to get 240 weak IVs. If
IVs are generated in a big endian counter, we
will collect 2% TVs with the format (X,, 252-B,
4+2B-2Xo, X1, Xa, ..., Xi3) every 25" IVs. So,

240
we have to collect | ——— | x2¥1 (=2'%)
28><13

packets to derive the secret key.

For m=13, 14, and 15, the values of Nigc
are greater than 2'**. We cannot get enough weak
IVs within all possible 16-byte IVs and the
known IV attack is useless.

Figure 8 shows the values of Nggc and Nygc

using the m-th output to attack in WEP2. It is

observed that if the value of IV is increased in
little endian counter, using the first output to
attack is the best choice. However, if one uses IV
in big endian counter, using the later output to

attack will be the optimal choice.

4. Improvement of the Extensive
Known 1V Attack
In section 3 we use a single output, the m-th
output, in the Known IV attack. Here, we use
two or more outputs simultaneously to reduce

the value of Nyy.

4.1 Extensive Known |V Attack Using the
Combination of the First Two Outputs for
WEP System

For WEP system (3-byte IV, 5-byte secret
key), m(  3)-th output cannot be used because
the length of public IV is only three. Hence, we
consider the combination of the first and second
outputs to enhance the known IV attack in WEP
system.

Suppose that the attacker get n, IVs with
the format (X, 252-B, 4+2B-2X) when already
collecting n; IVs with the format (B+3, 255, X).
He now analyzes n;+n, IVs simultaneously to
get the most frequent value as the secret key.

Consider that IV is generated by a big
endian counter. Because Npgc of the first and
second outputs are 2'° and 2%, respectively, we
will first finfish the collection of Nyy(jsy (Njy of
the first output) IVs. Since we can collect one IV
with the format (X, 252-B, 4+2B-2X) every 2'°

219
IVs, so we get only 8 (=,16 ) IVs with the
format (X, 252-B, 4+2B-2X) when already
getting 60 IVs with the format (B+3, 255, X).

Hence, we cannot use the second output to



reduce Npy(s) because the number of weak IVs
with the format (X, 252-B, 4+2B-2X) is too few.

Nevertheless, if [Vs are generated by a little
endian counter, we can use the second output to
reduce Njys). The number of collected weak
IVs with the formats (X, 252-B, 4+2B-2X) and
(B+3, 255, X) are same, because we can collect
one (B+3, 255, X) IV and one (X, 252-B,
4+2B-2X) 1V every 2'® IVs. So we can reduce
Nivasy from 60 [1] (actual number posted on
sci.crypt is 54) to 48 by doing the experiment
shown in section 3 using the first and second
outputs simultaneously.

We can also get the same result of reduced
Nivasy=48 using the following simple approach.
Now, assume that we have collected n weak IVs
for the first and second outputs, respectively, and
use them to derive the secret key simultaneously
for 50% successful probability. Since Nyy(ng) is

four times Npy(1s), We can get an approximation
n .
as N+ —=60. The first term is due to the first

output and the second term is contributed by the
second output. Then, we will get the reduced

Nivasy, N=48.

4.2 Known 1V Attack Using the Combination
of All Effective Outputsfor WEP2 system

In section 4.1, we use the combination of
the first and second outputs to reduce the
required number of weak IVs in WEP system.
We can also improve the original known IV
attack by wusing the first [|-1 outputs
simultaneously for WEP2 system with |-byte
public IV. Here we consider that the length of IV
is 16 bytes in WEP2.

The attacking process is described as the

following: First the attacker is in search of IVs

satisfying the 1st, 2nd, ..., (I-1)-th resolved
condition after the first | steps. If S, cannot
satisfy the constraints, we discard it and find
another suitable one. After step 1+B+1, they will
still be in the (I-1)-th resolved condition with
high probability. Then he calculates K[B] using
the first, second, ..., (I-1)-th outputs separately.
If IV is generated by a big endian counter,
from observation of the value Nggc in Table 1,
we know that the weak Vs satisfying the 15-th
resolved condition will first arrive. Thus, we use
other outputs to reduce Nyy(sm). For our example,
consider using the 11-th, 12-th, 13-th, and 14-th
outputs to improve the attack with the 15-th
output, i.e., reduce Nyygsm. Using the same
approach in section 4.1, suppose that we have

collected n weak IVs for the 15-th output, then

we can  get  Ny(= {nxﬁszs ),
224

16 16
Nu3(= n><2— ><216)’ N1o(= nxz— ><224)’ and Ny
232 240

(TX 2! szgz) weak IVs for the 14-th, 13-th,
8

24

12-th, and 11-th outputs, respectively (Note that
we will get 28™1) weak IVs every 28™) [vs

for the m-th output). Then, we have

Niv(is-th Niv(is-th
ng *x ——— Np X ——
Niv(ii-thy Niv(i2-t)
Niv(is-thy Niv(is-th
n; x — Ny X ——
Niv(3-m) Niv(i4-)
n Niv(is-m)

So, we can get the reduced n.

If IV is increased in a little endian order, the
first weak IV for mth (23) output will happen
after finishing the collection of Nggc(is IVs for
the first output, so we cannot use other outputs,

except the second output, to reduce Ny to 48



like WEP system in section 4.1.

5. Conclusion

In this paper, we define new resolved
conditions and extend the known IV attack using
other outputs in WEP-like systems. Moreover,
we reduce the required number of weak IVs to
derive the secret key by combining the first and
second outputs in WEP and by combining the
first 15 outputs in WEP2. Although the later
output we use the more Ny we need, our
extended known IV attack still works when the
first output of RC4 is discarded by the user. In
fact, there are several tools available online can
be used to crack WEP based on the known IV
attack. For avoiding the vulnerability of the
known IV attack, we can discard the first two
outputs of RC4 in WEP and the first fifteen
outputs of RC4 in WEP2 to enhance the
WEP-like system. In addition, choosing the big
endian increasing mode of IV can also enhance

the security of WEP-like system.
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Input

k: a secret key
one packet

Output

D: transmitted data
Algorithm

data D=IV||C

IV: a public initialization vector

Step 1: Generate the plaintext P=M||CRC(M)
Step 2: Generate the keystream KS=RC4(IV, k)
Step 3: Generate the ciphertext C=P  KS

|: concatenation, CRC: Cyclic Redundant Check,

: exclusive-or

Figure 1. WEP Protocol



KSA(K) PRGA(S)
Initialization: Initialization:
For i=0...255 i=0
Slil=i j=0
=0 Generation loop:
Scrambling: i=(i+1) mod 256
For i=0...255 j=(j+S[i]) mod 256
j=(j+S[i]+K[i mod I7) mod 256 Swap(S[i], S[j])
Swap(S[i], S[j1) Output z=S[(S[i1+S[j]) mod 256]

Figure 2. RC4 Algorithm

1 A A+A’

S A A’ A"

Figure 3. Specific permutation S for the known IV attack

Inputs

IV: a public I-byte initialization vector

Z;: the first output of RC4

B: an index of secret key

Output

k[B]: a byte of secret key with index B

Algorithm

Step 1: Generate S,

Step 2: If (Si[1]<I and S;[1]+S,[S[1]]=1+B) Go to step 3
Else Output “Discard this [V”

End
Step 3: Generate S;:g

Step 4: Calculate k[B]= SﬂR [Z4] -jise-Si:e[1+B]

Figure 4. Algorithm of known IV attack using the first output

1 2 AtA, ArtA)

S A | A A, A"

Figure 5. Specific permutation S for the known IV attack by the 2nd output

Inputs
IV: a public I-byte initialization vector
Z,: the second output of RC4
B: an index of secret key
Output
k[B]: a byte of secret key with index B
Algorithm
Step 1: Generate S,
Step 2: If ((Si[1]+Si[2]<I and S,[2]+S,[S|[1]+Si[2]]=14B) and (Si[1]# 2, Si[1]# Si[1]+Si[2]))
Go to step 3
Else Output “Discard this IV”
End
Step 3: Generate S;.p

Step 4: Calculate K[BJ= ST n[Z ] -jie-Sua[l+B]

Figure 6. Algorithm of known IV attack using the second output




IGA (m, 1, B)

1. Initialization: 2.Find S": 3. Calculate TV:
For i=0...255 For i=0...m2 Fori=0...m
Slil=i Xie{0,...,255} IV[i]=S[i]4-S[i]
=0 STil=X# {Xo,.... X1} j=8'i]
S'[m]=1+B-S'[0] Fori=m1...1-3
m2 Xi{0,...,255}
o 11 e IV[i+2]= X;
S'[m-1]=0~( ZIZS [i1+SIm]) Output IV
1=

Figure 7. IV Generation Algorithm (m>2)
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1000

1st 2nd 3rd 4th 5th 6th 7th 8th 9t h 10th 11th 12th

Figure 8. NBEC and NLEC of the first twelve outputs in WEP2

Table 1. The comparison for different output attack for WEP2 system (=16, |=32)

Known output P. Niv Nikec Ngkc
1 output e’ 60 60x2% (=27 (16+16)x2%13(=2'%)
2" output e’ 240 240x2%3(=2*") 1x2%15(=2"2)
3" output e’ 1200 1200x2%(=2%) 1x2%M(=2""%
4™ output et 7000 7000x254(=2*%) 1x2513(=21%%)
5™ output e’ | 48x10* | (4.8x10%)x2%(=2%) 1x2%1%(=2%)
6™ output e’ | 33x10° | (3.3x10%)x2%%(=2") 1251 (=2%)
7™ output e’ 2.1x10° (2.1x10%x2%7(=2"%) 1x2%19(=2%)
8™ output e’ | L1x107 | (1.1x107)x2%%=2%) 1x229(=2"%
9™ output el | 27x107 | (2.7x107)x2%(=2") 1x2%%(=2%
10™ output e 1x10° (1x10%x2%1°(=2'"7) 1x257(=2°%)
11™ output e” | 49x10° | (4.9x10%x2*!(=2'") 1x2%°(=2%)
12" output e | 27x10° | (2.7x10)x2% (=2 161x2°(=2*"
m-th output | ™ * ok ok

*: simulation (use 1.6GHz Pentium IV processor and 256MB SDRAM; the simulated
result is done up to m=12)
*%: Nrgc = va><28m

#4%: Nppe = 1328 D+(1-1)x2% for m=1, Npge = ’7
2

N
m_lx"_ —‘ ><28(|_(m—1)) for m>1



