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W&

EHASWBERERY ANEABEZNRE www BWERA T, BLE K AN
DM, SaMBERXy, HRAEIFREER L MIMRERBEE 70
B #, UL Web Server Bt EZEMB HEENEE A6, ¥ 2 BB WEARN,
BAUAGUARFFIAHEE AREN R HEARBENE, F15F Web
Server &k E% RBH A% EH#F, M TCP SYN flood ZEH A H
— &,

ERFINEEF, A4 H DoS ¥ B SYN flood FHEM—LE R, #EH+
S W AEE B X KB Web Server F DAZE 7 KB B9 dk T 38 B8 £ % WK
B ERE P, L Apache Web Server % B B ¥ %, R B 1E {7 A F H
KR A8 5 B 7 KA IPtables BT #.

BR EETABEERAEBRRAE, LP AL TR T KEN
RERMEAARNNE, B ERARM EHELR, £ [Ptables L&
MERN—BRRARERMG TR, MER W ENEZBEHEE, T
AR EEHRERAERFNBERATHRET, SeEREFE FHE
BA T BT

FrA # A [Ptables tE# EE H EH LA L —FE T Z 8y APL:
liblPqo B R Bt —F /T 7T DUk 6 F & 7 A% A8 2| 5 [ &£ ® Netfilter
BOHMANHE, MERTUREFEZFR BN EL A HABK AN
BRE, HAVE AR E R T BT E,
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A 4k
1 W= 3
1.1 BEREM 3
1.2 BREERETE 4
1.3 BREAZ . 5
2 FEMNEEAR L 6
21 38 DoS? . . ., 6
2.2 TCP/IP #BHFEE . . .. ... ... . 7
23 AR ... 9
24 SYN flood KBJFEE . . 10
3 AT ERAEE 12
3.1 WA . 12
3.2 BAERSBE .. 15
3.3 WOKMEHEIESEE . 19
34 BAEGE ... 23
4 KW 26

1
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Bl B 4%

2.1 Three-way handshaking . . . . ... ... ... ... ..... 8

2.2 TCP Header A&, . . . . . . . . . . ..., 10

3.1 BFOKAEEMBEERE ... 14

3.2 IPTables . . . . . . . . . 20

33 BRI ... 23
2
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1.1 R

LB AKX BRI By b e ey — 7 L AR B R R —
HEZLZMPIT RGN BEE N, B &AL TCP/IP WAET, —Ke & H
HFURERB = —EWHEF (Three-Way Handshaking) 7 86 2 i & 5 &
BEEH,

R, BEENZBLENAERNAERMEXTBEAAREEEL N
R AAREE—ERH-HBFYHNE —# (B2 synill8) B BEMA
Mrfs, REARE -—EAERERERNELKFK (HE syn/ack #MK), K&
A — R SYN_RCVD 8 8y 3 48 Ak 88 37 7 48 B 1o AR 25 o 4R =A% |
E18 SYN.RCVD = Ak & EE % fFEAEHE =# Three-Way Hand-
shaking # ack &\ & , 17 6 F & ¥ & R & B9 E 484k & i A ESTABLISHED,
REFTURBEFNEABE RS, B2, WRBEARE N EEELK en-
try —E R SYN_RCVD WAk R 8956, AP 18 entry # 15 £ — {8 8 AR 25 49
R (ptash, EMERAED T —HEKNRE) EAREFRE=H
e & AP AR ack WA BT A R R EMRE, FR LR entries H
% B E A syn flooding EEBRABR, MEEHAEAREEAZERT,
HERRBEZXWENT,

HMERARBRUEZZEZREERE BA—HWER —EE@EH
Three-Way handshaking # = {85 8, Fr s Eek B st 9 & o0 A% A A
AM—LEENEERBXE FEEMBERBOASER, MHFES
148 B e ] A0 o B B R R B R

3
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HREEFARARAREEEL EMRERE LM LEER N R
BRRE, RAMEEAAXEZ T UM — 2 B o B AR 092 AR —
LER ATEREUAHA BB ARSAE X RBHREESR W
R e RARRG hE P EER

1.2 gL A

ERBELHFTE, EFHERAE GNU/Linux ZORA 24.18 WX R4
TET ERAT —ZMAREHERN SYN generator M E B EGRELEH
syn BN EKEHT, BF GNU/Linux H &% IPtables R & & P 8 &
BRI KA, BHE M2 R B, —EEZCE, —ERERAFEAM
B AR R Iy K ot B 1 O 7 R

AR ZF W R Netfilter AL, EMARBREANREZ BN

AEE, AFNEREE, ARNERTESNRG, 25 ERREAKHELE

userspace Frat BT 28, © A B Z O C R E, XA NE IPTables #
fEE WA EZREE, FrAthE T — 18" U # kernelspace B & N & E XN user-
space, BEEETUFINEE—F AR REE B RN they R

2 (ERAH IPtables TR AW RE), EENE liblPq: =—#HBX, &
ﬁ” WEE, ARBEEENRAEARER, eFFUHEELE ke-
nelspace, B R, A L& AEXBHEZE verdict (4T NF_ACCEPT, &%
# NF_DROP), #8148 15 {H F& FI AR R oy ok 2 2R R 38 X 25 B R o 48 3
HA

E@ﬁ%ﬁﬁ FERTEAEKN &, L% GNU/Linux ¥ R4, #4T
BTN EENE KAMEN PC EEARK 2.4.18 B0, B A R AT 8
HEBATEE A Netfilter B4,

MEM=ZEH PCLAROCKRARTATEEE T, HF—69THE
IR %, — 6 #4T syn generator TR, —6#T—MNWBE BT 815, &
7 B lynx B mozilla #FWEXBEHEARE LWWHEE,

[TREX: 30w E

APATH KMH PC LZEWKRBEHES (—RHEBEEAREDW

4
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PC, —7k# £ HUB); EHATHEN PC LW EK FESHTEHE
BifEth PC LM FHE®Z HUB L,

R AESHATH KA PC LB B Network Packets Forwarding #
TE, RAMKAE FE KM PC W LR &N A R
W — e —EAEAARSENBEHEELK (FA Network Ad-
dress Translation B 37 & ).

1.3 R B2

FE AN DoS ZHH SYN flood HEH R, R T HEKEH 2% SYN flood
KEZFEERNEE v AR EHEAMBNEFEEET FA
HFRRAERRE, RECAEHL PR B TRNART &, Pl Tk
ERBEATKEARRT EEERE, SETE—EH NIER RER
RPN KBRS RE THIRE SYN flood REHNEE AR E
HEEHDENEE,

KA ZRBME R AEEERNTLHE, XRELSEEHA
FEHEEFARBEER syn flooding WX BEHREZEHE L
BHREN L AEHEARE LWHEENE,

WREHEE KR KRR FR T, AT ER A ARBEN Z
2
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% 2=
JREENG M AL

2.1 T3 DoS ?

DoS & Denial-of-Service B % 5, & — [HFH 87 X % 8 7 k0 58,

BERBEFCRERBRPFATAREZ L T HERF R, THARAR
BREBNERRET ——BRITRBANI AN ERFER, L H—— %%
B3 K B R SYN_RCVD Ak #8, 4 1% 0145 15 3% B 480 Clionts —— B JE
A A (ack number) B R, & B H A E LT LZ SYNRCVD #k & H
entries % i ESTABLISHED Ak #&, R B 4 R E Clients By £ 4 9 F Ko

EREH L BEARET AT RN E|E LR BTEEAEREN source
IP address AT Bl JE &y ack # &, FTEFK MR L.

PR ARE ST UREN entries WREZ AR, AT, 58
BUEBRZEAXZARENERFR, KAHLPHLEZL BN
MEEFHEAZERNERPHALE REARBEFRRE
ERE BRARENBREERFR), RETREEAR ARE
R—EER, EEFRELMEMEERRE,

AR AT % F ik LLE & DoS 87 B B9 [4], Bl % A8 “Ping of Death”
EAEBEBRTATFRAHA, EREHE URRMKEESTRN “SYN flood”,
wRFAFAREHCREEARELRTE, THIEFKEF K, £ “SYN
flood” Z ®I, £& T— & TCP/IP My 4 FH,
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2.2 TCP/IP &4z %

AN — RO R AFENEBEA R AKX AKELE” (Open System
Interconnection, OSI) 2 £ & & v & EEFEMALR (1SO) FrEAMN, £
B GES TR E AW ER,

TCP/IP % Transmission Control Protocol/Internet Protocol ¥ # & , #
RERBARNERR, ERZNENIERR OSI 8t 8w H2AHE
B, CRANE, A—HEENEHE T HAEHCERHFLN overhead ¥ B
BRRO—2 (HAHLT —BEE, RS H— K header LA KE ), &
W TR A

o &R B
o By JE
o W
o SR

Bz dle, B84 TCP EAK L BAMST BH 8 B (Transport
layer) B1E, CEFR L ik, n A FBRE AT WATE (Process) B, W E
EHl, DR R 1R B Ry sE ek R

HTERER AW E ERMEEER, T TCPHAT TnMELER
i H, AR TCP & Connection-Oreinted 8 W&, & B 7

1. WL TCP A R B AR B R UW, €52 B L2 E o
B, EFReRERHEANLHRAERAN—ERABHRBEX
EHM, Ak, CEFAENE B A A REREER, £EEF N
X OEHERZW, TCP AR E T AR TEHE,

2. TCP B ERFEWEHERAEERRN&F RETMAAENALD
BB R B0, AL EXHBRE TREHE,

Ml TCP B EH NP K, RIPIMHEZ A Three-way handshaking, 2 T
B i~ , H£9 Sender R KEHR W —F , HEFHE A Client; Receiver & X &

7
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Client Server
] L
syn J
»

syn K, ack J+1

<«

syn J+1, ack K+1

B 2.1: Three-way handshaking
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ME—F  HEFM A Server,
MHERERREE — TCP HEREW T @, FIWN A TCP HEF Se-
quence number A Acknowledgment number HALEY W 2, H W& 2R 8 £

AR R KR
& Sender B ¥ Rreceiver 2 ¥ # 4% 3 ’k Sender & ff_ Rreceiver 1% H
TCP-flag & SYN B £, H H 8 Sequence number % J, & Receiver ¥ 3|

%5 Sequence number & J EI’*] SYN #4,, 5t H A E FH E f v E4
7 Ko

## Receiver ¥t B Sequence number & K E Acknowledgment num-
ber & J+ 1 B SYN+ACK & #E &, H A& & N5 Receiver K 2
Sender J ﬁ’ﬂiﬁfﬁ

HIEM T, ¥ Sender 72| % H TCP-flag & SYN/ACK B4,

¥ EWEE Receiver L B HF S CWER T, #F, Sender # B —1f ACK
number & K +1 B4, ¥ % Receiver I VL F 452 7 # Sender HWELK T,
# B ESTABLISHED # ik #&.,

BETR, RMAREEHCNER, RAAFET R LBE, HENH
ERERTER.

2.3 #Ha X

UTRE—EFEN TCP #EWFHE (TCP Header) #Ro A K L&
TR B EMERM AL ED A RIIZ A mE TCP AT K E ey oh g
F e # 8 Source port address ML Destination port address ## {3 &t 30
% 12 B A Mo

% Sender Eik % — 8 TCP-flag & SYN W34 Z #, Sender By {E%
Rt gk £ EA M A Source port address, M Receiver BT it % &
R E port address ZE 2 MHA AR ARE, HHE —18 SYN #H4A
By Destination port address ML B & Receiver X E 4 W ARH B port
addresso YA Web Server K #t, # % # 8 E £ port address & 80, Sender B
fE¥ A% 4.8 % Sequence number ML N — 18 DAk = b 5 48 RAKRK,
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Source port address Destination port address
16 hits 16 bits

Sequence number
32 hits

Acknowledgment number

32 bits
HLEN Reserved | S| 2>| 0| gl |n Window size
anis | ehits | B3| 2| F|G|3|Z 16 bits
Checksum Urgent pointer
16 bits 16 bits
Options and Padding

B 2.2: TCP Header By & 3

REEF A 1bit B9 SYN ML EHRA L

# Receiver Z [H # Sender # TCP-flag # SYN+ACK #H 4, & % Source
port address AL N E & A K A& port address, Destination port ad-
dress AL ENB 4 Sender £ 8 source port addresso Receiver # 1 % %
%€ % Sequence number MALEN— 4, BA#E Acknowledgment num-
ber MALENRI1F 2| SYN #HHE M Sequence number + 1, 3 H SYN ##
ACK WL & # R & 1o

B #  Sender E# Receiver By ACK # &, W8 port address ML 2n ]
I 7 BN, Acknowledgment number i GLE N B 281 SYN+ACK # 4
B Sequence number + 1 , ACK MAL# 3% 2 1,

2.4 SYN flood % k%

ALH TCP R HENE, RATLURDAT SYN flood 8 F 8 FE, %
R ERHE AR LA Three-way handshaking 17 & B 8% 51 & & K By
HOREERERE KERELEFEAFNFHRKER,

B WE T N BREELE R, [E& Server EEX F| Client W HE R F
X%, BT mE 42 R eT R, AEKR T2 HHAN SYN+ACK #

10
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o, B BERE ZAH SYN HAUBEHH, £E8H KM%
ACK HEEZ W Server Y 2|, B| Server £ FEEH SYN HHE, AT, B2
—REANBERY DR AR REELL SYN #4, & Client EH#
ACK #4 H Server | 2|44, & # # 4 # 51, Server A E L4 — Client B
A— port MEEKELNT REWNHEARTEE,

BEAAFRERERN SYN 4, M H A & 6 3R E & 3T AR
w8 W # ik B Server B, Server T & IR R (F &AM F % EFH SYN
HABTENR, BREABORAE A RS HERFK,), T Server
RETELKREN SYN #4, ME#EE SYN+ACK #HEERMELR,
BMpmEMEETEE R, BARBELETR I AR UERAER
port Y& A ER KL E FAMERKEHE Sequence number & J
B3, EXKBENE Server A BTHEETRE SYN 24, #EAEWN
B IREF EA, Server 5% 3| Timeout WHR LR B FEZE I, B4
RETMEERNE RN EE AR EEZRNEER, T H Web Server B R 4
% % ¥ Three-way handshaking, B & #2 TCP W&, BTl Server %
A F IR R ARG, RIAR B R A T RE BB A AR

PLERtZ SYN flood K%, R ET—F8R B TR WEEZEH

11
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% 3 &
ﬁ /kﬁ%)\ig\:ﬁ;

DL E P oy B, AP T DL Zn i B B SYN flood = — S B oy

e SYNHEf—MELE, RENHREME W BE, MHAE AREE
R EB% SYN+ACK # .,

. SYNi’f MEN, BAEMTEER, RA Header 7B EHKFRME, B
—RFBE KEWN SYN #HAHE,

o % SYN HA W Timeout B XK T,
ERBZMHLRBH—BT %,

3.1 el &

?%EJEFL%{, HAHBHAE A Server WEBEH U EXBENAET AL LR
fTREZHFR, MELKHE FREE %

PRl imR R IR, RAARZHE RSN T &, wREEHRK, X
AW ME LW Server, ERLERELSE, BRRNARER, BA SYN
flood FEENGTTR, AR INERBLERELAR, FUKREHAEL &,
%4 Timeout Bl #Z— 7%, B SYN HEKREMR, —RHEZZE,
HREEFEGATERR T, RERETFRF (B RECLERER), &
HE 7. AFAGRBAF P G0N TTL MUREH P EEHNER E
EART—RWBRE, URERT B AT

12
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LA TORAT B B2 AR B OK A B BT R By A B R L B &
MEL— RO EX: £ R K Web Server B F i, R H TR
A% R 18 3.1 Fir, 29 B WK ETE Client 7 Server #y B ] # AT,
Server & A Web Server B, # k7 B2 KN HNEE: Wwe s
REFHZR KRB TEET ARG, AN AR NTRELREE R Eix
HOWNE, ATHAEAHATE, HALZLA TMAEL HEZ Source
IP Address, Destination IP Address, Source port Address, Destination port
Address, A R 1% — W AR o0 248 1,

& Web Server H ¥ Z K8 SYN # @k, S S£FBIT KA, 17 KA
kA B A b SYN A8 EWER, Bk

o ETRAEEM,
o RERE —LHAWE,

BE Web Server Bl J&E SYN+ACK #4, —E & @B KA, T KER T
% SYN+ACK HERAEBS REEHZA M SYN+ACK HA, X
BAEMME ACK #H8.3 H#EHE —{E% Server,

B 27 K f2 Web Server By JE#EARIT, Web Server F DUAR & i N\
ESTABLISHED # #. Web Server #7 F % 7 %4 ACK #H&MHFE SYN
HE, AT KEEMR F—REETZAKN ACK HERFLE, UAEFH
b A

ERMA M Client B EF Web Server E# E LB K#, & Client K
HAEAMETEER, MH KBELEHH Web Server HEEHE, EXEF L
Client ¥ 638 %k % ¥ J&, % M Client 52 IE % & F & s K EHA W, A ED K
A 05 B — B 3% £ Web Server B ACK # 4, B K A&t # Bl A R W ACK
PAHBEHL, P ERREEMANEFE, DERCHE IR ER
(NF_DROP).

% Client % B & SYN+ACK #y#H4, 3% # 3t SYN #HEHER,
ACK SR E FZ WK B, tfT ik B kA8 E L AEUWE Web Server 18 H

IFRTH T2 —H%, BAZAHEELFALEHTAS padding(TCP header), £# TCP
header Wy — &M N E 4T LAEAE, EEFHTHMAE (F4& IP header), Sequence number
f1 Acknowledgment number Z > E .,

13
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( ClientA [ Saverd)
ClientP | 80
Client SYN Firewall Web Server
SYN_SENT SYNJ
\. _____ Passing
I 7
T T SYNJ
|
I SINK ACK SYN_RCVD
SYNK, ACK 31 [ & -1 | SINKAKRL ——
? e——————— n-- - I
(Garverh | ClienA) L7 e .
. / . =
8 | ClientP 1, Look at this packet . ESTABLISHED
SYN+ACK I and make two the same psuedo / ClientA [ SaverA)
: ‘,‘ ACK packet. One is sent -
| | tosener and another ClietP | &
1 ‘.| is pushed to a pool. ACK
| —
(i
1 Pool
I (Many ACK packets)
I
! | | \
Possible 1: [y \
The client has this asking. |1 ‘\
That is, a ACK packet | \
is return. : : |
________ | | I
e—— The ACK packetand |
ESTABLISHED %’ : ¢ the matched ACK packet !
ik >' inthe poolare |
I dropedtogether. |
I = /
e Fﬁssibleti:. ’ I /’ ( ClientA [ ServerA)
e client has no this asking. | | —
Thatis, no ACK packet I Timeout ; ! Clent i
is return, { &_ v RST
- STM
Take the ACK packet which source N?\,
address is the client and CLOSED
make a RST packet.

B 3.1: b7 K EY B ik

14
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R SYN+ACK #HAa%, Meeter, Ef—REHE XKE—ERKERE
Client B ACK /&, Bt R%F TRE ACK HEFR, ZTH % KA
BTt T R, 35 ] S e T R BE A AR R R M E B 4R

A—E R KTk, Al K#E T2 KE Server # Three-way
handshaking, & # & . Client 7% EF G £ M, HA# Server 4T Three-
way handshaking 8 B 1E, {2 Server # %A ESTABLISHED ik &, %
I, LI K B vk, DB R — Y B B R b B AR A A I K
766 H HHE L EE TR SYN #HA,

3.2 FiFas

EHARPIEENERNEEL, ALAREL T Ko
63 1ibIPq API By B4 5 R

1. Initialization:

"7y i X, TPq create_handle & # % (bind) — 8 & IP_queue T
JIBy Netlink socket & 1% 18 Bl — {8 opaque context handle & T &
TECY TS

2. Setting the Queue Mode:
iRl R IPqset_mode K38 E E API € %08 Netfilter 1% 41 & 3E
WAEBHE, BELHMAERNEHN, SAME:

e packet metadata

e payload and metadata
KTIAH R EH AN EENEH L E N payload and metadata i5
ERETKZE, CREE OB TP quene, HiE EAFA R H A

user-space HJE AR AL EBEEFF T, ELEHANELZ T TRHER
#,

15
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3. Receiving Packets from the Queue:
"o X IPqread 3 i £ AZ QAL Netfilter By queuing message (—
KR queue F| Netfilter By 4K 214) 3 H 4% 15 10 24 00 W 5% 3|
MERFHEFMLE,
T, AEHANBEZ A EMER, JRALRNRELHEH
WE, BREEFAMNEELE R A R, FrUAEGEEHTYER
IPq_message_type K& %, € BEHERET:

e Packet message:

EEEEERTEENZHCNE, ARX EFHERX
IPq_get_packet A p& 32 35 8 I %5,

e Error message:
EEEERTEERKABHELKT, P9 B R [Pqget msgerr B
EFRE,

4. Issuing Verdicts on Packets:
nf ey i IPqset_verdict BB AR EEARENHEHMEHAE, H
M

e NF_ACCEPT
e NF_DROP
EETTHARELBERGEHBHANE, &EFHCHELE Netfil

ter HAFEERGHAMF— RO RE, RUBFEBT KA
(NF_ACCEPT) £ £ £ ¥ % % (NF_DROP),

5. Error Handling:
ity B X IPqperror @ B B X IPqerrstr FTE &R B S 14482
A (E#E IPqermo #4%) Z —# stderr ko

6. Cleaning Up:
it B R, IPq_destroy_handle R FZ HE AR EANTRERES
fil o
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UERFE—HNEARBEREF—RANRF, —— TARTE IR,

A B AT DA B 4 o P AP 6 R B R 0

KB Clients PRASFEFEREAN, EXBERERENZTHER

1. 7 Client 8 i — 3 £ B4R F KR, LA BT KA # (AT
WRERAEX) EHABRMEEERET —LLENEHTRAKM
BETWRR R L, Al 5 HE A8 H T A/ NFACCEPT, REH

MERBGKBENHO RS R, EREEARE L, FRARES
T 2%,

2 EHEFAMRB L vREINFERFRE, o EFRELNMRAE
Ak % i SYN.RCVD, A% EEH % —# M & 2 Client £, BHH
AL AR P B B KA
EE O RMERSLET ARMNEAER L BH - RLERNERE
KW BT #H# L
REEW—ESRE:

E R e FIE KX B E|E  Three-Way handshake ¥ By %
—HHENEHENEE, FE5 LE A raw socket AL EH
EREN, A AEHE Client EZEEEE (F#iE @ Client
7T E) %A TCP-flag ACK W, BEHHAE FME
1% 2 B B AR R R AT 5% %8 K A ESTABLISHED # 3t

B 5 K

EEEEHHENHESE NFACCEPT, 2 HEIZQ
¥ 4 Netfilter 1% # % ¥ 17 2| Client ., A& BB 5T B 4L,

17
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CLEt L
3. BEE Client b, %4 7 i 8y 1 4 AR

o Client 7% :
v E B E AR &R TCP-flag SYN/ACK # 4, % TCP-
flag ACK #y Three-Way handshake B % = F B s # .,

e Client = 1R 8.

{83 B Client # 77 8 B JE (2 4T 89 LA,
(B B R )
4 BAEBEN K L, TR BN R A AR (LSRR ):

o« %3] TEEHME (ACK H4),
P12 46 e U B HH AL 2 B NF DROP (B AR A28 45
BT HET),

o RAFEHE,
ERUH—EHEENSREIT

BEAEEEFEENFRCEHEE T Z AW RS (%
ferersE.) MERMARZERAMER raw socket
BENZWPrREHNER, HEHE Client 8 1B % H TCP-flag
FIN WERK WAL BE ARE 2 HETHEN
SR ERERLL, EXRMBALEREE TCP-flag
RSTHEFERNHCLHEARE EXBE AMRE
P EATTNERER RE—#SREFBEARSE
W& B & B ESTABLISHED MR 88, R & b Wy 1k ik, &
5% TCP-flag RST Wy #/a4%, B v st B8 = f &
B RHB, EANELEHN Client &8 & Web Server # 37 &
Rrereurl RMIRET—FENE,
2§ R KERAELH, AR Client By EE ACK AT AN kHakz 7,

18
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5. WK R H B A R IR B E
BMFFEAAFRTRBRERBHCRANEY, AR PEL,
REo &R ARER Clients BRAZ{FR, ERERNERR
FH W@ KBEHREETH B BT R,

ARG KBHEET, EEAXTHEURAERFRTEEHE A
REBGRELET, AT, BEFARESKAERENE,

EARTHKT KB ERMEFENELR,
Fhh, A—REEHA (WA IPTables #7) H 00BN 48
HEZEE 32 % IPTables K A RS F X B IREHE
FEBXA—EHELHE, THREAELT:

CE—EHAEENAK FBRHER, ©eH LT PREROUTING, %%
1%&3%3 THE®W IP, AT EER hH T Ex Y
#HHA#EN — PREROUTING — FORWARD — POSTROUTING
— W

2. WMEEW IP AAM HEHRT INPUT #1T8E, wREH IPFE
xR A MR B E FORWARD i# 17 &,

3. mRNHEFEEXF R a#E | AHHRE POSTROUTING o
4. R EHEZRE ABKH, BHE OUTPUT UK POSTROUT-

ING »

3.3 KM E RIEH

AL—8F KMBEH K BEFERFERENKELE Client HEM, &
Bl — 2, R RRELEN, TEEKEAT —ARFORKEHME
370

Fdb, RMEEFEEERE Client B E JEHE (ACK) 502 E 1 5 A
A Client B EMAF 4, T HEXEZ Rk — 5 BRI A binary
search tree XK Client & &, B A% #H % T £ Web Server 48 b [l #F

19
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IBATIQ PILD MIOMIBN

ONILNOEHEd

ddvMd04d

ONILNOELSOd

\

Y

ddvMd04d

7|¢<

ONILNOYHEd

T Jop-Iosn

L\

4
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BARERETRAM T EL, WARBE T RHELW IPULE, FTUE—#
B SYN #& 8 Client IP ZE# A, EE Sequence number £ Client port
number & M B, F T & % 5 Z 0 binary search tree (%1 linked list)
By ¥ BE E B /N, APk binary search tree & T EE B A key? H AR A
#ZLL Client 8 IP # key, B — 1 IP A1 E 8 Client port number %
B tree node B — 18 linked list X, EH4n T:

1. g &HMFE—ME Client WELE BB, ZAIT—HA Client IP FH#HEF
o

2. Bl — Client IP €& T E ¥ port number ZRKE L,

3. EEIE Client 8§ ACK #H AKX, FERRERIHEF LW LN, B
HRBHEZNN Client 1P ZHEHE, B WL IP ] key Ui KT
# ) binary search tree, M H Client port number 1 2 K& # 8, BT A

# & tree node (' Client IP) By ® 8 Mt linked list element ([
Client IP {2 [E Client port number) 3 &

Frid A& A B T P

struct acknowledgement

{
char clear_it;
unsigned short port;
unsigned long seq_num;
unsigned long ack_num;
struct acknowledgement *next;
s
struct ackpool
{

unsigned long IP;
struct acknowledgement ack_ele;

struct ackpool *left;
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struct ackpool *right;
3
struct ackpool *pool=NULL; /* tree root */

A R A struct ackpool & & — tree node W %, WL IP # key, F84F left
BN TP B8 tree node fLE | F81F right B AM IP HM tree node
fLE, ¥ A struct acknowledgement KK ¥ —#HEH Client port number,
Sequence number, # Acknowledgement number, 2 A E IP B L linked
list BY 4 % 77 B,

SR T, struct acknowledgement # & — 3 clear_it WAL, H A 1E FY? b
clear_it WAL a4 1, &bl — 2| EHUR IR, 3% A ¥ BB RST #H4A,
FREEE Client 8§ ACK #HEEI K, ERFIRFH Client & 3 F HHHF
&, BRI clearit WAL & 0, &R — 2oy, REFEFAAEN X
Mo —% Client Ello T HHEEH RST HHE, & cleariit MLELA 0 &,
AR B HERFR, EFFH RST HE, B/ —K BRTTAAT
R RAIGRAFN Client ¥ EF —ZFME S, MEXENERT &
B BT

BEART R A A MR — &M TR, B b B AT E 1 ¥ DR 75
HW#E tree iR RREZE AT HFH tree node &, AT struct ack-
pool B A T 77 X

struct ackpool
{
unsigned long IP;
struct acknowledgement ack_ele;
s
struct ackpool *pool[MAX_PAC];

AZRMEE MAX PACHE AR, LEAZRBEMN—KREFRNRE L H
IP W H Em A EEH n, I ZMW binary search tree 2 [F linked list —#&

3Hit — 18 binary-search-tree node & 4 & FIEM , # (7]

22

2 FI7E5 e-Paper (9255 )



TCP syn floodfv[% 2

Wb Server

Fi rewal |

Qut Si e m—p L
]

et hO ethl g

Get SYN+ACK
i ptables -A FORWARD -p tcp -i ethl -o ethO -s Wbserverl P

--source-port 80 --tcp-flags SYN, RST, ACK SYN, ACK -] QUEUE

Get real ACK
i ptables -A FORWARD -p tcp -i ethO -o ethl -d Wbserverl P

--destination-port 80 --tcp-flags SYN, RST, ACK ACK -j QUEUE

B 3.3: BF ks

(IP E& EHHBER), ATl MAX PAC ERMIRA 27, AT RRERL, &
Boontl g ot R A, A RTF Client Bl 7 — 3%

3.4 FHEZER

A, ML LRy F R BB E 3.3 WRXE, £ Outside RREW Z
B, —EMEXEE, F—EREREN Web Server B IEF Client 3,
EEBEAR, RMAKKXBELFHET Client IRE—ZEM, A FHRK
BB K, £ W otho BFEHEREZFWEY Client 3 E fE
¥, Uk — #4, Web Server B 7 K48 87 ethl #E 3, ok 7 — H#H

—B%, BMERT KERXMmB BT AHE, REK IP for-
ward I B -

# echo 1 > /proc/sys/net/IPv4/IP_forward

BB 35 B B K A& 2o B F % B router — %, R AEMBEN I, RITMEF
% B BRI KR h 88 28T, Web Server 88K %X % A K% #4%5IE% 8 Client
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EBREN, BEFRMAEEXRBEEUED 18 SYN HEEH4E Web Server, £
E#H Client 3 A4 H B % & & XEN Web Server, # REBEHR EHEH,
BEXEHUED 20 1 SYN #HE 84 Web Server, EHMEMZ, R
R, BEXBHEUEH 50 B SYN HE 84 Web Server, & RAHE &
ML RABET N, EXFAEFH 50 B SYN #H4 0 LT ¥ UM BTE
WEEHENT,
HAEBRTIRE T KA

insmod IP_tables
insmod IPtable_filter
insmod IP_queue

IPtables -F

= O H OH O H O H=*

IPtables X
# IPtables -Z

HEREE 33HAR, B ARREACHRA: RPAT AT KFEERE
B Web Server 1 SYN+ACK #4,, & H E IE Z[E JE4 Web Server B 3
B Client # ACK # 8, BT L& A189 7 K 4 7 7 2L 89 FORWARD chain F
REREH+ ethl ¥ TCP 4, £RIFEEH TP & Web Server IP, R IE
B port A 80, EAER SYN #1 ACK FlF 2 1, L L GRHFERENTL
B IP_queue ¥, ¥ HFF K # #£ AT # By FORWARD chain ¥ RER B 4+
ethO B TCP #4&, HEZEZ KW IP & Web Server IP, B 1% port & 80, ##
75: ACK & 1, A EHHFARENINRDN IP_queue F,

HE A KA, AR libIPq SRR _E = & Bk o R B R AR
%% mewlPq WER HPEXARXREZE =D FERIIFLHFMN Client &,
HAERED KER, & 50 {8 SYN #4.8 RV B E%#EH, FTLEK
P BEHUED 50 B SYN A BB KE, MHAE Web Server # X
WA

$ netstat -a

BHAM L ELFEFET E ESTABLISHED $yik 8 £ 3 AT4 %, #3F ES-
TABLISHED WE AR RV, EREBEFI R H BB ER EKE K ES-
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TABLISHED ##k #&, 3 FLB7 K i b i o B — 2| B IR Bs A2 ) RST #

c BETRARBE BT B EAEN Web Server, HREBEREN, BA G

%—Jﬂﬂﬁ%‘ffﬁ BEEFEREUZNNFL, EED 100 B SYN HE 4% H K

—HBENwE &M 50 HEHE, ERRBH Web Server 3 H HAR

% SYN_RECV MR &, K= KA R T KB i#E ACK #HE4 Web Server,
i — B B 4% 0F | Web Server 3 — & 7 8 49 1R e B 2% 3 2k B R #8,
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HEERNEEER RFETEH SYN flood WHEELFRK, EHE
BEAUR, BHBERUEZTITN,

RPTERAFET L FERRMAREN, RAREENSE TR A1),
BERNERG KRG EG T RO HAEXER, RERBTSWE, R
R EEWHKRAENF A GNU/Linux kernel #& 8 B K &4 &, B 45w £ — &
e, EH B B SYN flood, 1848 % i & fu ff B AR b5 82 05 % B9 1 % 7 o
— Ak, EERE AT RARMEE SYN+ACK # B R T KT
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