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� 1 ı

‡k

1.1 û˝�œ

®i�ÛUØJÊŒíŸÄuâkÊÊ¸íøj.âb?D}<µƒ�ø

−©(nuFbF��íèîí, ÄÑÊ TCP/IP íd¸-, øOíUà

6.âb¦¬ú−øìí˙å (Three-Way Handshaking) n?�
Âjí

Ç¦�−�

Í7, :<íÛU6‚à¥šíd¸¥7¨A7æÜ/�Â�Ü6í

˚×,ÄÑÛU6øòê|ú−˙å2í�ø− (f£ synm7)#æÜ/

�Â, é/�ÂøòÊTÜd¥ší©(~° (�@ syn/ack m7), Í(

}�ø#Tk SYN RCVDíí©(ÕG|ÛÊæÜ/�Âí©([�,,

¥_ SYN RCVD uN/�Â£Ê�&Uà6í�ú− Three-Way Hand-

shakingí ackm7,U)Uà6ú/�Âí©(ÕGAÑ ESTABLISHED,

Í(ªJÇá£�íæÜZ½���Ou,à‹æÜ/�Âí/_©( en-

try øòTk SYN RCVD íÕGíu, µ¥_ entry ø2Rø_/�Âí

’Ä (6ÿuz, wFUà6ý7ø_©(íœ}), Ê/�Â�ƒ�ú−

*Uà6µoVí ackm7‡ø³Ÿ¶dLSTÜ� Ju,Hí entries\

ÛU6Uà syn flooding 2R”×¶M, µ¥_æÜ/�Â�kuçœ7,

ÿ®AÛU6íñí7�

æÜ/�ÂÔ�ñq`§ƒ¥�ÛU, ÄÑøÇáí©(øìb¦¬

Three-Way handshaking íú_¥	, FJ¥_ÿõÿ\:<íA#‚à

Vdø<:<í®i��ÛU, é/_F;bÛUíæ¦TÖ, 7/M/

TÖívÈ¸ÛUíd_´?âFV²ì�
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âk¥_8”éæÜ/�Â�Ü6K>kƒ�bàSÊ¢¥é�í:

<<×, éBb;bttõu´ªJ‚àø<AâÇ[,ñí˙�Vdø

<õð, Ñ7bv|àSdn?‹#æÜ/�ÂÊ`§ÛUv´?£�í

��…Ÿ…b��íîEí˙��

1.2 ,wñ	x

Ê,ñjKjÞ, BbíõðÊ GNU/Linux �-�… 2.4.18 íT“Í$

,ªW, Uà7øXË�Ÿá{í SYN generator d3�©(VßÞÖ�

syn î™íæ˜¥¨, ´� GNU/Linux íPK IPtables VdÑBbí¬

˙�ÊÊ��¥_PK}As_¶M,ø_Ê�-2,ø_éUà6Ÿpd

†V−„ÊÊ�í¬˙j��

Ê�-52íu Netfilter _ , ùÆÊTÜ¼¦kœÂ5ÈC5q¥

¨íû², �íb˙¥, �íb[W��íœ„� Ê¥_¶Mæ˜¥¨u

userspace Fí¾.ƒí, …É˘k�-ú…íÍT, !k¤õ IPTables í

T66�5?ƒ,FJFŸ7ø_ªJø kernelspaceí¥¨qñûp user-

space,éõT6ªJÇÕŸ|øP@à˙�Vúû|Ví¥¨dwFíT

Ü (ÊŸ…í IPtables F³�íTÜ), ¥_�Þ libIPq: uø ƒ�, Ê

¥¨\û|, Í(\õT6í@à˙�TÜ(, }yø¤¥¨Êû� ker-

nelspace� yV, Êº,@à˙�í²ì verdict ([W NF ACCEPT, C<

¥ NF DROP),�-}YÎ¥_@à˙�í²ìVTÜ¢\û�Víæ˜

¥¨�

ÊwñjÞ,Uà7_AÚ7û«,·é_ GNU/LinuxT“Í$,ÏW

BbíõTíÊÊ�í PC ,bà�… 2.4.18 í�-, ÄÑ¥_�…2í

�OBbbUàí Netfilter _ �

7wFú«í PC,í�-�…ÿ.ØÛb·<7, w2ø«ÏWæÜ

/�Â, ø«ÏW syn generator ˙�, ø«ÏWøOíæÜZ½�T, d

u: Uà lynx C mozilla ��í˙�Z½æÜ/�Â,íæÜ�

7©Qíj�Ñ:

ÊÏWÊÊ�í PC ,é_s"æ˜µ (ø"úæÜ/�Âí

4

TCP syn flood的防禦

逢甲大學 e-Paper (92學年度)



PC,ø"Q, HUB);ÊÏWÛUí PC,íæ˜µDÏWZ½

�Tí PC ,íæ˜µ·©Qƒ HUB ,�

Í(ÊÏWÊÊ�í PC,Çó Network Packets Forwardingí

Š?, é�s"æ˜µíÊÊ� PC ªJésií¥¨ªJ¼

¦¥ø‘ñø¦ƒæÜ/�Âíæ˜©( (.à Network Ad-

dress Translation íŠ?)�

1.3 û˝ñ™

�â}& DoS 52í SYN flood ÛU_�, V7jÛU6ê� SYN flood

ÛU52}¨Aí½æ, ø−…àSË	àæÜ/�Âí«TD£�Uà

6?AŠ©(íœ}, Í(þtÊw2v|ª?íj²j¶, WààSq

ìCØkÊÊ�Š?VÊŒ¥éÛU, 1�
|ø_òüí=1, Võð

BbFdíÊÊ�ØkŠ?u´?Á/ SYN flood ÛUúkæÜ/�Â

«Tí	àí˙��

Bb‚�?d|m?D®°¥ší:šÛU, ¢?U¯¶Uà

6ÊæÜ/�Â£`§ syn flooding íÛUv´?…Ìæ˜ô

bí>gí,æ, Z½æÜ/�Â,íæÜqñ�

6ÿuz¹UÊÊ�\ÛUƒ “çœ” 7, 6.}	àƒæÜ/�Âíé

r�
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� 2 ı

ŸÜ���½æêÞ

2.1 S‚ DoS ?

DoS Ñ Denial-of-Service íòŸ, uø_®i�ÛUj¶í$˚�

¦�ÛU6�}×¾ËúæÜ/�Âê|3�©(~°, 7æÜ/�

ÂF?dí98ÿuøøQYFq=ƒíF�í©(~°, 1/øøÑ¥

<~°qA SYN RCVDÕG,Í(‚&¥<b©(í Clients øø�@ü

wím7 (ack number) �V, é…ªJø¥<˛%u SYN RCVD ÕGí

entries ‰A ESTABLISHED ÕG, ÍÇáTÜ Clients íçÕíÛ°�

OuõÒ,,æÜ/�Â.Øª?Yíƒ¥<\ÛU6×¾c¨í source

IP address F�@í ack m7, Fû_í!‹u:

æÜ/�Â2ªJTÜí entries íb¾u�Ìí, Í7, ÛU

ê|mu¾×¢uc¨í©(~°, ø×¶}ÝBBr¶íª

JÜ£�Uà6©(í’Ä\¾�&`, ÉbuÛU6´³T

¢ÛU (ê£×¾íc¨©(~°), '�ª?¥_æÜ/�Â

ÿøòTÖ, Ì¶yTÜwFLSí©(���

ÇÕ´�rÖj¶ªJ®A DoSíñí[4],Wà�cí “Ping of Death”

ßÞ�¬For|×¥¨, ¨Açœ� J£Bbøbn�í “SYN flood”,

6u‚à×¾¥¨VFU/�Â’Ä.—,.?@G×¾~°� ÊÌ� “SYN

flood” 5‡, lÊ-ø�zp TCP/IP í©(ŸÜ�
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2.2 TCP/IP ©(ŸÜ

Û�íø�˛%AÑ™Äíæ˜_�u “Ç[�Í$�©” (Open System

Interconnection, OSI) ¡5_�, …uâÅÒ™Ä - (ISO) FßÞí, 3

b�þ_í.°TàíµŸ�

TCP/IPÑ Transmission Control Protocol/Internet ProtocolíòŸ,Ö

Í…É\}Aû_µŸ, Ou¥ûµíTàD OSI íþµíTàuó°

í� …É�ûµ, �ø_éOíiõuæ˜¥¨f�ví overhead óúí

ÿÁýø< (ÄÑÖ7øµíu, ÿ)Ö|øŸí header �“íèŸ)�¥

ûµâ,ƒ-}�Ñ:

• @àµ

• f�µ

• æ˜µ

• ª!µ

f�−„›ì, �ŸÑ TCPÊæ˜}µí–12˘k “f�µ”(Transport

layer)õT,…Š�'ÖŠ?,àÊæ˜=12íW˙(Process)¦m,¼¾

−„, J£¥¨f£(�@í˜ÏTÜ�

Ñ7b?Ê±«ís«3œdÇ¦, FJ TCP 6Š�7àS�
©(

íœ„, Bb˚ TCP u Connection-Oreinted í›ì, uâk:

1. J TCP Ñ!�íf�µÊ£|’eJ‡, }l£|m7ƒñíËí

f�µ, µs…øb£|’e1/@vUàµø�@àµ,ñQ§

¤’e� Í(, …�&m7í�@5(nÇáf£’e� Ê¥_j�

ê, £|’e5‡, TCP f�µ}l�
©Q�

2. TCP f�µu�â�@DÊf£í¯T, V„õF�Ò¨ím7˛

%AŠËf£ƒñíË, FJ…¢\˚Ñ “ªÔí›ì”�

7 TCP �
©(í|�¥	, Bb˚5Ñ Three-way handshaking, à-

ÇFý, w2 Sender uk©(íøj, �v˚Ñ Client; Receiver uQ§©
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Client Server

syn J

syn K,ack J+1

syn J+1,ack K+1

Ç 2.1: Three-way handshaking
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(íøj, �v˚Ñ Server�

¶å(¨H[£|ø TCP¥¨££|j²,�CqÑ TCP¥¨2 Se-

quence number ¸ Acknowledgment number hPíqñ, wqñuYê¥

¨àí¼®U�

£ç Sender kú Rreceiver ê|©(~°, Sender }% Rreceiver £|

TCP-flagÑ SYNí¥¨,w2í Sequence number Ñ J�ç Receiver Yƒ

¥ Sequence number Ñ J í SYN ¥¨, …ÿø−�Uà6b¸…d©(

~°�

QO Receiver ÿ£| Sequence number Ñ K / Acknowledgment num-

ber Ñ J + 1 í SYN+ACK ¥¨d�@, wà<Êküw Receiver Yƒ

Sender J í¥¨�

£�8$-, ç Sender )ƒ¥_�� TCP-flag Ñ SYN/ACK í¥¨,

…¹üì Receiver˛ÄeßQ§…í©(7�QO, Sender£|ø_ ACK

number Ñ K + 1í¥¨,¦ø Receiver ªJÇá�
D Sender í©(7,

$A ESTABLISHED íÕG�

Q-V, BbVŒõ¥¨í��, VzpJbêAJ,�T, ¥¨qí

’e}�Bó‰“�

2.3 ¥¨��

J-uø_™Äí TCP¥¨í™å (TCP Header)���BbÛÉú,�

Tƒí�TóÉíhPTzp: Bb5‡ø− TCP �W˙È¦míŠ?,

Ä¤w2í Source port address hP¸ Destination port address hPÿp

“¥á’m�

Ê Sender b£|�ø_ TCP-flag Ñ SYN í¥¨5‡, Sender íT“

Í$ÿ}²ì©(í¯¶ Source port address, 7 Receiver FTXQ§©

(í��í port address u	ì7/×ðtwí, Ä¤�ø_ SYN ¥¨

í Destination port address hP/íu Receiver Q§©(í��í port

address� J Web Server Vz, ¦�·}	ì port address Ñ 80� Sender í

T“Í$6}Ê Sequence number hP/pøMJ²ì¤¥¨í¼®U,

9
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Source port address
16 bits

Destination port address
16 bits

Sequence number
32 bits

Acknowledgment number
32 bits

HLEN
4 bits

Reserved
6 bits

Window size
16 bits

Checksum
16 bits

Urgent pointer
16 bits

Options and Padding

U
R

G

A
C

K

PSH

R
ST

SY
N

FIN

Ç 2.2: TCP Header í��

Í(w2�2 1 bit í SYN hP}\qÑ 1�

ú Receiverb�# Senderí TCP-flagÑ SYN+ACK¥¨,çÍ Source

port address hP/p	ì×ðtwí port address, Destination port ad-

dress hP/p�n Sender Uàí source port address� Receiver íT“Í

$}Ê Sequence number hP/pøMÕ, ´�Ê Acknowledgment num-

ber hP/p�)ƒ SYN ¥¨í Sequence number + 1 � 1/ SYN ¸

ACK hPî\qÑ 1�

°Ü, Sender b# Receiver í ACK ¥¨, s_ port address hPà�

nj¶/p, Acknowledgment numberhP/p�Yƒí SYN+ACK¥¨

í Sequence number + 1 � ACK hP\qÑ 1�

2.4 SYN flood ÛUŸÜ

w,ú TCP©(í�À�Ü,BbªJV}& SYN floodíÛUŸÜ�!

…,Vz…‚à,Hí Three-way handshaking WÑíql„5?ƒíË

j, VßÞÛUÛU, ×¾c¨£�Uà6í~°©(�

cq¤�j�?\„©(AŠ, Ou Server ÊQ§ƒ Client í©(Û

°(, ´.ø¥°©(}.}�
, kuÎ7£|üwí SYN+ACK ¥
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¨Õ, 6.âb\G5‡í SYN ¥¨Jc�úà� Ê%¬ø¨vÈ5(

ACK ¥¨³\ Server Yƒ, † Server n<J¥< SYN ¥¨� Í7, ¥u

ø�üwí¬¾v‚, Ä¤Í$
v\G¥< SYN ¥¨� ç Client �f

ACK ¥¨/ Server Yƒ(, Âj©(�
, Server Ébp“µø Client í

µø port ¸…©(�
¹ª, \Gí¥¨ÿª<J�

OJ�Aæ-£×¾í SYN ¥¨, 7/w2íVÄP0’mªJ\c

¨,ç¦¦£ƒ Serverv, Server.øVÄ\c¨ (ÄÑ¸��£�í SYN

¥¨³Bósš,<âO×¶};…³�µšÖí©(Û°�),FJ Server

\G7¥<×¾í SYN ¥¨, 7/£| SYN+ACK  É½b°í©(,

Bbø−µu�.ƒ�@í, ÄÑVÄP0ª?.æÊCuP0æÊO¤

port 1³�à¤í©(CP0æÊO*³£|¬ Sequence number Ñ J

í¥¨� `§ÛUíí Server Ñ@GQJ7Ví SYN ¥¨, �‘×¾í

’Ä\æ…b, Server 6)�ƒ Timeout ívÈ˛ƒvn<J…b� ÄÑ

\G7¾�í’Äí§�¯±ª<Jí§�0,7/Web Serverí˙�6

Ì¶�Ü Three-way handshaking, ÄÑµu TCP íœ„, FJ Server Í

$’ÄÚÚË�m, †æÜ/�Âª?ÿêÞçœ�

J,ÿu SYN flood ÛU� BbøÊ-øıT|ª?j²¤�˚1í

Ÿ¶�
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� 3 ı

j²j�DõT

âJ,FýíAÄ, BbªJø−ÊŒ SYN flood u�ø<˚Øí:

• SYN¥¨¸øOÌ.°,Éuq¶VÄP0\c¨,7æÜ/�Â´

ubê£ SYN+ACK üw�

• SYN¥¨óçü,³�Bó’e,É� Headerý<©(Û°7˛,F

JøŸªê|×¾í SYN ¥¨�

• <J SYN ¥¨í Timeout vÈØÅ7�

OuBb‚�?êÛø<j¶�

3.1 àSÊŒ

%âhô, Bb.ØêÛÄÑ Server í’Ä\¤�ÛU�mÄ7.—J@

G×¾©(~°, 7û_æÜ/�Âçœ�

FJÓ‹,wñ’Ä, uj²˛È’Ä.—íj¶, àØÓ©([, C

uÓ‹yÖí Server� OuI‘×°ÀÂ, ^‹T¯�&5?, ÄÑ SYN

flood JûÞÿj7V, y#‰íwñ’Ä´u�Ì� JJvÈ½æ5¾,

òs Timeout vÈ6uø_j¶, Ou SYN ¥¨×¾7V, øV¹<J,

!‹©£�©(·.?d7� CJ"39Äå (OuVÄP0\ÞZ), J

".q� �A6T¬‚à IP ¥¨í TTL hPVR¿¸396í�×, O

uÉ?-øŸíã¿, J£98˛êÞn?à�
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ÛÊ|¼Wíÿu‚àÊÊ�íxXVÊŒ¤�ÛU, ×ñ,, ´}A

s�.øší_�: w2ø�uàm� Web Server íG¶, 6uBbFS

àj�� àÇ 3.1 Fý, w2Çs«(‘<N Client ¸ Server ívÈªW,

Server uJ Web Server ÑW, 2ÈÅj)uÊÊ�q¶í«T; s«rÑ

×Ÿå‚u£|CYƒF�‰7AíÕG; �Ciíüj)<Nçvf£

¥¨íqñ, Ñ7�“–c¸zpjZ, â˝,B¬-hP}�u Source

IP Address, Destination IP Address, Source port Address, Destination port

Address, J£|(øhÑ©(í¥¨˘4�

ç Web Server Þúb°í SYN ¥¨v, .âlN¬ÊÊ�, ÊÊ�6

Ì¶ø−
¹ø−¤ SYN ¥¨�Ì\¨c, Ä¤

• lWéw¦¬�

• C6\Gø<¥¨qñ�

QOWeb Server�@ SYN+ACK¥¨,øì}l¦¬ÊÊ�,ÊÊ�Î7

é SYN+ACK ¥¨YÍ¦¬Õ, |½bíu‚à¤ SYN+ACK ¥¨, V

`Ts_ ACK ¥¨1òQê�ø_# Server�

ÄÑÊÊ�¸ Web Server í�×'¡, Web Server ªJ'0Ëªp

ESTABLISHED ÕG�Web Server 6.àÑ7�& ACK¥¨7\G SYN

¥¨� Í(ÊÊ�ÊøÇøMâüwàí ACK ¥¨\æ–V, J‚9(

ªúà�

¥ÿ�à Client ;b¸ Web Server Ç¦b%¬ÊÊ�, ç Client ¥

²É½u´bÇ¦, 7ÊÊ�
¹ú Web Server 'ì��, Ou9õ,

Client ª?´„��@� J¤ Client u£�Uà6~°©(í, µóÊÊ

�øYƒø_£% Web Serverí ACK¥¨,ÊÊ�ªú�n\Gí ACK

2óÉí¥¨, 1 J¶MNìhPqñ¯¯, Ä©(˛\�
Ó¹\<J

(NF DROP)�

J¤ Client ³�@| SYN+ACK í¥¨, ÿ�kz SYN ¥¨\¨c,

ACK .ÍÌ¶\Yƒ, àSj²? ÊÊ�}9lÊYƒ Web Server f�

1.×ª?êrøš, ÄÑÍ$ú©_.°¥¨�.°í padding(TCP header), w2 TCP
header íø<hPqñ6.c)ó°, OÇ2FýíhP (�Ö IP header), Sequence number
¸ Acknowledgment number Býbó°�
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Client Firewall Web Server

SYN_SENT
Passing

SYN_RCVD

?

Look at this packet
and make two the same psuedo

ACK packet. One is sent
to server, and another
is pushed to a pool.

ESTABLISHED

Possible 2:
The client has no this asking.

That is, no ACK packet
is return.

Possible 1:
The client has this asking.

That is, a ACK packet
is return.

Pool
(Many ACK packets)

ESTABLISHED
The ACK packet and

the matched ACK packet
in the pool are

droped together.

Take the ACK packet which source
address is the client and

make a RST packet.
CLOSED

SYN J

SYN J

SYN K, ACK J+1

ACK K+1

SYN K, ACK J+1

ACK K+1

RST M

ClientA ServerA

ClientP 80

ClientAServerA

ClientP80

ClientA ServerA

ClientP 80

ClientA ServerA

ClientP 80

SYN

SYN+ACK

ACK

RST
Timeout

Ç 3.1: ÊÊ�íÊŒ¶
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Ví SYN+ACK ¥¨(, Çálv, ç½ø¨vÈÊÊ�øò³YƒVA

Client í ACK ¥¨, ÿø\æ-Ví ACK ¥¨ÀÎ, [ývÈ�Ø˝�

â¤ªc, −„¥_vÈÈ�í−„øuBb½bíÉœ�

ÇøUàÊÊ�íj¶, ¹uÊÊ�êrËH� Server d Three-way

handshaking, ç„õ¤ Client æÊ/ª]Lí, yŸ� Server ªW Three-

way handshaking í�T, =U Server �Ñ ESTABLISHED íÕG� Ì�

àS, UàÊÊ�íj¶, ·b�ø_�ÛU/§�0íœÂdÑÊÊ�,

n?Þú§˙J½7Ví SYN ¥¨�

3.2 õT¬˙

ÊzpBbõTí˙�Æ�¶‡, �<‡TblêA�

lzp libIPq API í«Tj�:

1. Initialization:

ãÊƒ� IPq create handle V@ì (bind) ø_b\ IP queue FU

àí Netlink socketÍ(f�ø_ opaque context handleéQO-Þ

íƒ�?DãÊ…�

2. Setting the Queue Mode:

ãÊƒ� IPq set mode VNìb API *�-í Netfilter _ TÜ

íæ˜¥¨, bû|Bóší’e, ¥�s�:

• packet metadata

• payload and metadata

Bbàíu©¥¨íc_qñ·“ƒí payload and metadata ¥_

j��

ÊNìêA5(, …´¦ø�-_ IP queue, é¥__ ø−Ê

user-space í@à˙�˛%Äeß7, bz¥¨qñ#ûù-VdT

Ü�
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3. Receiving Packets from the Queue:

ãÊƒ� IPq read èªÊ�-_ Netfilter í queuing message (ø

ŸŸ queue ƒ Netfilter íæ˜¥¨) 1/ø¥_¥¨íqñ_ƒB

b˙�2í
æP0�

.¬, Ê…dè¦�T5‡)ldüw, ƒ�è|Ví‰au¥¨í

qñ, ´u¥_è¦í�Twõ³�AŠ� FJ´)lâãÊƒ�

IPq message type Vd�ð, 7…f�í!‹à-:

• Packet message:

¥_f�M[ýf�íu¥¨qñ, Í(>âãÊƒ�

IPq get packet VTÜ¥_qñ�

• Error message:

¥_M[ý¥_è¦í�TÜÝ7, ãÊƒ� IPq get msgerr}

QGTÜ�

4. Issuing Verdicts on Packets:

ãÊƒ� IPq set verdictê|úkÛÊ£ÊTÜí¥¨d|‡ì,�

s�:

• NF ACCEPT

• NF DROP

˛%-7‡ìC6uf�\^Z¬¥¨qñ, }U)�-_ Netfil-

ter úkyû�Ví¥¨d.øšíT0� é…./¦¬ÊÊ�

(NF ACCEPT) ´uz…<J (NF DROP)�

5. Error Handling:

ãÊƒ� IPq perror }�|Êƒ� IPq errstr Fì2|íÖ�˜Ï

m7 (Êªú IPq errno ¬() 5øÊ stderr ,�

6. Cleaning Up:

ãÊƒ� IPq destroy handleV´Ÿ¥_@à˙�F2àíp[ñ˛

È�
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J,*�øƒ�ýá�OøìíŸå, øøêA.°í¶M�

ÛÊBbªJÇázpBbUàíÆ�¶:

lcq Clients 2¨ÖO£�©(Uàí, DÛU6×¾c¨í3�©(

~°�

1. Ê Client ê|ø−3�©(~°(, .â%¬ÊÊ�q¶ (BbFd

í@à˙�), Êwq¶Bb}²Ï\Gø<.bí’e-VƒBb

A¿í’e!Z,�Í(#¥_¥¨í‡ìÑ NF ACCEPT, é…�

 ./¦¬ÊÊ�q¶í(š¨, òƒæÜ/�Â,, ~°/�Â#

8©(�

2. ÊæÜ/�Â,, …q=ƒ�©(~°v, }ø¥_~°©(íÕG

�“‰A SYN RCVD, Í(�@|�ù−m7ƒ Client ,, ê|í

¥¨Ê¤26}%¬ÊÊ�q¶�

¥v, Bbø¥¨ûùƒBbí@à˙�,, µ`ø<.bí’eÊ

BbíA¿!Z,�

|½bíø_¥	u:

ÊBbí@à˙�¦ƒ¥_ Three-Way handshake 2í�

ù−m7í¥¨qñ(, )ï,Uà raw socket ø.bí

’e/p,Í(_Ò Client @v}�@í (.�¥_ Client

u´\c¨) �� TCP-flag ACK í¥¨, f�æÜ/�Â

U)5‡í©(ÕG�“lAÑ ESTABLISHED yz�

yVí¥	:

òQé¥_¥¨í‡ìÑ NF ACCEPT, é…y�ƒ�-

_ Netfilter(./¦Wƒ Client,�Í(ó�lv_ �
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(vÈM/lv2...)

3. y�ƒ Client ,, ÛÊª?í8”�s�:

• Client æÊ:

…}�@*æÜ/�ÂVí TCP-flag SYN/ACK¥¨,ê| TCP-

flag ACK í Three-Way handshake í�úGíüw¥¨�

• Client uc¨í:

c¨í Client ø.}�@LSím7�

(vÈ./lv2...)

4. ÛÊõ�ÊÊ�,,ª?|Ûí!‹6�s� (ú@,Þís�8”):

• �ƒ7�@ím7 (ACK ¥¨)�

Bb)ø¤m7í¥¨‡ìÑ NF DROP (ÄÑBb5‡l�…

d7üwí�T7)�

• ³��ƒ�@�
¥v6�ø_½bí¥	bÏW:

cq¥_�&�@ívÈ˛%�¬75‡ílvÌ„ (v

Èlvƒ®...), µóBb…@vbyŸUà raw socket

/p5‡FÊÕí’e,_Ò Clientê|�� TCP-flag

FIN í©(�¢í¥¨#æÜ/�Â, 5(ªWû−í

¥	, U)©(�¢� OuBbêÛJZê| TCP-flag

RSTí½h©(í¥¨#æÜ/�Â,b°æÜ/�Â

2i1�&hí©(b°, Ébø−¥	UæÜ/�Â

Ó¹2i ESTABLISHED íÕG, uœ0§íT¶� ê

ê TCP-flag RST í¥¨(, ¹ø2àíp[ñ˛È´

#Í$� Bkö£í Client ˛Ê Web Server �
í©

(2 }.}\2i, BbøÊ-øı�Ü�

2çÍ6uÊÊ�HÑ©(í, Éu Client öí�� ACK ¥¨7/ÊÊ�6Yƒ7�
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5. ÊÊÊ�³Þ6b�’Äí−„:

Bb��Uàƒ�Gp[ñº0Vd¥¨’eí��, µ`,¸ßÞ�

×¶}í’ÄàVQ§ Clients fVí©(~°, Ju©(í¾ˇÍ

ˇÓ, µ¥_ÊÊ�íœÂ}� “çœ” íª?4�

ÖÍÊÊ�\£�7, O¥6[ýy6³�©(~°}ƒ®æÜ/

�ÂíœÂ,Þ7, Í7, æÜ/�ÂYÍ£�«T�

¥šêA7×_,BbõTíÆ�¶�

ÇÕ, �ø<½bh1 (Ék IPTables í) 6.â�Ü:

ÛõõÇ 3.2 Ê IPTables Sà†#Líj�¬˙¥¨�

ÛÊcq�ø_¥¨ƒ®, ª?í¼˙à-:

1. çø_¥¨ªpæ˜µ��˙�, …}Û�Œ PREROUTING, Í(

�Œ…íñí IP, ‡iu´bø¤¥¨�£| :

¥¨ªp −→ PREROUTING −→ FORWARD −→ POSTROUTING

−→ | 

2. à‹ñí IP Ñ…œ, QO�ƒ INPUT ªW¬˙; à‹ñí IP Ûb

�£ƒwFœÂ, �ƒ FORWARD ªW¬˙�

3. à‹¤¥¨Ûb�£ƒ�«œÂ , †y�Œ POSTROUTING �

4. à‹¤¥¨uVA…œí, †�Œ OUTPUT J£ POSTROUT-

ING �

3.3 ÊÊ�í’Ä−„

Ê,ø�2, Bbø−ÊÊ�Ûb\æ×¾ík©(í Client í’m, ç

vÈøƒ, BbàSÀÎ¥<’m, .éÊÊ�Ñ7øò\æ7'0Ë�

7�

Ê¤, Bb5?ƒçö£VA Client í�@m7 (ACK) .âb¸Bb

\æí Clientí’mó¯¯,7/©v§�?0ø<,FJBbSà binary

search treeVæ[ Client í’m,ÄÑÛU6Ñ7U Web Server svÈß
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Ç 3.2: IPTables
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d�×¾VA.°Ëj©(, 6Ñ¿RAÐê¥¨í IP P0, FJ©øê

| SYN ¥¨í Client IP uÓœí, ÝB Sequence number ¸ Client port

number 6uÓœí, Ä7AÑ|Ïí binary search tree (à° linked list)

íª?ªœü� µ¤ binary search tree uJBó’mdÑ key? Bb|(

²ìJ Client í IP d key, J°ø_ IP �.°í Client port number ÿ

Ê¤ tree node Çø_ linked list æ[, Üâà-:

1. çBb©vø_ Client í©(’ev, BbøO* Client IP Çá©

v�

2. °ø Client IP }�.°í port number b°©(�

3. çö£ Client í ACK ¥¨Vv, ı�?0§vƒó¯¯í’m� Ä

ÑÛU6/pí Client IP uÓœí, Ä¤J IP d key ªJ¨A.

Ïí binary search tree� 7/ Client port number 6ÑÓœí, FJ

¨A tree node (.° Client IP) íª?4ª linked list element (°

Client IP O.° Client port number) ´ò�

FJBb’e!Zà-Fý:

struct acknowledgement

{

char clear_it;

unsigned short port;

unsigned long seq_num;

unsigned long ack_num;

struct acknowledgement *next;

};

struct ackpool

{

unsigned long IP;

struct acknowledgement ack_ele;

struct ackpool *left;
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struct ackpool *right;

};

struct ackpool *pool=NULL; /* tree root */

à˙�{, struct ackpool u©ø tree node íqñ, J IP d key, N™ left

uœüí IP Mí tree node P0, N™ right uœ×í IP Mí tree node

P0, 1� struct acknowledgement V[/ø¥¨í Client port number,

Sequence number, ¸ Acknowledgement number, à�ó° IP †J linked

list í!Zæ[�

Í7, struct acknowledgement ³�øá clear it hP, �STàá? ¤

clear ithPãqÑ 1,[ývÈøƒb\ÀÎ, 1£|óú@í RST¥¨�

JVAö£ Client í ACK ¥¨ƒV, ÊBb\æí Client ’m2�ó¯

¯6, ÿÊ clear it hPpÑ 0� çBbvÈøƒv, …bÀ¥F�ÊÊÊ

�í©ø° Client ’m� 1-Ó£| RST ¥¨� J clear it hPÑ 0 v,

ÖÍvÈøƒ6b\ÀÎ, O.£| RST ¥¨� ¥šøV, Î7.àÑ7

ÉtÎBb\æí Client ’míw2ø°7�-3, 7/ö£í©(.}

\2i¥�

mÍ.àÑÉtÎø°’m7�-, Ä¤BbõTv6ªJà³�V

_Ò tree í!Z, Éub5?ñræ[ tree node í¾� FJ struct ack-

pool ZJ-�j�:

struct ackpool

{

unsigned long IP;

struct acknowledgement ack_ele;

};

struct ackpool *pool[MAX_PAC];

ÉuBbbõ MAX PACíMÑS,.â5?BbøŸsvÈqVA.°

IP í¥¨|×¾J� n, µ|Ïí binary search tree à° linked list øO

3tÎø_ binary-search-tree node uóç,�í, ~c[7]
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Firewall

Outside

Web Server

eth0 eth1

iptables -A FORWARD -p tcp -i eth1 -o eth0 -s WebserverIP
--source-port 80 --tcp-flags SYN,RST,ACK SYN,ACK -j QUEUE

iptables -A FORWARD -p tcp -i eth0 -o eth1 -d WebserverIP
--destination-port 80 --tcp-flags SYN,RST,ACK ACK -j QUEUE

Get SYN+ACK

Get real ACK

Ç 3.3: ÊÊ�íqì

(IP Mî]ÓC]Á), FJ MAX PAC MBbqÑ 2n, Ñ7\Ô–c, q

Ñ 2n+1 C 2n+2 6.Ñ¬� ¤Ñ\æ Client ’míÇø¶�

3.4 õT!‹

ÛÊ,BbJ,Híj¶¸-ZdàÇ 3.3íq0,Ê Outside Tq0sC

Ú7, øCrÆÛU6, ÇøCrÆk©p Web Server í£� Client «,

OÄœÂ�Ì, BbøÛU6¸£� Client °q0øCÚ7� Í(2Èq

0øœÂdÊÊ�, w,í eth0 æµ©QÛU6¸£� Client «Ú7©

Q, $Aøæ��Web Server †¸ÊÊ�í eth1d©Q, $AÇø_æ��

øÇá, BbløÊÊ�ãqs«æµ¦WF�¥¨, ÉÇó IP for-

ward íŠ?:

# echo 1 > /proc/sys/net/IPv4/IP_forward

¤v¥_ÊÊ�à°��í router øO, ³�LS¬˙íŠ?� Bbbõ

õÊ³ÇóÊÊ�Š?5‡, Web Server?w§Ö×ÛU,U)£�í Client
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Ì¶©p�QOBblUÛU6J©” 1_ SYN¥¨ê#Web Server,Ê

£�í Client «JæÜZ½Âþt©p Web Server, !‹´?£�©(�

yUÛU6J©” 20 _ SYN ¥¨ê# Web Server, ©(^0šÏ, O´

?©(� yUÛU6J©” 50 _ SYN ¥¨ê# Web Server, !‹óçØ

J©,, É�X�ªJ� ¥[ýÊ©” 50 _ SYN ¥¨J,˛ªJ®i£

�©(íñí7�

ÛÊBbó�ÊÊ�:

# insmod IP_tables

# insmod IPtable_filter

# insmod IP_queue

# IPtables -F

# IPtables -X

# IPtables -Z

1q0Ç 3.3íd†,Bbzp¬˙¥¨íd†:Bb˛‡HÊÊ�bYÕ

VA Web Server í SYN+ACK ¥¨, ´�ö£b�@# Web Server íV

A Client í ACK ¥¨�FJBbíÊÊ�Ê‡Hí FORWARD chain 2

ÉUVAæµ eth1 í TCP ¥¨, wVÄê| IP Ñ Web Server IP, VÄ

ê| portÑ 80,î™u SYN¸ ACK°vÑ 1,J,‘K¯¯ÿ£p‡H

í IP queue 2� 1/ÊÊ�Ê‡Hí FORWARD chain 2ÉUVAæµ

eth0í TCP¥¨,wñ™bYí IPÑ Web Server IP,ñ™ portÑ 80,î

™u ACK Ñ 1, J,‘K¯¯ÿ£p‡Hí IP queue 2�

q0ßÊÊ�Õ, 1�–BbJ libIPq 1�W,ù�FHíTÜ¼˙,

±Ñ mewIPq í˙�, w2˙�qì©ú”ÀÎF�˛æí Client ’m�

ÄÑÊ„�ÊÊ�v, ©” 50 _ SYN ¥¨˛—J®i£�©(, FJB

bíÛU6J©” 50 _ SYN ¥¨ê�ÛU� 7BbÊ Web Server 2J

¤NI:

$ netstat -a

êÛ�'Ö©(ªV˛u ESTABLISHED íÕG, ÖÏW�Ÿ, êÛ ES-

TABLISHED í¾�v}Áý� õVBbAŠËøcí©(b°¨A ES-

24

TCP syn flood的防禦

逢甲大學 e-Paper (92學年度)



TABLISHED íÕG, 1/ÊÊ�vÈ2iøƒbÀÎv�£| RST ¥

¨� Q-VttæÜZ½Âþt©p Web Server, !‹´?©p, ÖÍ}

�ø<v`,Ou.}�ØJ©pí8$�J©” 100_ SYN¥¨áíÛ

U,øÇá8$à°©” 50_íÛU,Ou'0ËWeb Server«6|Û'

Ö SYN RECV íÕG, [ýÊÊ�V.£ê£ ACK ¥¨# Web Server�

.¬øïÛUT¢, Web Server ¬ø}o?D'0�ƒ³\ÛUÕG�
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� 4 ı

!�

â,ÞíõT!‹, Bb?ÊŒí SYN flood íÛU¾1Ý'×, OÊŒ

´u�^‹, ¥6„õ¤¶uªWí�

BbFUàíÊŒj¶1ÝuBbT|í,Bb|3bí¡5’eÑ[1],

1/s�àÊÊ�VÊŒíj¶6·�¼“ß¹, Éu´.Ö7˛� Bb

|3bíA‹Êk‚à GNU/Linux kernel³íÊÊ�œ„,y¼‹,ø<

Š?,Uw?ÊŒ SYN flood� OÌ¶®A¸Uà°šÊŒj¶í¼“ß¹

øšíß, ¥ª?ÄÑ§ÌkBbTÜ SYN+ACK §�V.£F_�
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