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Abstract

A new technique for data hiding in emails via
Outlook Express and IE is proposed. Secret data are
encoded by special ASCII control codes and embed-
ded into cover emails by inserting the data into email
text line ends. These special codes were found out by
a systematic test of all the ASCII codes on various
email server software systems and standards. They
are invisible to the user when displayed, achieving
the effect of steganography. The proposed data en-
coding technique is a combination of five coding
rules found in this study. The inserted codes will not
change the meanings of the sentences in the cover
email, neither causing any noticeable difference to
the reader. Furthermore, hidden data can be extracted
from a stego-email completely to recover the original
email text content. Also described are two applica-
tions of the proposed data hiding technique, namely,
covert communication via emails and authentication
of emails. In the former application, security is en-
hanced by the use of a secret key, and in the latter, an
authentication signal is generated from the cover
email for email fidelity checking. Good experimental
results show the feasibility of the proposed method.
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1. Introduction

With the advance of the network technol-
ogy, a great deal of information is transmitted
conveniently on the Internet. But some users
might use the Internet to collect, copy, or in-
tercept other people’s data illegally. Cryptog-
raphy is generally adopted to protect important
data from being tampered with. Another solu-
tion to this problem is to use the data hiding
technique, which embeds crucial data into
given carriers, making the embedded informa-
tion imperceptible to viewers. The given car-
rier may be various kinds of multimedia like
image, text, video, audio, and image [1-3]. In
the sequel, we call the carrier into which in-
formation is to be embedded a cover carrier,
and the result of embedding a stego-carrier. In
this study, we deal with emails, so a stego-



email is the result of information embedding in
a cover email.

In contrast with other multimedia, digital
texts contain less redundant information for
embedding data. Most data hiding methods for
digital text documents try to encode informa-
tion directly into the text itself or into the text
format. One way of into-text hiding is to ex-
ploit the natural redundancy of languages, and
one way of into-format hiding is to adjust in-
ter-word or inter-line space [3]. On the other
hand, from the steganographic point of view,
digital text documents can be classified into
two types: hard-copy and soft-copy [2]. A
hard-copy text may be treated as a binary im-
age resulting from scanning a text document,
while a soft-copy text may be regarded as an
American Standard Code for Information In-
terchange (ASCII) text that can be edited by a
text editing software like Notepad.

For a hard-copy text, which is interpreted
as a highly-structured image, information can
be embedded into the layout or format of the
image. Maxemchuk et al. [4-5] presented text-
based steganographic methods which use the
distances between consecutive lines of texts or
between consecutive words to hide informa-
tion. If the space between two lines is smaller
than a threshold, a “0” is represented; other-
wise, a “1.”

In contrast with hard-copy texts and other
digital media, soft-copy texts are more difficult
to hide data due to the lack of redundant in-
formation. Even a slight modification, like re-
writing a letter, may be noticed by a reader.
However, huge amounts of text documents that
people deal with daily on the Internet are es-
sentially soft-copy texts in nature. Thus, the
protection of digital rights of this type of text
document becomes more and more important.

Bender et al. [2] proposed the use of infre-
quent additional spaces to form secret data and
transmit them in soft-copy texts, including in-
ter-sentence spacing, end-of-line spacing, and
inter-word spacing in texts. For example, one
space between words is taken to represent a
“0” and two spaces a “1.” Wayner [6] pro-
posed a method to use the context-free gram-
mar to create secret text messages in cover

files for covert communication; the secret mes-
sage is not embedded in the cover file directly.
And a receiver extracts the hidden message by
parsing. A constraint is that the cover text
should be a meaningful message; otherwise, a
reader will doubt it.

Cantrell and Dampier [7] proposed to em-
bed data into unused spaces in file headers.
These spaces are invisible to usual users be-
cause they are disregarded when the files are
opened. The spaces can be seen when exam-
ined at the byte level, but few users would do
so. Johnson et al. [8] proposed another way to
embed information in unused spaces that are
imperceptible to an observer, which is based
on the fact that usually operating systems allo-
cate more space than the need of a file and the
result leaves some unused space to hide infor-
mation. A third method is to create a hidden
partition in a file system to embed information.
The partition is not viewed normally. This
concept has been expanded in a steg-
anographic file system [9]. If a user knows the
file name and the password, access to the file
will be granted; otherwise, no evidence of the
file will be revealed in the system of the hid-
den files.

Characteristics inherent in network proto-
cols may also be taken advantage of to hide
information [10]. For example, TCP/IP packets
can be used to transmit secret messages across
the Internet by embedding unused spaces in
the packet header. Finally, Chang and Tsai [11]
proposed a special space encoding to embed
copyright information into the HTML text con-
tent. The bit “1” is encoded by inserting a so-
called pseudo-space string “&nbsp;” before a
real space, while the bit “0” is represented by a
normal space between two words or sentences.

It is impossible for a single administrator
to check all data on networks daily because of
the huge amount of data. For this reason, email,
a kind of digital text document, is very suitable
for use as a cover carrier to hide secret infor-
mation. Nowadays, most users transmit and
receive emails either by Outlook Express of
Microsoft or by a browser like the Internet Ex-
plorer (IE). The type of email handled by the
latter way is called web mail.



In this paper, we propose a new technique
for data hiding in emails via Outlook Express
and IE under the operating system of the tradi-
tional Chinese version of Microsoft Windows
XP, service pack 2, 2002. The idea is based on
the use of unused ASCII codes. Secret data are
encoded by special ASCII control codes and
embedded into cover emails by inserting the
data into the text line ends in the body of a
given email. These ASCII control codes, when
displayed both by Outlook Express and IE, are
invisible to the user, achieving the effect of
steganography. Such invisible ASCII control
codes were found out in this study by a sys-
tematic test of all the ASCII codes on various
email server software systems and standards.
The proposed data encoding technique is a
combination of five coding rules found in this
study, which insert special ASCII control
codes into different places in email texts. The
inserted codes will not change the meanings of
the sentences in the cover email, neither caus-
ing any noticeable difference to the reader.
Furthermore, hidden data can be extracted
from a stego-email completely to recover the
original email text content. Also described in
this paper are two applications of the proposed
data hiding technique, namely, covert commu-
nication via emails and authentication of
emails. In the former application, security is
enhanced by the use of a secret key, and in the
latter, an authentication signal is generated
from the cover email for email fidelity check-
ing.

In the remainder of this paper, some prop-
erties of ASCII control codes and some email
systems useful for this study are described in
Sections 2 and 3, respectively. The techniques
we propose for encoding secret data by ASCII
control codes and embedding them into emails
are described in Section 4. In Section 5, we
describe an algorithm which implements the
proposed data hiding method for covert com-
munication. In Section 6, we describe the pro-
posed data recovery technique and a corre-
sponding algorithm. In Section 7, we describe
an algorithm for the application of email au-
thentication. Some experimental results are

given in Section 8, followed by conclusions
and discussions in Section 9.

2. Properties of ASCII Control
Codes

ASCII codes, usually expressed as hexa-
decimal numbers, are used very commonly to
represent text for information interchange on
computers. Parts of the ASCII codes, namely,
from 00 through 1F, are used as control codes
which are listed in Table 1. They were origi-
nally designed to control computer peripheral
devices like printers, tape drivers, teletypes,
etc. But now they are rarely used for their
original purpose because of the rapid devel-
opment of new peripheral hardware technolo-
gies, except those codes for text display con-
trol, such as OA with the meaning of line feed
and 08 with the meaning of backspace. Be-
sides, some of the control codes, when dis-
played by a text editing program or a browser
on monitors, are invisible; and some others are
shown as spaces under certain software envi-
ronments, just like the function of the original
ASCII space code 20. These two types of
ASCII codes may be utilized to increase secret
data encoding variability in the data hiding
process. For convenience of reference, we say
that the former type displays a null space, in
contrast with the white space displayed by the
latter type.

On the other hand, as computer technology
spreads throughout the world, many coding
standards have been developed to facilitate the
expression of non-English alphabets. But these
alphabet coding standards, such as the Unicode
and the Big 5, all include the ASCII codes as
the kernel set. For example, the popular Uni-
code standard, UTF-8, equates exactly to the
ASCIl codes for code values below 128.
Therefore, the good property of the ASCII
control codes for embedding secret data in text
documents is still preserved in various coding
standards.

In this study, it is desired to use the white-
space and null-space codes to embed data in
text documents of the Unicode UTF-8 format
without causing noticeable artifacts under the
popular software environments of Outlook Ex-



press, IE and the operating system of the tradi-
tional Chinese version of Microsoft Windows
XP, service pack 2, 2002.

Table 1. ASCII control codes and description

Dec | Hex Char Description
0 0 NUL null character
1 1 SOH start of header
2 2 STX start of text
3 3 ETX end of text
4 4 EOT end of transmission
5 5 ENQ enquiry
6 6 ACK acknowledge
7 7 BEL bell (ring)

8 8 BS backspace

9 9 HT horizontal tab
10 A LF line feed
11 B VT vertical tab
12 C FF form feed
13 D CR carriage return
14 E SO shift out

15 F SI shift in

16 10 DLE data link escape

17 11 DC1 device control 1

18 12 DC2 device control 2

19 13 DC3 device control 3

20 14 DC4 device control 4

21 15 NAK negative acknowledge

22 16 SYN synchronize

23 17 ETB end transmission block

24 18 CAN cancel

25 19 EM end of medium
26 1A SUB substitute

27 1B ESC escape

28 1C FS file separator
29 1D GS group separator
30 1E RS record separator
31 1F us unit separator

3. Properties of Email Systems

In this study, it is assume that all emails
are transmitted through the popular Simple
Mail Transfer Protocol (SMTP) [12-14] and
that users retrieve their emails from remote
server systems of the Post Office Protocol ver-
sion 3 (POP3) standard [15]. In addition, most
emails nowadays are of the Multipurpose
Internet Mail Extensions (MIME) format [16-
18] which is compatible with the SMTP stan-
dard.

However, some mail server systems do not
follow the SMTP standard precisely [18].
Therefore, before we make use of an email

document for data embedding, we must find
out servers which do not change the content of
an email body, or must set up a new SMTP
server. Otherwise, data embedded in the email
might be destroyed before being read and re-
trieved on the server of the receiver end.

According to the SMTP standard [14], the
body of an email consists simply of text lines
of ASCII codes. The codes 0D for carriage re-
turn (CR) and OA for line feed (LF) must ap-
pear together as ODOA (denoted as CRLF in
the sequel) for use at the end of each line. A
text line, if folded, should be limited to be 78
characters in length, excluding CRLF. Here,
by folding we mean to split a long text line
into multiple shorter ones. A folding will occur
when a CRLF is inserted in a line to replace a
space, separating the line into two parts.

Outlook Express, after being opened, often
has a smaller window for viewing the mail
content. The window width is about 70 charac-
ters. In this study, we propose to hide secret
data in an email by adding ASCII control
codes at the end of each text line with the re-
sulting line being of this width, such that when
the resulting stego-email is opened by Outlook
Express, the mail body can fit the window
width, thus increasing the steganographic ef-
fect. For this aim, we fold the original email
lines into shorter ones, each being 65 charac-
ters in length, leaving 5 characters at each line
end as a data embedding slot.

Another popular protocol by which emails
are accessed on a server is the Internet Mes-
sage Access Protocol version 4 (IMAP4) [19].
The IMAP4 supports single web-mail servers
and permits manipulations of mailboxes as re-
mote message folders in a way that is func-
tionally equivalent to local folders. Web mails
enjoy its popularity because people can use the
same client software to both surf the Internet
and transmit/receive emails. And IE is proba-
bly the most popular browser for manipulating
web mails. In this study, we assume that Out-
look Express 6.0 and IE 6.0 are used as the cli-
ent software to manipulate emails.



4. Embedding ASCII Control Codes
into Emails

In this study, we identify five possible
ways for secret data embedding in emails by
use of ASCII control codes. They are listed as
follows.

(1) White-space coding --- As mentioned pre-
viously, there are many different white-
space codes, each of which, when dis-
played, appears to be a white space, yield-
ing the same effect as the original ASCII
space code 20. For example, under the en-
vironment of the Big 5 standard using Out-
look Express, each of the three ASCII
codes, 07, 09, and OC, will be displayed as
a white space, as found in this study.
Therefore, we can use each of them to re-
place a white space in an email text in a
data hiding process, with the resulting
stego-email bringing no reader’s notice.

(2) Inserting multiple white-space codes at text
line ends --- We may place multiple white-
space codes before the CRLF at the end of
a text line. Since no character but back-
ground white spaces are shown after the
CRLF, these additionally inserted white-
space codes, though displayed as visible
white spaces, will be connected to the
background white spaces and thus bring no
noticeable effect to the reader.

(3) Null-space coding --- As mentioned previ-
ously, there are many null-space codes,
which are displayed as nothing. We can
thus insert them at any position in a line
for any repetitions in a data hiding process
without causing the reader’s notice. For
example, under the environment of the
UTF-8 standard using IE, the four null-
space codes 1C, 1D, 1E, and 1F, as found
in this study, are invisible.

(4) Inserting multiple null-space codes at text
line ends --- We may place null-space
codes repetitively at the end of a text line
without causing noticeable effect because
they are invisible when displayed, as in the
case of (2) above.

(5) Combining techniques of the above --- We
may combine the above techniques in arbi-

trary ways if both white-space and null-
space coding are applicable in the envi-
ronment.

In the above discussions, we see that the
ASCII control codes usable for embedding se-
cret data are variant for different kinds of
servers, browsers, and character sets. In order
to have a systematic investigation in this as-
pect, in this study we created an email file
which includes all ASCII control codes shown
in Table 1 to find out SMTP server software
suitable for data embedding, as well as the cor-
responding appearances of the ASCII control
codes after they are processed and displayed in
the environment of such server software. The
investigation results are described as follows.

First, we have found four SMTP email
servers which do not change the text contents
of emails, and so can be used as standard
SMTP servers for the purpose of data embed-
ding in this study. Their uniform resource lo-
cators (URLs) are http://cis.nctu.edu.tw,
http://mis.tsint.edu.tw, http://tw.yahoo.com
and http://www.hotmail.com. The first is lo-
cated in the Department of Computer Science
at National Chiao Tung University in Taiwan,
with an SMTP software of Twig 2.7.7. The
department has additionally another SMTP
server system, Horde, for web mails. The sec-
ond server is located at the Department of
Management Information at Technology and
Science Institute of Northern Taiwan. The
SMTP software is SendMail 8.12. The third
server is located in Taiwan and deals with web
mails with the name Yahoo! Mail. The last
server is Hotmail, a web mail server of Micro-
soft Corporation. After registering at any of
these four servers, a user may read, transmit,
or receive emails by Outlook Express or IE.

In this study, the email format we use is
MIME 1.0, the content-type is text/plain, and
the character set is UTF-8. These formats are
very commonly used and so are adopted in this
study for data hiding applications.

After a systematic test of the ASCII char-
acter set on the above-mentioned four servers,
we found that the hexadecimal ASCII control
codes appropriate for data embedding under



http://mis.tsint.edu.tw/

both the Outlook Express and the IE environ-
ments are 1C, 1D, 1E, and 1F. These four
codes all appear to be invisible on the IE
browser, and all are shown as white spaces in
the Outlook Express window. They can so be
used for data embedding respectively accord-
ing to the techniques of (2) and (4) mentioned
above. However, our goal is to take into ac-
count simultaneously, instead of respectively,
the techniques of (2) and (4), resulting in a
method of repeatedly placing these four ASCII
control codes at the ends of email text lines.
The displayed result of the stego-email will be
of no difference from the appearance of the
original cover email, thus achieving the steg-
anographic effect.

More specifically, we use the following
encoding rules to embed secret data into the
text line ends of a cover email.

1. Encode 2-bit binary secret data “00,” “01,”
“10,” and “11” with the four ASCII codes
1C, 1D, 1E, and 1F, respectively.

2. Put the unique combined ASCII codes 201E
in front of a sequence of secret data as its
start signal, and append another copy of it at
the sequence tail as the end signal.

3. Use the unique combined ASCII codes
201C to encode the 1-bit data ‘0,” and the
combined codes 201D to encode ‘1.

4. Use the unique combined ASCII codes 201F
as a separator to stop the underline display
that starts from a special lexical token of the
network protocol, like http, ftp, email, ...,
etc.

Rule 4 above is necessary because other-
wise the extra white-space codes we insert at
the end of a text line, when happening to be
connected to the end of a network protocol text
line, will appear to be underlined white spaces,
like in

http://cis.nctu.edu.tw ,

which obviously are against the purpose of
steganography.

Based on the above rules, we describe the
proposed data hiding algorithm for the purpose
of covert communication and authentication in
the next section.

5.  Proposed Data Hiding Method
for Emails

We first describe the technique we propose
to embed secret data into an email as Algo-
rithm 1 below, and then describe how to
transmit the stego-email by Outlook Express or
IE. In the following, when we refer to an email,
we mean its text body, excluding the header.

Algorithm 1. Data embedding in an email.
Input: a secret data file S and a cover email E
long enough to hide S.
Output: a stego-email E'.
Steps:
1. Set the format of the cover email E to
MIME 1.0, the content-type to text/plain,
and the character set to UTF-8.
2. Fold sequentially each long text line in E
with over 65 characters into a 65-character
line by inserting a CRLF to replace the
first space code 20 found backward from
the 65th character breakpoint in the line.
3. Check every line in the resulting E to see if
there exists in it any special lexical token
of the network protocol right before the
CRLF; if so, insert a separator code 201F
before the CRLF so that we can insert se-
cret data in between the separator code and
the CRLF, as described next.
4. Get a text line from E, starting from the
first, and perform the following operations.
4.1 Insert the start signal 201E before the
CRLF which appears at the line end.

4.2 Compute the embedding capacity EC be-
tween the start signal and the CRLF in
the following way:

EC =70 — position of CRLF in text line,

which means the number of secret data
bits we can insert before the CRLF until
the line becomes 70 characters long and
should not be made longer, as discussed
previously.
4.3 Perform one of the following three cases
(assuming that |S| means the length of S):
(1) if EC # 0 and |S| > 1, then get a pair of
bits from the prefix of S, encode it with
the corresponding code (one of 1C, 1D,
1E, 1F), insert the result before the



CRLF, decrement EC by 1, decrement
|S| by 2, and perform Step 4.3 again;

(2) if EC = 0 and |S| > 1, then get the next
text line in E and perform Step 4.2;

(3) if |S| < 1, then continue.

5. Check S to see if there still remains a sin-
gle bit B in S. If so, then:

(1) if EC = 0, insert the code 201C before
the CRLF if B is 0’ or the code 201D
ifBis‘1’;

(2) if EC =0, then get a text line in E with
nonzero embedding capacity EC and
conduct the insertion as in Step 5(1)
above.

6. Append the end signal 201E at the end of
all the codes inserted in the previous steps.
7. Output the result as the desired stego-email

E"

After a stego-mail E' is obtained, we want
to send it to the receiver site through Outlook
Express or IE as a traditional email or a web
mail, respectively. For the former way using
Outlook Express, we open a new email, de-
noted as En, set the character set of En to
UTF-8, expand the window size of En to the
maximum, copy the text body of E' into En,
and finally send the result to the receiver with-
out encrypting it. For the latter way using IE,
we use IE to log in the selected web mail
server, and do all the same to complete the
mail transmission.

6. Proposed Data Recovery Process
for Emails

At the receiver end, after a stego-mail is
received by the use of Outlook Express or IE,
its content of ASCII codes is checked for se-
cret data extraction. The algorithm for this
purpose is described as follows.

Algorithm 2. Data recovery from a stego-
email text body.
Input: a stego-email text E', presumably in-
cluding a secret data file S.

Output: the file S.

Steps:

1. Scan separator signals 201F in E' and re-

move all of them, if there exists any.

2. Scan the resulting E' to find the start signal

201E in E' and remove it

3. Perform the following steps.

3.1 Get a pair of ASCII codes in order

from E.

3.2 If the code pair P is the end signal of
201E, then perform Step 4; otherwise:

(1) if P is either 201C or 201D, then
decode P to be the bit 0 or 1, re-
spectively;

(2) if P is neither 201C nor 201D,
then check each code Q in P and
if Q is one of 1C, 1D, 1E, and 1F,
then decode Q to get the corre-
sponding secret bit pair (one of
00, 01, 10, and 11) and remove Q.

3.3 Goto Step 3.1.

4. Remove the end signal.

5. Concatenate all the decoded secret data
bits extracted in the previous steps into a
sequence as the desired secret data file S
and exit.

7. Proposed Authentication Process
for Email Documents

The data embedding and extraction tech-
niques proposed previously, in addition to be-
ing useful for the purpose of covert communi-
cation, may be used for the purpose of email
authentication. More specifically, by embed-
ding appropriately-designed codes as an au-
thentication signal, the signal, when extracted,
can be used to check the fidelity of a received
email, proving that it was transmitted by a
specified server and not tampered with before
received. In this study, we achieve this goal by
embedding an authentication signal into an
email by Algorithm 1 to generate an authen-
ticable stego-email. The signal is generated by
the use of the content of an email by a division
operation. The fidelity verification work is ac-
complished by matching the authentication
signal extracted from a given authenticable
stego-email with that computed directly from
the original text content of the email. The de-
tails are described as two algorithms below.

Algorithm 3. Generation of an authenticable
email.
Input: a cover email E and a secret key K.



Output: an authenticable email E'.

Steps:

1. Fold each long text line in E with over 65
characters into a 65-character line by in-
serting a CRLF code to replace the first
space code found backward from the 65th
character breakpoint.

2. Compute a value M by summing up all the
ASCII code values in the resulting E after
excluding all the special codes of 1C, 1D,
1E, 1F, 201C, 201D, 201E, and 201F.

3. Compute an authentication signal A as the
remainder of dividing M by the secret key
K.

4. Use Algorithm 1 to embed A into E to ob-
tain an authenticable email as the desired
output E".

In Step 2 above, the reason of excluding
the special codes is that these codes are to be
used for embedding the authentication signal A
in Step 4.

Algorithm 4. Authentication of an email.

Input: a stego-email E', presumably including
an authentication signal; and a secret
key K.

Output: an authentication message about the
fidelity of the displayed text of E'.

Steps:

1. Compute a value M by summing up all the
ASCII code values in E' after excluding all
the special codes of 1C, 1D, 1E, 1F, 201C,
201D, 201E, and 201F.

2. Compute an authentication signal A as the
remainder of dividing M by the secret key
K.

3. Extract the hidden authentication signal A’
from E' by Algorithm 2.

4. Compare A' with A, and if they are identi-
cal, then output the authentication message
“pass,” meaning the displayed text content
of E' is genuine; else, the message “fail,”
meaning the reverse.

8. Experimental Results

Figures 1 through 4 illustrate some ex-
perimental results of applying Algorithms 1
and 2 for covert communication using Outlook
Express. Figure 1 shows part of the content of

a 9.3KB cover email. Figure 2 shows part of
the content of the stego-email (12.7KB) ob-
tained by applying Algorithm 1 with the cover
email as the input. This content was displayed
with Outlook Express by a receiver with email
address tmpl68@mis.tsint.edu.tw, to whom
the stego-email was sent. From Figure 2, we
see that no difference can be seen in the stego-
email, when it is compared with the cover
email. Figure 3 shows the content of the
1.07KB secret data file embedded in the stego-
email. And Figure 4 shows the content of the
1.07KB secret data file extracted from the
stego-email shown in Figure 2 by applying Al-
gorithm 2. The two file contents can be seen to
be the same. These results show that the pro-
posed method of data hiding and recovery is
feasible.

Figures 5 through 9 illustrate some addi-
tional experimental results of applying the
proposed algorithms using IE. All password
portions in the emails in these figures were
blackened for protecting the privacy of the
mail owners. Figure 5 shows the content of a
2.42KB cover email. Figure 6 shows the con-
tent of the corresponding stego-email (2.54KB)
generated by Algorithm 1. Figure 7 shows part
of the content of the stego-email seen as a web
mail in IE at a receiver site with address
gis87809@cis.nctu.edu.tw. Figure 8 shows the
content of the original secret data file with 27
bytes. Figure 9 shows the content of the secret
data file that was extracted from the stego-
email shown in Figure 7. Again, the original
and the extracted secret data are seen identical.

The experiments presented above were
conducted under the condition that the trans-
mitter’s and the receiver’s operations were per-
formed on the same server. Actually, we also
conducted experiments in which the transmit-
ter’s and receiver’s operations were performed
on difference servers. For example, one server
we used was the mail server at Yahoo! in Tai-
wan, and the other a mail server in the De-
partment of Computer Science at National
Chiao Tung University in Taiwan. The results
remained unchanged.
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----- Original Message -———- ~
From: Shiuhpyng Shieh

To: facult\gcs nctu. edu. tw

Cc: hkchen ; Chris Tseng ; sherry_wang@ITRI. ORG. TW :

margaret@ITRI. ORG. T

Sent: Wednesday, September 21, 2005 10:26 AM

Subject: ACM Symposium on Informition, Computer and

Communications Security

(final call-for-papers)

Dear colleagues,

You are cordially invited to submit yvour papers to the ACM
Symposium on Inform{t1on. Computer and Commun;catlons
Security, /Www

This conference is considered as one of the three best
security conferences sponsored by ACM SIGSAC.

Since the ACM ASIACCS conference submission deadline Oct. 1 is
approaching, we are sending vou the final CFP. Please help us
distribute the attached final CFP (in three formats, pure
text, PDF and Word) as much as possible. In the meantime,
please also SBTiDuSl} con51der submlttlng your papers to th1s

AeeFavoanes Vesie annteiboatisan ie svant e aneesns adad —

Figure 1. Part content of a cover email.

ascii direct - Unicode (UTF-8)

CERE REE WEY) TAD BEHEM RBEH I3
P @ v & X | 60 O w

BN 2. WF  SE B -5 T oF ER%

HFA: User &

Hi: 2007568238 T 03:30
WHFE:  tmp168@mis.tsint.edu.tw

*5: ascii direct

----- Original Message ----- -
From: Shiuhpyng Shieh

To: facultxgcs nctu. edu. tw

Ce: hkchen : Chris Tseng : sherry_wang@ITRI. ORG. TW :
margaret@I[TRI. ORG. T

Sent: Wednesday. September 21, 2005 10:26 AM
Subject: ACM Symposium on InformAtion, Computer and
Communications Security

(final call-for-papers)

Dear colleagues,

You are cordially invited to submit your papers to the ACM
Symposium on InformAtlon Computer and Communlcatlons
Security,
This conference is considered as one of the three best
security conferences sponsored by ACM SIGSAC.

Since the ACM ASIACCS conference submission deadline Oct. 1 is
approaching, we are sending you the final CFP. Please help us
distribute the attached final CFP (in three formats, pure
text, PDF and Word) as much as possible. In the meantime.
please also seriously consider submitting your papers to this
conference. Your contribution is greatly appreciated. The
conference is held in Taiwan in the beautiful spring. Please

|1

Figure 2. Part content of the stego-email generated from Figure 1.



r abstract - FeEEA

The advance of Internet brings convenience to people. Through the ~
Internet people can transmit a message to each other easily. But
illegal users can intercept private data, accounts and passwords,
too. Even e-mails may be embedded viruses or worms in the attached
files or tamper with contents on resulting in misrepresentation of
them. Therefore, effective methods for two applications, including
covert communication, and tamper proofing, on text-type e-mail
documents are proposed in this study. For covert communication,
secret messages are encoded as ASCII control codes and embedded into
a text-type e-mail by data hiding techniques. With imperceptible
modifications of text contents, the hidden secret can be transmitted
securely. For tamper proofing of e-mail content, an authentication
signal generation and embedding method is proposed for verifying
whether or not the content has been tampered with. Furthermore, a
stego-email can be extracted the embedded secret data and made a
comeback to the original cover email. Good experimental results show
the feasibility of the proposed methods.

Figure 3. Content of an embedded secret data file.

P resutl after transmition -

BEXEE R/EO BROQ BRY) FRHEG

The advance of Internet nrings convenience to PEDPIE. Thrnugh the
Internet peuple can transmit a message to each other easily. But
illegal users can intercept private data, accounts and passwords,
too. Even e-mails may be embedded viruses or worms in the attached
files or tamper with contents on resulting in misrepresentation of
them. Therefore, effective methods for two applications, including
covert communication, and tamper proofing, on text-type e-mail
documents are proposed in this study. For covert communication,
secret messages are encoded as ASCII control codes and embedded into
a text-type e-mail by data hiding techniques. With imperceptible
modifications of text contents, the hidden secret can be transmitted
securely. For tamper proofing of e-mail content, an authentication
signal generation and embedding method is proposed for verifying
whether or not the content has been tampered with. Furthermore, a
stegu—email can be extracted the embedded secret data and made a
comeback to the original cover email. Good experinental results show
the feasibility of the proposed methods.

Figure 4. Content of the extracted secret data file.
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@& EES Registration - Unicode (UTF-8)

RO BEeE mﬁm TED HEQ HHEO
8¢ & = X ) (¥ D
EE 2. Hﬁ FIED 5 T{5 | EFE

FFE:  Ppatten Recognition

H#: 20062E9H7H £ 10:58
BfF#E:  gis87809@cis nctu.edu.tw
*5: EES Registration

Dear Mr. I-Shi Lee,

You have received this message because you have registered, or have been registered by an Editor,
for the Elsevier Editorial System - the online submission and peer review tracking system for
Pattern Recognition.

Here is your username and confldentlal passmrd which you will need to access the Elsevier
Editorial System at

Your username is: gis878096cis. nctu. edu. tw
Your password is: [N

Please save this information in a safe place.

Once you login, you may change yvour password and other personal information by selecting the "Change
details" option on the menu bar at the top of the page.

Kind regards,

Elsevier Editorial System
Pattern Recognition

Figure 5. Content of a cover email.

& EES Registration - Unicode (UTF-8)

#RE EEE ®RAEW TAD BHEM BHE L
$ & 2% X O 0|
EE 2. W% JE  §E B T | ERk

FFE:  Pattern Recognition
B 200659878 £ 10:58

Wi gis87809@cis.nctu.edu.tw
*5: EES Registration

Dear Mr. I-Shi Lee,

You have received this message because you have registered, or

have been registered by an Editor, for the Elsevier Editorial
System - the online submission and peer review tracking system
for Pattern Recognition.

Here is vour username and confidential password, which you
will need to access the EIse\ ier Editorial System at

Your username is: gis878096cis. nctu. edu. tw
Your password is:

Please save this information in a safe place.

Once you login, you may change your password and other ]
personal information by selecting the "Change details”™ option
on the menu bar at the top of the page.

Kind regards,

Elsevier Editorial System
Pattern Recognition

Figure 6. Content of the stego-email generated from Figure 5 before being transmitted.
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A TWIG [##4] - Microsoft Internet Explorer
EED REDQ HEY TYREFQ ITED REH
OLH-© HRREG PLEsLvBE @ QS B LJEA

k(D) {'ihnps //mail cis.nctu.edutwhwig/index.php32&twig_session=a%3A8%3A%TBs%3AT%3A%22mailbox %2, ¥ BE g™

Google (G~ v BB B + BiE- BIEME VHFRE - af#:éﬁ' 5 QB E

2= H<whtsai@cis.nctu.edu.tw> w2 &
=5 g_ssB?BOQ@crs nctu.edu.tw

Dear Mr. I-Shi Lee,

You have received this message because you have registered, or
have been registered by an Editor, for the Elsevier Editorial
System - the online submission and peer review tracking system
for Pattern Recognition.

Here is your username and confidential password, which you
will need to access the Elsevier Editorial System at
http://ees.elsevier.com/pr/.

Your username is: gis87809@cis.nctu.edu.tw
Your password is:

Please save this information in a safe place.

mhranas srmine marrmmed and athas

S @ FnEs

£
TRSE 0 P Ulie.. ATW TP oo | €= FEIST

m3W v BhEE. | o Cih.

Figure 7. Part content of the stego-email received and displayed in IE.

P secret file - SEHA
EEEO HEEQ BROQ BRY ZBEH

http://www.nctu.edu.tu/

Figure 8. Content of the original secret file.
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| =P

[ Inttp:/ /v nctu.edu.tw/

| B after extraction secret file - SREFA
#8E B0 BHEW FBHEO

Figure 9. Content of the extracted secret file.

Figures 10 to 13 illustrate some experimen-
tal results of applying the proposed email au-
thentication method. Figure 10 shows the con-
tent of a stego-email which was generated by
Algorithm 3. The password portion in the
stego-email was also blackened for protecting
privacy. The embedded secret data are invisi-
ble to a casual reader. Figure 11 shows part of
the content of the stego-email file after being
received by Outlook Express, and the authenti-
cation result of “pass”. Figure 12 shows part of
the content of the stego-email after being re-
ceived by IE, and the authentication result of
“pass”, too. Figure 13 shows part of the con-
tent of the stego-email file after being received
by IE, and the authentication result of “fail,”
since the content has been tampered with (the
word “Lee” has been changed to “lee”). These
results show that the proposed email authenti-
cation method is effective.

9. Conclusions and Discussions

In this study, we propose a method to em-
bed secret data into emails via the use of the
ASCII codes under the operating system of the
traditional Chinese version of Microsoft Win-
dows XP, service pack 2, 2002. After a sys-
tematic test of all the ASCII codes on various
email server software systems and standards,
four special ASCII control codes 1C, 1D, 1E,
and 1F have been found to be invisible at the

13

line ends of email texts on the SMTP email
server in the environment of Outlook Express
or IE. A technique has been proposed to utilize
these special codes to encode secret data,
which is a combination of five coding rules
found in this study. Each stego-email can be
transmitted to a receiver, and read as a normal
email. Extra long lines of emails are folded to
be of a proper length for normal displays on
email servers to increase steganographic ef-
fects. The experiment results prove the feasi-
bility of the proposed method.

In this study, 2-bit secret data are embed-
ded into a white space of a text email. Compar-
ing to other methods proposed by Bender et al.
[2] and Chang and Tsai [11] in which on aver-
age each secret bit needs 1.5 white spaces to
encode (one white space representing a “0,”
and two white spaces representing a “1,” lead-
ing to the average of 1x0.5+2x0.5 = 1.5 spaces
for a secret bit), the proposed method needs
only 0.5 white space for each secret bit (one
ASCII code representing 2 secret bits), which
is an increase of the embedding capacity for
three times.

The proposed methods may put into prac-
tice in the four servers as listed previously.
However, not all mail servers fully follow the
SMTP standard. Instead, some mail servers
have their own ways of management, like
Gmail and Yahoo! Mail, which delete redun-
dant spaces and undefined characters. So, the



proposed method is inapplicable to these two
servers. Other applicable techniques should
be investigated, and are left for further study.
Another topic worth future investigation is to
apply the proposed data hiding technique to
check the integrity of an email, in addition to
the fidelity check scheme proposed in this
study. Finally, we may extend both the con-
vert communication and authentication works
of this study to dealing with web pages.

@& EES Registration - Unicode (UTF-8)
EEP #HEE HEY ITED FHEFEQD EREH)
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Pattern Recognition.

Editorial System at http:

Your username is: gis87809@cis. nctu. edu. tw
Your password is:

Please save this information in a safe place.

Kind regards,

Elsevier Editorial System
Pattern Recognition

ﬂ"’ ﬂ!‘ “E = x g
EE 2%. @F%F FlE0 MR B
FFE:  Pattern Recognition
HE: 2006E987H E4F 10:58
Wifr: gis87809@cis.nctu.edu.tw
*5: EES Registration
Dear Mr. I-Shi Lee,

You have received this message because you have registered, or have been registered by an Editor.
for the Elsevier Editorial System - the online submission and peer review tracking system for

Here is your username and confidential password, which you will need to access the Elsevier
ees, elsevier. com/pr/.

Once you login, you may change your password and other personal information by selecting the "Change
details” option on the menu bar at the top of the page.

Figure 10. Content of a stego-email for authentication before transmission.
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A

wih ﬁ'patcag'&! elsevier.com®

Received: fiom localhost (localhost [127.00.1]
by vradl. ois.no tuedutur (3.13.608.13.4) wath ESMTE id k8720 ANRSS7
fow <8P80 @ ois notwedw b Thy, 7 Bep 2006 10:59:44 +ROOGCE TY 1434501774 1434501774
(envelope-from patoog @ elsevier com)

Feceived: foom meal.cis.notuedu tw (1270017

o localhest Crradl cis et edw twr [127.0.0017 Gameorisd-newr, poct 100240

with LI TE id 20485006 for <gisATR00@ cis e tuedu turs;

Thu, 7&ep 2006 10:59:44 +R0O(CET)

Feceived: fiom elood=30627 eas elsevier com lelsof=30687 ees eloaviar.com [145.56.215 13590 |
by vl cis et eduw tu (5,15 68,13 40 with ERMTE id K& 72wn WIZE743 -
fow < gisB BI9@ cis notyedw twe; Thy, 7 2ep 2006 10:58:56 +0R00 (22 T)
(envelope-foom pateng @ elsewier.com)

Feceived: fiomn elsoodf=150817 eesprod elsevier.com (unverfied) by elsoaf=S0087 cez alsevier.com

(Zontent Technologies EMTEES 4.3 14) with ESMTE id < T7aS2d6500: 91 244780550

@ alsoaf=S0057 ses alsevier oo for <gisEPR0RE cis notyadu.

Tha, 7 Bep 2006 035852 +0100
Feceived: fiorn ELZOEFR 150817 ([145.36.215 1747 by elsceds1 50817, cespond. elsevier.com with Micosoft
EMTERWC.0.3720.1830);
Tha, 7 Bep 2006 (55232 +0100

Feom: "Pattem Fecogation” <pateog @ elsevier com

To: < gish P09 cis ety edu. b

Subject: FES Registation

Diate: Tha, OF Bep 2006 (055835 +0100

Clontent-Typs: texcfslain; charsst="TITF.4" |

Pass

Figure 11. Authentication result of “pass” after receiving a stego-email by Outlook Express.

Liea B, lsha Lee,

Fon hawve received this message becanse you have wazistered, oo
haoe been wegistered by an Editor, for the Elsevier Editoual 14394501774 1434501774
Earstemn - the anline subrrission and peer rewiew tacking system

fow Pathem Fecognition,

Hee 15 your wsemarme snd confidential passwond, which you
will need o access the Elsaviex Editodal Bystemn at
http:ffees.alseviar comipe.

Vo wsemanme 1= @sB 70092 ciz.netuedu b

Yau.rpasswmdis:- =

Flease save this infoorretion in a safe place.

Chice you login, you ey change yowr pesswoud snd othec |
persomal information by selecting the "Change detadls" option
on the rren b st the top of the pege.

Eind vegzaods,

Elsevier Editomal Systemn
Pattem Fecognition

Figure 12. Authentication result of “pass” after receiving a stego-email by IE.
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r .n

T DARC

TETH
|
|
|
|
|
|

Desx M. [&hi lee,

Fio havre veceived, this essage becauss you heve wegistered, o
have been egistered by an Editoy, for the Elssviar Editonal
Wystern - the online subrrission sod peer review tacking syshem
frx Pattern Flecognition.

Heie iz your usemanme and confidential passwaed, which you
will need o access the Fleevier Editodal Systern at
hittpifee s.elseviar.c omdpe’,

Fion usemarne 15 gist TE09@ ez et edu. by
Four pesswond i=: [

Fleasa sawe this infournetion in 2 safe place.

Cmee yon login, you vregr change your passwood, snd. othex
personal information by selecting the "Change detadls option
o the wrenu bex at the top of the page.

Eind wegawds,

Flsevier Bdibonal System
Pattem Recognition

874570608 1454501774

Verify Result[3

Fail

Figure 13. Authentication result of “fail” after receiving the stego-email by IE. The word “Lee” in
the content has been modified to be “lee”
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