A New Remote User Authentication Scheme based on Bilinear Pairings for

Multi-server Environment
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Abstract

With some properties of bilinear pairings, there
have been active researches in cryptography.
Recently, Das et al. proposed a novel remote user
authentication scheme using bilinear pairings over
elliptic curve. However, it does not agree with
multi-server environment. In this paper, we propose
a password authentication scheme based on bilinear
pairings for multi-serve environment. Not only does
our scheme achieve the efficient computation
requirement for smart cards, but also it can
construct a complete authentication scheme,
including mutual authentication and session key
agreement. Our scheme uses nonce instead of
timestamp to withstand relay attacks. In addition,
the remote server requires nothing about the secret
key of the key distribution center (KDC) to
authenticate the users. Our scheme also analyzes the
security and compares the functionality with other
schemes.

Key words: multi-server, bilinear pairing, elliptic
curve, key distribution center
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—. Introduction

Password authentication is the most acceptable
and widely used mechanism to protect resources of
networks from unauthorized users. Due to the
portability and security of the smart cards, password
authentication wusing the smart card can be
simplified, flexible, and efficient in a single server
environment. In 1981, Lamport first proposed a
remote user authentication schemes using password
table to verify the legitimacy of the login user [1].
Since the scheme accompanies the flaw of
maintaining  the  password  table,  many
password-based authentication schemes without any
verification table have been proposed subsequently
[2-9]. However, with the rapid development of
network technology, the system providing resources
to be accessed over the network often consists of
many different servers around the world. The
multi-server environment makes the user access the
network’s  resources more efficiently and
conveniently. If conventional password
authentication methods are applied to multi-servers
environment, each user does not only need to log
into various remote servers repetitively but also



needs to remember many sets of identities and
passwords. It is infeasible and easily leads to
identities and passwords leaked.

Thus, Lee and Chang (2000) first proposed a
user identification and key distribution scheme that
is based on the difficulty of factorization and
hashing functions [10]. It agreed with the
multi-server environment. Next, Tsaur (2001)
proposed a password Dbased remote user
authentication scheme based on RSA cryptosystem
and Lagrange interpolating polynomial for
multi-server environment [11]. In the same time, Li
et al. proposed a remote password authentication
scheme by using neural networks [12]. However, it
is impractical to spend too much time and cost on
training and maintaining neural networks. Later, Lin
et al. (2003) proposed a new efficient remote user
authentication scheme based on the simple
geometric properties of the Euclidean [17]. Many
schemes pointed out the weakness of the above
schemes and proposed the improvement schemes
intensively [13-15].

Another interactive password authentication
based on hashing functions also has been proposed.
Juang (2004) pointed out that Lin et al.’s scheme is
not enough efficient for the authentication process,
and then proposed an efficient multi-server user
authentication and key agreement based on hashing
function and symmetric cryptosystem [16]. He
introduces the shared key inquire phase to obtain
the shared secret key between the network user and
the service provider, and then mitigate the load of
each registered server for maintaining the encrypted
keys table. However, Juang’s scheme can not update
user’s password without the help of the third trusty
party. Juang’s scheme also lacks for the mechanism
of checking the user’s identity and password in the
login phase. It will easily suffer online guessing
attack after losing the smart card. Besides, if the
secret parameters of the smart card are extracted
with some ways [28], Juang’s scheme cannot
withstand offline dictionary attack. To reduce the
computation cost of the shared key inquire phase,
Chang-Lee (2004) proposed an efficient scheme,
which assume that the secret key of the third trust
party is distributed to each registered server via
secure channel [18]. However, the proposed scheme
can not prevent the secret key from leaking, namely

the insider attack.

Recently, the pairings operations on elliptic
curve have received considerable attentions.
Especially after the work of the first identity-based
encryption scheme used in Boneh and Franklin
(2001) [19], various pairing based cryptosystem
have been proposed, including identity-based
encryption (IBE) and identity-based signature (IBS)
[20]. Later, Das et al. (2005) first proposed a novel
remote user authentication scheme based bilinear
pairings using smart cards [21]. When the user
registers at the system, the system distribute a secret
key associated with his identity and issue a smart
card to him. After the user sends an authentication
message to the system, the system can computer the
bilinear parings associated with user’s identity and
published public key to authenticate the users.
Although the pairing operation takes high
computation in verification phase, it remains the
same secure level as public key cryptosystem but
reduces the computation complexity for smart card.
However, their scheme neither agrees with the
multi-server environment nor withstands forgery
attack. Besides, the password change phase is not
faultless. Thus, many modified scheme had been
addressed intensively [22-25]. At the same time, Wu
et al. proposed ID-based remote authentication
scheme with smart cards using elliptic curve
cryptography [26]. The scheme is flexible in which
any distributed remote hosts can authenticate users
without knowing any secret information from the
key information center. Later, Vo and Kim showed
that Wu et al.’s scheme can not withstand the
impersonation attack which is based on the leaking
some secret information stored by remote servers
[27]. In addition, Both Das et al. and Wu et al.’s
scheme can not apply to business transaction since
it can not provide the mutual authentication and
session key agreement. As such, we will propose a
bilinear pairings based remote user authentication
scheme to improve the weakness aforementioned
while maintaining the merits of bilinear pairings.

Before that, we summarize the following
essential requirements agreed with password based
remote user authentication scheme using smart card
for multi-server environment [16].

(1) The users only register once at the registration
center.



(2) The smart card need efficient computation cost
due to the limited computing power.

(3) It needs no password tables or verification tables
stored in a server.

(4) It allows a legal user to change his password as
favorite strings without the help of third trusty
party.

(5) It allows the user and the remote server to
authenticate each other.

(6) A session key is agreed by the user and the
remote server in every session.

(7) It can resist all kinds of attacks such that it can
be applied in the real world.

In this paper, we propose a new remote user
authentication based on bilinear pairings for
multi-server environment. Our scheme can only
allow both each user and each remote server to
maintain one secret. Besides, our scheme achieves
efficient computation compared to traditional
public-key cryptosystem while marinating the same
security level. The proposed scheme can be fast to
detect a wrong password. That is, if the user inputs a
wrong password, it will be detect by the smart card
instead of the remote server. Moreover, we use
nonce to remedy the weakness of time
synchronization. The remainder of the paper is
organized as follows. In section 2, we show the
preliminaries, including bilinear pairings and
computation problem. In section 3, we describe a
complete scheme of remote user authentication
based on bilinear pairings. After that, we analyze
the security and compare the functionality of our
scheme with the others in section 4 and 5. Finally,
the conclusion is given in section 6.

Preliminaries

(—) Bilinear Pairings

The Bilinear pairings namely the Weil pairings or
Tate pairings may be used in important applications
of cryptography and allow us to construct the
remote user authentication schemes.

Suppose < G,,+>be an additive cyclic group of
prime order g generated by P, wheregis a prime
and < G, X >a multiplicative cyclic group of the
same order as in G, . A bilinear pairing is a
map ¢:G,XG, -G, on the elliptic curve and

satisfies the following three properties:
P1 Bilinear:
For VP,Q,Re G, , eé(P+Q,R)=¢e(P,R)e(Q,R)

and  &(P.O+R)=é(P.0)é(P.R) .  for
all P,QeG, and abez, Moreover, for
any a,be Zq )

é(a*P,b*Q)=2e(a*b*P,Q)=2&(P,a*b*Q)=2&(P,Q)"
P2 Non-degenerate:

VP where P is not a there

exists Q € G,such thate(P,Q) #1.

generator,

P3 Computable:

There is an efficient
computeé(P,Q)for all P,Q e G, .

algorithm  to

(=) Computation problem

C1 Elliptic Curve Discrete Logarithm Problem
(ECDLP): Consider the equation Q=k*P ,
where P, Qe G, . It is relatively ease to calculate
Q given k and P, but it is relatively hard to
determine k given Q and P.

C2 Elliptic Curve Diffie-Hellman Key Exchange
Scheme (ECDHKES): Let P(x,y)e G, and a

key exchange between user A and B can be
accomplished as follows:

® A generates a random number ae Z: ,
calculates D, =a* Pand sends D, to B.
® B generates a random number be Z; ,

calculates D, =b* P to A.
® A can calculate key sk, =a*Dyand B can
calculate key sk, =b*D,
Since, a*D,=a*b*P=b*a*P=b*D,
thus sk, = sk, . To break this scheme, an

attacker would face ECDLP, which is assumed
hard.

=. The proposed scheme

In this section, we propose a bilinear pairings
based remote user authentication scheme for
multi-server environment. After receiving the login
message, the remote server can compute the bilinear



parings associated with wuser’s identity and
published public key to authenticate the users.
Besides, the mutual authentication and session key
agreement are also taken into consideration. There
are three kinds of participants in this scheme,
including the user (U, ), the remote server (S;)and

key distributing center (KDC) .

that KDC is a trusty party responsible for generating
the secret keys among the participants.
Let ID, denotes a unique identification of the

We assume

userU,; and SID ;denotes a unique identification of
the remote server S ;. The proposed scheme consists

of some phases, including setup phase, registration
phase, login phase, mutual verification and session
key agreement phase. Moreover, we provide the
password change phase to change the user’s
password as his favorite strings without the help
of KDC . Different phase works as follows:

(—) Setup Phase
Define h: {0,1}* - Z; , H, :{O,l}* -G,
and H, :{0,]}' XG, - Z; be a cryptographic hash

functions. Suppose KDC is a third trust party
responsible for the secret key management in whole
system. As such, KDC regards Pub,,.=s*P as

public key and distributes the  secret
key P, =s*H(SID;) to each registered service
provider §; . Then, KDC publishes the system
parameters (G,,G,,é,q, P, Pub,,.,h(),H,(.),H,(.)),
where these parameters have been defined above.

(=) Registration phase

If the userU; wants to access the sources of

environment, he
and password PW,

multi-server must  submit
identity D, to KDC

Then, KDC performs the following steps:
1. Compute t,=h(ID, | PW,) ,

Q,=H,(ID;) ) Reng,- =s*Q, )
X,=PW,*Q,®Reg,, andy; =h(Regy )®s,

where Re g, denotes the x coordinate of the

pointRe g, .

2. Issue the smart card with(¢,,X,,y,,h(.),H,(.))to

the user U, over a secure channel.
(=) Login phase

When the userU, want to access the sources of

the remote server S i he insert the smart card and

enters IDi*and PW[*. Then the smart card executes

the following steps:

1. Compute ¢, =h(PW, IIID;) , and then check
whether, is equal tot,stored in the smart card.

If yes, the legality of the user can be assured and
proceed with next step; otherwise, terminated
the login phase.

2. Generate a nonce n,, and compute the login

parameters according to following equations:
Q,=H,(ID))
Reg,, =X, ®PW *Q,
s=y, ®Reg,,
B, =n*P
C,=H,(ID,,B,)*Reg,, +n,*Q,
D, =B,®s*H,(SID,)

Finally, send the login request
<ID,,C;, D, >to the remote server S ;.
(PY) Mutual verification phase
Upon receiving the login request

message <ID,,C,,D,> from the user U, , the
remote server §; verifies the user U; with the
following steps:
3. Compute B; =D, ® P =n*P
4. Check the validity of ID, and whether the
following equation holds or not.
e<C,,P>=
é<H,(ID,),H,(ID,,B;) >*Pub,,. +B;) (1)

If both of them hold, it indicates that the legality of
the user can be verified and the remote server can

obtain B,(=n, *P) Then the  remote
server § ; accepts the login request, otherwise rejects
it.



¢ < C,,P) >can be deduced as follows:

é<C,.,P>=é<HZ(ID,.,Bi)*Reg,Dii +n,*Q,, P>
=é<H,(ID,,B)*s*Q, +n, *Q,, P>
=6<Q.,H,(ID,,B)*s*P+n *P>
=é<H,(ID,),H,(ID,,B;)* Pub,,. + B, >

5. Generate a nonce n, , and
compute E. =n *Pand f, = h(B; | E]), where
B and E denotes the x coordinate of point
B, and E_ . Finally, send (E, f,) back to the

userU., .

After receiving S; acknowledge
message (E, f,), the userU, verifies the service

provider S ; by working as following steps:

6. Computeh(B;" Il F,")and compare it with f . If
they are equivalent, then the userU, successfully
authenticates the remote serverS;; otherwise,

the connection is disconnected.
7. Compute g, =H,(ID,,B;)and respond to the

remote server S ;.

8. Upon receiving g, from the userU,, the remote
server S ;compare g, with H, (ID,, B;) . If it holds,
the mutual verification phase is finished.

(1) Session key agreement phase

After completing the mutual authentication, the
userU, and the remote server§;can negotiate the

session key as follows:
SK =n,*n *P, sk =h(SK") (3)°
, where SK* denotes the x coordinate of point SK .

The security of session key agreement phase is
based on the ECDHKES. In this phase, the common
session key is associated to protect the sensitive
data between the userU,and the remote serversS;.
Thus, the user and the remote server can encrypt
and decrypt the transmitting data within each
session.

(7\) Password change phase

When the user U; wants to update password
without the help of KDC , he inserts his smart card
to card reader and
inputs ID[*and PW[*corresponding to the smart card.

To avoid the cardholder updating password freely
by way of stealing the user’s smart card, the smart
card first works as the stepl of login phase. After
assuring the legality of the cardholder, the smart
card allows the cardholder to resubmit a new

password PW" , and then
computes 1" =h(PW" I ID,) and
X' =X ®PW *Q ®PW *Q,

Finally, (¢/", X ") is replace of (¢, X ,) stored in the

smart card.

Lt =h(ID' | PW)),
¢ =hUD NEW:) @ KDC

compare t; with t,
20,=H/(ID,),B,=n*P,
Regy, =X, ®PW,*Q,

B =n*P,s=y ®h(Regy, ). 3'B:=Di®PSI
C,=H,(ID,,B)*Reg,, 4.check ID, and if é(C,,P)
+1,%Q, (ID,,C,,D,) =é(H1(1Dl.)*,H2(IDl.,B,.*)*
D, =B ®s*H/(SID)) Pubyc +B;)

5E =n*P,

C(E.f) | f=HENBY

6.compre f, with h(B' I E),

s

7.8,=H,(ID,,B,) 8

8.compre g,
with H,(ID,,B;)

SK=n*E  sk=h(SK") |

4

SK =n,*B,, sk = h(SK*)

Figurel. The protocol of mutual authentication and
session key agreement

VY. Security analysis

In this section, we analyze the security of our
scheme. We will show that the proposed scheme can
withstand the various possible attacks.

(—) Withstanding attacks
® Replay attack

The replay attack is replaying the same message of
the receiver or the sender again. If the adversary



replies an old message < ID,,C,,D, > to the
remote server S, , the replay attack must fail.

Without knowing the secret key s of KDC , the
adversary can not obtain B, from D, . Thus, the

adversary cannot respond to a valid g, to the remote
serve S i On the other hand, the adversary sends an
old verification message (E, , f, )to launch replay
attack, The

userU, compares f, withh(B; | E). Tt is obvious

where f is related to n;

that the equality does not hold since nonce is usually
used once.

® Forgery attack

When the adversary wants to masquerade the
legal userU,to pass the verification of the remote
server S i he must construct a valid login
message< ID,,C,,D, >. Without the knowledge of
the secret key s of KDC , the adversary cannot
compute  Reg,, (=s*H,(ID;)) to forge a
C.(=H,(D,,B))*Reg,, +n,*0Q,)
D, (=B, ®s*H (SID,)) . Similarly, the severing

spoofing attack does not succeed because the
adversary cannot compute a
valid B; from D,(= B, ®s*H, (SID;)) unless he

knows the secret key P of the remote server S ;.

valid and

® Stolen verifier attack

Since the scheme has no verification table,
nobody could obtain any verifiable information
from the remote server to threaten the protocol. So
the scheme can prevent stolen-verifier attack.

® Smart card lost attack:

When the smart card is lost or stolen, the
cardholder tries to obtain either the password
corresponding to the smart card or other secret
information. If it works, anyone can impersonate the
legal user’s to login the service provider. The
possible ways are described as follows:

[1] Secret information leaked

According the analysis of forgery attack, the

system can be attacked by way of leaking the secret
key s or secret parameter Reg,, . Although the

adversary can extract X, (= PW, *Q, ®Re g, ) with
some ways, he can not obtained Reg,, without

knowing PW,. Similarly, the secret keyscan not

extracted form y,(= h(Re g,, ) ® )

[2] Offline dictionary attack

The adversary can extractt,, X;and y, stored in
the smart card through some ways [28]. However, it
is feasible to guess PW, and ID, from smart card
parameters since it will face the security of one-way

hashing function and ECDLP. That is, our scheme
can withstand the offline dictionary attack.

[3] Online guessing attack
To pass the examination of the remote server S ;o

the adversary may guess the password
corresponding to the smart card. Before that, our
scheme can check the valid of the password via the
smart card. So, the smart card can restrict the
numbers of input to withstand online guessing
attack.

(=) Session key security
® Known-key security

The known-key security is defined as the
assurance that any future session keys will not
compromised if the current session key will be
known to an attacker. In our scheme, the userU,

and the remote serverS; should generate a unique

session key, which is based on ECDHKES. Thus,
the session key generated in each session is
independent and should not be exposed if other
session keys are compromised.

® Forward secrecy

The forward secrecy is defined as the assurance
that any previous session keys will not
compromised if the secret information is leaked. In
our scheme, any session keys are related to nonces,
which are different in each session. If the secret key
s is compromised between the user U, and the

remote server.S i it is not helpful to deduce the



session keys used in the past. Thus, the session keys
used in the past should not be recovered.

(=) Robust updating password

In the password change phase, the cardholder
can freely change his password as the favorite stings
without the help of KDC . Before that, he must
submit his identity and password corresponding to
the smart card. In other word, anyone even having
the smart card can not update his password without
knowing the original identity and password.

Ff. Performance and functionality
analysis

In this section, we will evaluate the performance
of the proposed scheme and make comparison with
the others. Typically, the efficiency evolution can
be divided into communication cost and
computation cost. Table 1 denotes the notation for
various operations used in all related schemes.
Before that, we use the following facts and
assumptions.  Assume the identity ID,

password PW,, timestamp and nonces are all 128-bit

length; a point on ECC is 320-bit length since
160-bit ECC is equivalent in security to 1024-bit
RSA for practical implementation [29]. Moreover,
we also assume the output sizes of various hashing
functions are 128-bit.

In our scheme, the parameters stored in the smart

card are(¢,, X,,y,;), so memory needed in the smart
card is 576 bits (=128+320+128). The
communication cost of authentication includes the
capacity of transmitting message involved in the
authentication scheme. At the user part, the capacity
of  transmitting  message is 896  bits
(=128+320+320+128), including <ID,,C,,D, >

and g, . As for the service provider part, that is
448(=320+128) bits, including £ and f, . Thus, the

communication cost is 1344bits. The computation
cost of registration is defined as the total time of

various operations executed in the registration phase.

According to the definition, the computation cost of
registration 1S 37, + 2T, Similarly, the
computation cost of the user and the service

provider are focused on the time spent by both the
user and the service provider in the process of

authentication. Therefore, the computation cost of
the user and the remote server

are Ty +Type_spp 6T wc_sn and
4TH + TEC—ADD + 2T'EC—MUL + 2TBP

view of the efficiency computation, the computation
cost at user’s part is a crucial issue due to the
limited resource of smart card. As such, our scheme
only uses efficient elliptic curve operations instead
of costly bilinear pairings at the user’s part. It
implies that our scheme is apply well to smart card
based scheme. The comparison of performance
evaluation with the others is given in Table 2.
Seemingly, our scheme is not more efficient than
Wau et al.’s scheme [26] and Das et al.’s scheme [21]
in all respects, but Wu et al.’s scheme and Das et
al.’s scheme can not apply to business transactions
due to lacking for the mechanism of mutual
authentication and session key agreement. Moreover,
our scheme can withstand various possible attacks
effectively. Although the computation cost of server
side in our scheme mainly involves the pairing
operations, which is complex and costly, the
computation cost is done by the service provider
with large computation power. Therefore, our
scheme is well suited to smart card applications for
multi-server environment. In addition to the
comparison of performance, we also demonstrate
the functionality between our scheme and the others
in Table3. In Wu et al.’s scheme, the server must
store s* P to verify the legality of the user.
Therefore, their scheme cannot resist the
impersonation attack by leaking s * P. Furthermore,
although Das et al.’s scheme provides the password
change phase, the adversary can use the false
password to update the owner’s password freely.
Thus, our scheme can not only satisfy all listed
functions but also enhance security level.

respectively. In

Table 1 Notation of time complexity for various

operations
Notation Definitions
Typ the time for bilinear pairing operation.
Tyyp the time for the modular exponentiation
Tocy the time for the multiplication of a
number and an elliptic curve point
Ty-_,pp the time for the addition of two points in




an elliptic curve
Ty the time for executing the one-way hash
function, including A(.) , H,(.)and H, (.)

Table 2 Efficiency comparison between our scheme
and the others

Ours Wu et al. [26] Das et al.[21]
El 576bits 448bits 448bits
E2 1344bits 896bits 896Dits

E3 3T, + 2T s Tu + 2T sir 2Tu +Tecowun

E4 7TH + TEC—ADD TH +TEC—ADD TH + 2TEC—MUL
+ 6TEC—MUL + 4'TEC—MUL

E5 4'TH + TEC—ADD TH + TEC—ADD TH + TEC—ADD
+ 2TEC—MUL + TEC—MUL + TEXP
+ 2T, + 2T, + 2T,

E1l: Memory needed in the smart card

E2: Communication cost of the authentication
E3: Computation cost of the registration

E4: Computation cost of the user

ES: Computation cost of the service provider

Table3 The functionality comparison between our
scheme and the others

Ours Wu et al. Das et al.
F1 Yes Yes No
F2 Yes No No
F3 Yes No No
F4 Yes No No
F5 Yes Yes No
F6 Yes No No
F7 Yes No No

F1: Multi-server environment

F2: Mutual authentication

F3: Session key agreement

F4: Robust updating password

F5: No time synchronization

F6: Fast detect the wrong password
F7: Withstand impersonation attack

75. Conclusion

In this paper, we propose a secure and efficient
scheme of remote user authentication based on
bilinear pairings for multi-server environment. The
proposed  scheme  achieves a  complete
authentication scheme, including mutual
authentication and session key agreement. The
proposed scheme uses nonce to withstand replay
attack. Moreover, our scheme also provides a robust
mechanism in password change phase without any
help of the third trusty party.
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