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Abstract. This paper proposes an effective technique, which can detect malicious manipulations under video
lossy compressing data (e.g. H.263) and still-image lossy compressing data (e.g. JPEG). A block-
classification strategy is used to divide DCT-blocks into the flat-blocks and the normal-blocks. Simple fea-
tures of the both blocks are embedded invisibly. For later authentication, the watermarked frame is put back
to the compressed bit-streams. The proposed method can detect and locate alterations of the tampered frame
whether it is stored again into original bit-streams or not. This goal is for detecting tamper area and surviving
most video lossy compression. Experimental results show that the proposed technique can detect various
tampered areas and hence provides an effective image authentication for lossy compressed image and video in
DVR (Digital Video Recorder) System.
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1 Introduction

In the past, several techniques and concepts based on data hiding or steganography have been designed as a
means for tamper detection in digital images and for image authentication - fragile watermarks, semi-fragile wa-
termarks, and self-embedding [1]-[13]. One class of authentication watermarks is a form of semi-fragile water-
marks. Such watermarks are marginally robust and are less sensitive to pixel modifications. Thus, it is possible to
use them for quantifying the degree of tamper and distinguish simple LSB shuffling from malicious changes, such
as feature adding and removal.

Lin and Chang [0]-[0] present a relation-based watermarking techniques for image authentication to extract a
digital signature by using the invariant relation existing between any two DCT coefficients which were located at
the same position of two different 8x8 blocks for making the image authentication system to be tolerable to JPEG
compression. They dedicated themselves to exploring the operation in a JPEG-based system. Lu, et al. [0] pro-
pose to use the “structure” of an image as a digital signature. In their proposed scheme, the structure of an im-
age’s content is composed of a number of parent-child pairs located at the multiple scales in the wavelet domain.
It is expected to be robust against content-preserving manipulations and fragile against content-changing manipu-
lations.

More and more applications for tamper detection include authentication of digital data for courtroom evidence
and copyright protection in DVR System. The reason is that the captured frames from DVR System could be
malicious tampered when they spread over internet or database. In this paper, we propose an effective technique,
which can detect malicious manipulations under lossy compressed video data (e.g. H.263) and lossy compressed
still-image data (e.g. JPEG).

2 Proposed Data Embedding Scheme

The proposed watermarking process is based on 8x8-block DCT transform. The watermarking process performs
on the Y component (luminance) of YCbCr color model. The basic process described briefly in the following.

At first, we hide the watermark into the chosen non-zero quantized AC coefficient (we called NOAC), denoted
as NQAC;, by backward zigzag-scan in each block. We set a threshold 7 to divide the input frame into normal-
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blocks and flat-blocks. If the number of NOQAC of the block is more than 7, the block is named a normal-block,

the other one is called a flat-block. The following subsections will illustrate how the watermark embedded into
these two types of block.

2.1 Normal-Block Embedding

In this paper, we also call the normal-blocks embedding as Self-Embedding. To consider about the speed of tam-
per detection, we can embed feature bit “1” into extra space as a key, defined to ¢. We call the feature bit as
block classification bit.

We extract other feature bits, CF,, from quantized DC coefficient to embed into the chosen quantized AC co-
efficients. To emphasize the security of embedded feature bits, a fast one-dimensional pseudorandom number

generating approach is used to shuffle the feature bits to disperse their energy relationship as feature bits f, via

exclusive-or operation, where i denotes authentication strength. A degree of authentication according to authen-
tication strength, but more authentication bits will make more degrade of image quality, vice versa. This is a
trade-off between the quality of video and robustness of tamper detection. We embed the feature bits into LSB of

the chosen nonzero quantized AC coefficients a; by zigzag-scan.

The reason is that when the quantized AC coefficients are chosen to embed data, the artifacts caused by the
replaced LSBs in the quantized coefficients will appear mostly in the sharp features in the image frames, like
edges, lines, noise, etc., and will mostly be imperceptible. The quantized AC coefficients will be altered by data
embedding as follows:

. |sign(a)*a,, if Bit,(|a,|)=f, 1)
“ 7 \sign(a)x AF (), if Bit(la )=/

The bity means the least significant bit of one DCT coefficient, and "+1" or "-1" will be selected according to
the sign of ;. An adjustment function, AF, has two major features. In the first feature, the quantized AC coeffi-
cient “1” will alter to “0” while the embedding feature bit fi is “0”. This will generate a data-extracting fault due
to the absence of quantized coefficients. The second feature is to transform the quantized AC coefficient 2 or -2

into 1 or -1 while the embedding feature bit is “1”. This is an additional adjustment due to the result of the first
feature. Hence, the adjustment function is shown as follow:

Bit(la,)=£,®1 .if |a =1 @
AF(a)=1Bit(a|)=f®1 ,if|al=2 .
Bit/(a,|) =

For example, according to the result of adjustment function, the quantized AC coefficient “1” is “17, “-2” is “-
17, “3” is “3”, “-4” is “-5” while embedding feature bit is “1”. Other quantized AC coefficient “1” is “2”, “-2” is
“-27,437 s 27, “4” is “4” while embedding feature bit is “0”.
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Fig. 1. (a) 8x8 pixel-block, number of non-zero AC coefficients = 5 (by H.263, QP = 7), (b) watermarking to (a), authentica-
tion strength is 5 (worst-case)

2.2 Reduction of Clipping-Errors

The quantized AC coefficient could be corrupted while enforcing normalization in spatial domain. The clipping
error may be occurred due to that all pixels must be normalized to [0,255] in spatial domain. This is a false alarm
for tamper detection. Find out maximum clipping error, and calculate its basis image from the Formula 3. The
basis image with a scaling factor as a weight-mask (see Formula 5). Using the sign of the weight-mask to map the
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chosen quantized AC coefficient. Then, the maximum clipping error would not rise any more. For example, as
the Figure 2 shown, the pixel of coordinates (1,7) is 253 that into the maximum clipping error (269) will occur,
and it will affect the chosen quantized AC coefficient. The basis image B(x,y,u,v) is as

Cx+Durx cos 2y+hvr 3)
2N 2N

B(x,y;u,v) = cos

from IDCT (inverse discrete cosine trans- form):

S(x,y)= i)ﬁoa(u)a(\/)cw,v) cos (2x2+]\17)u71' cos (2)/;];)\/” . 4)

The basis image with a scaling factor a(u)a(v) :

a(u)a(v)B(x, y;u,v) - ®)
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Fig. 2. (a) 8x8 pixel-block, (b) applying H.263 non-linear quantizer on (a)
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Fig. 3. (a) weight-mask for pixel (1,7), (b) the selected embedding position, by setting authentication strength to 5

The Formula 5 is the weight-mask, which can map the 8x8 coefficient from DCT domain to spatial domain. As
the Figure 3 shown, we must alter the sign of the five chosen embedded coefficients by the weight-mask. There-
fore, the pixel (269) will not rise any more. It is useful for revertible capability of the chosen quantized coeffi-
cient.

Consequently, we can preprocess above two steps so that the chosen quantized AC coefficient can map back
for the normal-block embedding.

2.3 Flat-Block Embedding

In order to get a best trade-off between the robust of authentication and the capacity of authentication-key, we
embed only a few authentication-bits into the flat-blocks. The detail algorithm of flat-block embedding is de-
scribed as follows:

Step 0: Get a block classification bit c¢. Set ¢<=0 and embed ¢ into extra space as a key.

Step 1: Obtain the first watermark-bit set, CFy, from bit;, bits, and bit, of quantized DC coefficient. Embed

CFy to extra space. Here, bit; is the most significant bit of quantized DC coefficient.

Step 2: Obtain the second watermark-bit set, CF;, from the previous pseudo-random number.

Step 3: Replace the bity, bit; of quantized DC coefficient by CF).

Step 4: Go to step 0, until each block is handled.

In the proposed flat-block embedding algorithm, we embed one bit as classification key, to extra space and
five watermark bits to authenticate tampering blocks. It’s very useful for decreasing strength of the authentication
key and maintaining quality of the frame.
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Review the proposed embedding algorithm, we classify each 8x8 DCT blocks into normal-block or flat-block,
depend on the number of nonzero quantized AC coefficients of each block. That is, a block whose number of
NQAC is more than 7 is called a normal-block. The threshold 7 is also called the authentication-strength. Thus,
the feature-bits for embedding will always suit with the number of nonzero AC coefficients. Moreover, the classi-
fication key makes a fast authenticating process. This will be efficient to authenticate on video frames.

3 Proposed Tamper Detection Scheme

When we suspect that the protected frame is tampered by other users, we must confirm whether the frame had
been malicious tampered or not. According to the proposed watermark-embedding algorithm, we also classify
each 8x8 DCT blocks into normal-block or flat-block. For these two types of block, using different method to
detect if a block is malicious tampered. The algorithm of proposed tamper detection scheme is shown as Figure 4,

and the detail approach is described as follows:

[Use 8x8 DCT to divide image into
non-overlapping 8x8 blocks

[
¥
The watermarking approach:
IF(NQAC>T)
Get the next block Use the normal-block detection
[ELSE

Use the flat-block detection

Use block-classification
Bit to authenticate if the current block is
tampered?

“ount the Hamming Distance, h;
hetween the chosen bits and watermar
ish>1?

Mark as a tampered block <

Fig. 4. The proposed algorithm of block-based video tamper detection

Step 0: Using block-classification strategy to classify 8x8 DCT blocks into normal-block or flat-block.

Step 1: Get the block classification bit, ¢, from extra space, and compare with the defined type of the current
8x8 DCT block. If the result is not match, then we can call it a tampered block. This step will speed
up authentication process.

Step 2: For a normal-block, extract the feature bits from the quantized DC coefficient as CF), and the bit, and
bit; from the embedded AC coefficients as CF;. For a flat-block, we extract the four kinds of feature-
bits sets. First, extract the feature bits from extra space as CF). Second, extract the bits, bits and bit,
from the quantized DC coefficient as CF,. Thirdly, extract the pseudo-random number from extra
space as CF,. At last, we extract the bit, and bit; from the quantized DCT coefficient as CF3.

Step 3: Compare the CF, with CF, and CF, with CF; by counting the Hamming-Distance, 7.

Step 4: If 7>0, then we call the current block is a malicious tampered one.

Step 5: Go to step 1 until each block has been confirmed.

4 Experimental Results

The results are experiment by an IBM- compatible PC with Pentium IV 2.4 GHz CPU, 256 MB RAM, and the
platform Windows XP. The image processing software is Ulead Photolmpact 7.0. The digital video format of
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DVR System is Square pixel SIF (NTSC) (320 * 240). In this paper, the sample frames are shown as Figure 5,
and the PSNR for each test frame is shown as Figure 6.

AR %
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(a)
Fig. 5. The sample frames
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Fig. 6. The PSNR value of each sample frames. The authentication strength is set to 1 to 7, and QP is set to 7

(b)

Fig. 7. (a) Original authentication frame, by H.263, QP=7, bit-streams=12169 Bytes, (b) Watermarked frame, PSNR=42.5db
and bit-streams=12378 Bytes

%

(a) (b)
Fig. 8. (a) [llegal tampered frame, (b) The detected tamper area by the proposed approach

The experimental results are discussed in two aspects. One is the quality of a frame after data embedding and
extra space spending. Another is tamper detection on the authentication frames. First we show the experimental
results of a frame quality after data embedding, PSNR = 42.5 db, and the extra space spending is composed of
the difference of original bit-streams and water- marked bit-streams, and the key. As Figure 8 shown, number of
the normal-blocks is 544, and the extra bit spending of the normal-blocks needs one bit. Number of flat-blocks is
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656, and the extra bit spending of the flat-blocks needs three bits. the extra space spending is ( 12378 — 12169 ) +
(3 * 656 + 544) / 8 = 523 bytes.

The key of extra space spending has two cases: the best-case is that all quantized DCT-blocks of the captured
frame are normal-blocks (320 * 240 / (8 * 8) = 150 bytes), and the worst-case is that all quantized DCT-blocks of
the captured frame are flat-blocks (320 * 240 / (8 * 8) * 3 = 450 bytes). The region of extra space spending is
(diff + 150 bytes) ~ (diff + 450 bytes). The diff denotes the difference between original bit-streams and water-
marked bit-streams.

5 Conclusions

In this paper, we propose an effective technique, which can detect malicious manipulations on lossy compressed
video data (e.g. H.263) and reduce the clipping-error problem. Although the quantized coefficients are more
suitable than original coefficients for data embedding, it is noteworthy that the damaging problem of clipping
errors could be caused by normalization in spatial domain. In this paper, we reduce the problem of clipping er-
rors.

Besides, we cannot embed too much data into the flat (smooth) block due to the value and number of the non-
zero quantized AC coefficient is small and less. So, we use a specific approach to embed the watermark into the
flat-block. Further, we can try to recover the tampered frame according to the few authentication-key.
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