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Abstract. With the progress of the mobile communication technology and the popularity of the handheld de-
vices, mobile commerce is of great importance today. We can use these devices to conduct business, such as
to purchase books, and stocks, and digital goods (videos, audios, codes), and to play games, receive email,
and even access various network resources. When the requested services need to be verified, the authentica-
tion of users and the non-repudiation of transactions become very important. Completing these tasks in wire-
less environments is a challenge for mobile devices that have limited computational capabilities. In this paper,
we propose a server-aided signature scheme based on secret sharing for mobile commerce. Through one-time
password authentication and secret sharing technology, we generate the cooperative signature of the server
and the handheld device to satisfy the issues of security, non-repudiation, simplicity, validity, and mobility.
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1 Introduction

With the progress of mobile communication technology, mobile devices have become one of the most popular
application tools. Due to convenience and ubiquity, mobile devices are becoming more and more useful tools
used to purchase books, stocks, and digital goods (videos, audios, codes), and to play games, receive email, and
even conduct business. Such applications include mobile payment systems, remote walk-through systems, elec-
tronic wallets, e-ticket systems, image authenticating and exchanging etc. [1]. However, there is no denying that
the limited computational capabilities and limited power of mobile devices (almost all of them operate on batter-
ies) make them ill-suited for complex cryptographic computations, such as large number calculations that are
required in virtually all public key constructs [2].

Although digital signatures can provide authentication, data integrity and non-repudiation cryptographic ser-
vices, they are not suitable for mobile devices. There have been many studies [1-4] that have dealt with this prob-
lem. For example, Asokan et al. [3] proposed a Server-Supported Signature scheme for mobile communication.
They used a lightweight computation of the one-way functions and traditional digital signatures. Signature serv-
ers were responsible for generating signature tokens and certification authorities to verify these tokens. Therefore
the complex computation depended on the reliability of those servers.

Based on the work of Asokan et al., Ding et al. [2] presented a modified digital signature scheme, called
Server Aided Signature. In this scheme, users are involved the generation of the signature token. After that, Lei et
al. [1] also proposed a Server Based Signature. In their scheme, the certificate concept is involved in their proto-
col such that Non-Repudiation of Sender (NRS) and Non-Repudiation of Receiver (NRR) can be achieved. In
2005, Bickakei et al. [4] improved the Asokan et al. scheme. All of the above schemes have these common goals:
(1) to achieve the same level of security as the traditional digital signature protocols; (2) to reduce the computa-
tion complexity of the mobile devices; and (3) to reduce the communication cost between signer and verifier.
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Next, we consider another issue— key management. The most common method is to store a secret key in a
portable storage media (disk or smart card), and then hand it to a legal user, or to store the secret key in a user’s
computer. In this case, the artificial carelessness or device factors can lead to the key being lost, damaged, stolen,
deleted, etc. A secret key that is disclosed will cause a large amount of damage and inconvenience to its. There-
fore key management is an important issue. In view of this, Perlman et al. [5] and Sandhu et al. [6] considered
storing the secret key in a key server (or appliance). The key owner can then pre-fetch the secret key via secure
wired or wireless network during each transaction. In this concept, the secret key is not only mobile but cannot be
forged. However, there is a derivative issue: How a user’s identity can be authenticated to allow for the secret key
to be downloaded. From Perlman and Sandhu’s viewpoint, we can use the Encrypted Key Exchange (EKE) [7,8]
or Simple Password Exponential Key Exchange (SPEKE) [9,10] method to solve this problem. On the basis of
Diffie-Hellman’s [11] communication protocol, the common session key of the EKE and SPEKE is constructed
via the other party’s public key and his own secret key. Afterward, the participating parties can use the session
key to encrypt/decrypt sensitive information and communicate securely with each other.

At the moment, the mobile devices are widely used as a tool for making payments. Any concern for non-
repudiation transactions is often requested in terms of a digital signature. With the limited computing power of
the mobile devices, digital signatures must be verified via proxy server. Moreover, there are many challenges for
the mobile commerce [12-17]. Based on the environment of the current mobile commerce, we consider using a
proactive password and lightweight hashing function into the mobile devices to be feasible method for solving
the limited computation resource.

It is worthwhile to mention that some studies [18-20] focus on authenticating identity for wireless networks to
reduce the computational cost of the mobile devices. In order to build a trusting relationship between a mobile
user and server, a secret sharing mechanism is a good idea. A mobile user does not need to give his/her secret key
to a proxy server. A mobile user and proxy server should cooperate to generate a secret shadow to create a com-
mon signature for a verifier to verify. Such a mechanism not only reduces the computational cost of mobile de-
vices but also dispels a user’s doubts. Of course, identity authentication can be verified using a proactive pass-
word and hashing function. We think that this is a good mechanism that can be used to meet the requirements of
the current mobile environment. The detailed scenarios will be described later in Section 3.

The rest of this paper is organized as follows. In Section 2, we describe the related preliminaries and list the
requirements. In Section 3, we explain the notation and propose a server-aided signature scheme based on secret
sharing for mobile commerce. In Section 4, we analyze the requirements of the proposed protocol. The paper
concludes with some final remarks in Section 5.

2 Preliminaries and Security Requirements

We will introduce the related mechanisms and the requirements in this section.

2.1 Preliminaries

The one-way hash function has been used in computer science for a long time. It takes a variable-length input
string (called a pre-image) and converts it to a fixed-length input string (called a hash value). A one-way hash
function works in one direction: It is easy to compute a hash value from pre-image, but it is hard to generate a
pre-image that hashes to a particular value. For example: a function / : X — Y is one way if it is easy to compute
h(x) for every x € X, yet is hard for most y € Y to figure out an x € X such that ~(x) = y. A more formal definition
of one-way functions can be found in [21]. In our scheme, a mobile user must negotiate one set of hashing values
(ay, a;, ay,...,a,) in advance. It can be generated via one way hash function /() and a,, where a, is a random seed
and a,=h(ay), a=h(a,),...,a,=h(a,-;). Thus, a mobile user and proxy server can use them and the password to
generate a proactive password to authenticate each other’s messages. On the basis of the one-way hash function,
we think this mechanism can be used in our scheme to overcome the limited computing power of the mobile
devices.

A secret sharing mechanism was proposed by Shamir [22]. In some cases, it may be necessary for a group of
people to share a certain set of secret data. Shamir proposed the concept of (¢, n) threshold secret sharing to solve
this problem. The scheme is designed to encode a secret data set D into n pieces D, ...,D, and distribute them to »
participants, where any ¢ or more of the pieces makes D easily computable, but where any 7 -1 or fewer D; pieces
leave D completely undetermined. Suppose that we pick a random ¢ -1 degree polynomial f{x)=a,+ ax+, . .., +a,;x"" in
which a,=D. We also pick a prime p which is bigger than both D and n. The coefficients a;, ...,a,; in f{x) are randomly
chosen from a uniform distribution over the integers in [0, p], and the values D, ...,D, are computed modulo p, such

that D, = f(1), . . .D; =f{i) . .. .D, = fin.
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Given any subset of 7 of these D; values (together with their identifying indices), we can find the coefficients of f{x)
by interpolation, and then evaluate D=£{0)). Knowledge of just ¢ - / of these values, on the other hand, does not suffice
in order to calculate D. For example, there is a polynomial function f{x) which is generated for embedding the common
secret key SK , , where f(x) =ax+SK, (mod@(N,)), a<[l,¢(N,)]. From a practical viewpoint, a mobile user

does not need to use his own secret key to make a signature. The proxy server only needs to verify the user’s
identification and use the secret sharing mechanism to generate the common signature (as explained in section 3).
This can solve the problem of the limited computing power of the mobile devices.

2.2 Requirements

In terms of the practicability, a server-aided signature scheme for mobile commerce based on secret sharing
should satisfy the following requirements:
1. Security: The proposed scheme should protect against the malicious attacks during communication.
2. Non-repudiation: Non-repudiation services protect transacting parties against any denials that a particular
event or action has taken place by providing, collecting, and maintaining evidence to enable the settlement of
disputes.
Efficiency: The communication and the computation cost should be minimized.
4. Simplicity: Because of the weak computing power of the mobile device, the operations of the mobile devices
should be designed to be simple as possible.
5. Mobility: The mobile users can conduct their transactions and access network resource at anytime from any-
where.
Based on the above requirements, a comparison of the Asokan et al. [3], Bicakci et al. [4] and our scheme is
given in Section 4.

W

3 The Proposed Protocol

In this section, we will describe a server-aided signature scheme based on secret sharing for mobile commerce. A
mobile user gets an application’s service via a trusted proxy server such that the application server can get a
verified signature. The protocol still needs the original Wireless Transport Layer Security (WTLS) [23] and
Secure Socket Layer (SSL) [24,25] to provide end-to-end security. This protocol is divided into two phases: a
negotiation phase and an authentication phase. We illustrate the basic architecture of our scheme in Fig. 1. The
reset of the scenarios is described below.

5 Application

Server
- HTTPS/SSL ,
- - e "fIP\\
ﬁ( L Network D
Application
' Trusted - Server
Mobile Proxy Server .
vser Application

Server

Fig. 1. The basic architecture of our scheme

3.1 Notation

To illustrate our server-aided signature protocol for mobile commerce, the notation used in the scheme is defined
as follows:
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: a mobile user.

: the application server.
: a trusted proxy server.
: concatenate operation.
: addition operation.

: exclusive-OR operation.

: a one way hash function.

: a random seed which is negotiated by a mobile user and trusted proxy server in advance such
that one set of hashing values (ay, a;, a,,...,a,) can be generated via the one way hash function
h( ), where a;=h(ay), a;=h(a,),...,a,=h(a,-1).

.the request message.

: the signed object.

: X ‘s identity.

: a pre-selected pseudonym of mobile user A.

: the symmetric session key.

: use the symmetric key K to encrypt a message m.

: use the symmetric key K to decrypt a message m.

: use X’s secret key to sign a message m.

: use X’s public key to verify a message m.

 the " password.

: a pair of large prime numbers.

: a large number, where Ny =py gy

. the Euler totient function, where ¢(Ny)=(py —1)-(¢x -1
: X’s public key, where PKy and ¢(N y ) are relatively prime.
: X’s secret key, where PK y -SKy =1 (mod @(Ny)).

3.2 Negotiation Phase

Since a mobile user (A) and trusted proxy server (PS) want to exchange sensitive data with each other without
revealing the information to a third party, they should establish a session key K and pre-defined rules in advance.
Afterward, they can use the session key and communication rules to exchange the sensitive data with each other.
Because the mobile devices suffer from lack of computing power, we will base on the Diffie et al. scheme [11]
and involve the password mechanism to establish session key in advance, and then download the initial parame-
ters into the mobile devices as the communication parameters between the mobile user and the PS. The pre-
processing scenarios are depicted in Fig. 2.

2.1Compute ¥, = ¢4 mod ¢

4.1 Compute K
C = EK(IDA’PA’PWO)

6.1D(C,) = (n,ayIDpg) )
6.2 Download (n,a,,IDpg,K) tomobile device
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— y, Xah(PW,@SEED)
=Ips

Mobile User (A) 1. A creates a register with Trusted Proxy Server (PS)
the PS, and stores the
P (PW,, SEED) -
22Dy, Yy)
< 3.2 (IDps, Yrs) 3.1Compute Y, = a7 mod ¢

mod ¢ 42 (D, C)) >
5.1Compute K =Y 75" PMESEED) 104 ¢
DK(CI) = (IDA;PAyPWO)
Check the received PW,
PW, = h(PW(|la,, lla, |lID,)
1 =h(a,; |ID ||IDps ) ® ID
fori=1ton
CZ = EK(n;a():IDPS)

5.2 (IDps, C>)

Fig. 2. Protocol of the negotiation phase
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Stepl: Mobile user A pre-selects an initial password PW; and his/her identity ID, to create a register with the PS.
The PS generates a random number SEED, and then sends his/her identity /Dpgand SEED to A.
Step2: We define the global public elements ¢ and & for this phase, where ¢ is a prime number, & < ¢, and
is a primitive root of g. Mobile user A selects a private X, X, < ¢, and calculates public Y,
Y ;= a1 mod ¢
A sends (ID,, Y,) to the proxy server PS.
Step3: The PS selects a private Xps, Xpg < ¢, and calculates public Ypg,
Ypg =a*" mod q.
The PS sends Ypg to user A.
Step 4: A computes the session key K as follows:
K _ Y X gh(PW)@®SEED) mOd q
- PS

Afterward, A can use the session key K to encrypt or decrypt the sensitive information.
A pre-selects a pseudonym P4, and then computes
Ci=Ex(ID 4, P, PWy)
Then A sends (ID,4, C;) to the PS.
Step 5: The PS computes the session key K as follows:
K= YAXpSh(PW()@SEED) mod ¢

Upon receiving (ID,, C;), the PS can use the session key K to reveal the corresponding relationship be-
tween /D, and P, and checks whether the initial password PW), is correct or not, as follows:
Dx(C1)=(ID 4, P4, PWy)
If the initial password PW), is correct, the PS selects a random seed a, then generates and saves one set
of hashing values (ay, a;, a,,...,a,), where a;=h(ay), a,=h(a;),...,a,=h(a,.;). Moreover, the PS also com-
putes and saves the parameters PW,, r; and C, for the next phase.

PW, =h(PW, |la, i, |la,; | ID,) :r fori=1,2,...n
r; =h(a,_ iy | ID 4|| IDpg) © ID 4
C, = Eg(n.ag,IDpg)
The PS sends (IDps, C5 ) to user A.
Step 6: A uses the session key K to decrypt the received message as follows:

Dy (Cy) =(n,ay,IDpg)

Next, mobile user A downloads (n,a,,IDpg,K) into his’her mobile device via bluetooth or infrared
technology under an off-line model.

3.3 Authentication Phase

Upon establishing the pre-determined parameters, the mobile user A can propose a signature request via mobile
device. After verifying A’s identity (via P, to match ID,, and verify the i password PW;), the PS uses A’s iden-

tity and its own identity to generate the common signature Sig, = M SK+ with a secret sharing mechanism via

polynomial function f{x). The PS then sends the common signature to the application server B. B uses A and PS’s
common public key PK , to verify the request. If the verification is right, B only provides the related service to

mobile user A. We will give an example to show the i request scenarios in Fig. 3.

Stepl: Mobile user A inputs the password PW,’ and identity /D’ to the mobile device. Then the device generates
the i"™ dynamic password PW,’, as follows:

ay_i =ha,_;_1)
Ap—i+1 = h(an—i)
PW;'= h(PWy'| @y || @i || 1D 4)
Moreover, mobile user A makes a signature request m,.,, and computes the following parameters:
r'=h(a,; || 1D, IDps) ® ID
My =(meq |lill 7'l Py [ IDg || M)
X, =Ex(M,,PW;")
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A then sends (M, X) to the PS.
The PS uses the pre-coordinated session key X to decrypt the message (M, PW,') , as follows:
Dy (X))=(M,,PW;")

Afterward, the PS also uses the i hashing values (a,.;+; and a,_;) and the recorded information (A’s pseu-
donym P,, identity ID,4 and PW, ) to authenticate whether A’s identity and password are legal or not, as

follows:
?
ID, =r,'®h(a,_; || ID 4 || IDps)

2

h(PWy || @i [l @y [ ID 4) = PW;'

n—i

If the above equalities hold, it means that mobile user A is legal. Therefore, the PS only uses the valid
identity /D, and his own identity IDpg to compute the secret shadows SS, and SS,p4 via the following
polynomial  function f{x) which is generated to embed the common  secret
key SK, , where f(x) = ax+SK, (mod@(N,)), ac[l,¢(N,)].LetSK, =SS, +S8Sp.

—ID
S8, =fUD,)—5—
D, — IDpg
—ID
SS e = f(IDpe)——4—
ps = PS)IDPS 1D,

The common (A and the PS) signature Sig , ( the Non-Repudiation of Sender) can then be generated as

66

follows:
Sig = (M)SS+55rs — ppSK-
v
Mobile Trusted Proxy Application
User (A) Server (PS) Server (B)
1'(M1’X1) 2(M2aSlg7[3SlgPS)

A computes: The PS decrypts the message and B Verifies:
a,;=ha,_;) verifies mobile user’s identities: ) ?

n—i n—i ’ Vps(Sigps)=M
yeiyy = ay;) Dy (X1) = (M, PW') R
PW,'= h(PWy'| d i || @i || D) ID =1, ®h(a, ;|| ID, || IDps) Ve (Sigr)=M
5= (@, || D,/ IDpg) ® ID, SB COI?%Z’;:

. ? igz=
My =(m ||i|l7;'[| Py | IDg || M) hPW,y ||la, ;. lla, ;|| ID,)=PW, rr
X, =Ex(M,,PW;") The PS Computes:
-ID
S84 = fUD ) ——1—
ID , — IDpg
—-ID
SSps = f(IDps)—"—
IDpg —ID,

Sig. = (M)5S+55ss = pg K-
M, =P, || IDpg || Sig, || M)
Sigps = Sps (M)

9

PS Verifies: Vy(Sigg)=M

Fig. 3. Protocol of the authentication phase
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The PS also computes the M, and Sigps.
M, =(P, || IDpyg || Sig, || M)

Sigps = Sps (M)

Then the PS sends (M ,,Sig ., Sigps) to the application server B.
Step3: Upon receiving the message (M ,, Sig ., Sig pg ) , the application server B uses the PS’s public key to verify

M,, as follows:
”

Vps(Sigps)=M,
The application server B then uses the common (A and the PS) public key PK , to verify the common
signature as follows:

V. (Sig,)=M
If the above equalities hold, the application server B only provides the related service to the mobile user
A. The application server B computes the signature Sigs, as follows:

Sigp =Sp(M)
The application server B sends Sigp to the PS as the non-repudiation of the receiver. The PS can verify the
correctness as follows:

2

Vs(Sigg)=M

4 Analysis

We will show that our protocol has met the requirements mentioned in Section two.

4.1 Security Issues

In step 1 of the authentication phase, the i* password PW,'= h(PW,'| a, ;. || a,_; || ID,') » PW;’ is changeable with

the hashing values (a ) for each transaction. Even if an attacker intercepts the last password PW.;’,

n—i+1>@p—i

he/she still can not pass the following verifications:
ID ;=1 ®h(a, ;|| D || IDps)
hPWy |l ayi @y | ID ) =PW;'
Moreover, the password PW;’ is encrypted by the session key K.
X, =Eg(M,PW;")

Such a design can withstand a replay attack and increase the difficulty of a dictionary attack.

4.2 Non-repudiation Issues

Non-repudiation is an important issue in mobile commerce. But the literatures [26-29] can not meet the non-
repudiation issues. However, when merchandise price is high or the access information is sensitive, non-
repudiation becomes an important issue in transaction. In our scheme, the application server B gets the common
signature Sig , (the proxy server PS and mobile user A’s common signature) as the sender non-repudiation. B

only provides the relative service for A. B should also send back a signature Sig ; for the PS as the receiver non-

repudiation. The mobile user and the application server can not deny this transaction to each other with such a
design. We give the non-repudiation proof of the authentication phase in Table 1.

4.3 Efficiency Issues
We show a comparison of Asokan et al.’s scheme, Bicakci et al.’s scheme and our scheme in terms of communi-

cation and computational in Table 2 and Table 3 respectively.
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Table 1. The non-repudiation proof of the authentication phase

Non-repudiation Evidence Evidence  Verification

Evidence Issuer Holder Equation
(M, Sig pg) PS B Vps (Sig ps) =M,
2
(M,,Sig;) AandPS B Ve (Sig,)=
2
Sig p B PS Vp(Sigg)=M

Table 2. Communication comparison of the Asokan et al. scheme, Bicakci et al. scheme and our scheme

Asokan et al.[3] Bicakci et al.[4] Our scheme

Rounds 3 1 2+1 (include 1 round non-repudiation
signature for B sends back to PS)

1* round message length m + h m+ (n+1)h m+h+k

2™ round message length m+h+s m+1+s m+ 2s

3"round message length m +2h + s — s

m: length of message, h: length of random numbers and hash values, 1: length of server’s statement (if it is
employed), s: length of signature, n: number of random numbers, k: length of the symmetric encryption.

Table 3. Computation comparison of the Asokan et al. scheme, Bicakci et al. scheme and our scheme

Asokan et al.[3] Bicakci et al.[4] Our scheme

Sender (A) 1H +1V 1H +1M IN+4H
Proxy Server (PS) 2H +18 (P+2)H+IM+1S 2H+2V+IN+1EX+2S+2F
Receiver (B) 1V +2H 1V +1H 2V+1S

H: hash computation, S: traditional signing by a public key, V: verification of public key signature,
M: mapping computation (costs less than one hash), P: number of hash computations to verify signature,

N: symmetric encryption/decryption operation, EX: exclusive —OR operation, F: polynomial operation of the
secret sharing.

Table 2 gives a comparison between the three protocols. Although our scheme has an extra round of commu-
nication cost than [4], there is only one round of communication cost between mobile user A and the proxy server
PS. However, the non-repudiation issue is worthy of reconsideration. Our scheme has one extra length of signa-
ture in the 2™ and 3" rounds. But it is designed to meet the non-repudiation issue. The proposed protocol is de-
voted to handling more complete transaction scenarios in mobile commerce. The current literature often neglects
this non-repudiation issue. We adapted symmetric encryption in the first round. Perhaps the communication cost
is higher than that of the other schemes, but there is better security.

Table 3 shows a comparison of the Asokan et al. scheme, Bicakci et al. scheme, and our scheme with respect
to on-line computational requirements for the participating entities (off-line pre-computations are not included).

From the above analyses, in order to increase trust in the relationship between a mobile user and the proxy
server, we use the secret sharing mechanism in our scheme to enhance the security of a business transaction or to
access the important resources. The client load will not overload, and the overall performance is still satisfactory.

4.4 Simplicity Issues

Due to the weak computing power of the mobile devices, we pre-process the negotiation parameters
(n,ay,IDpg, K)in advance under an offline model. Afterward, the mobile devices can only perform simple op-
eration (for example: exclusive-OR and symmetric encryption/decryption operation) to carry out any transactions.

The proxy server performs the complex operations. In this way, we not only overcome the limited computational
capabilities of the mobile devices but achieve the general transaction requirements.
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4.5 Mobility Issues

Mobile users can communicate with the proxy server via mobile communication network. Once they pass the
server’s authentication, they can conduct their transactions and access the network resources at any time from
anywhere.

5 Conclusions

To enable mobile users to conduct their business or access the network resource at any time from anywhere, we
proposed a practical server-aided signature scheme. Using verification and secret sharing mechanism, this
scheme is more secure than prior studies. Based on a one-time password, attackers cannot intercept the last pass-
word to generate a valid password and masquerade as the legal user. Our scheme also satisfies the transaction
non-repudiation requirement between a mobile user and the application server.

In addition, a mobile device only performs simple operations, while the server executes complex operations.
The proposed scheme successfully overcomes the inherent shortcomings of mobile devices which lack the com-
puting resources.
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