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ABSTRACT

The Internet already pervades in each corner of our society. The electronics commerce,
military CISR, and electronics services of the Government are adopting digital information
and the network deeply into their operations. All these changes and facts indicate the potential
problems of network denial of service which will not only influence electronics commerce,
but will also include the military and political arenas.

As of today, it seems there is no detailed information for providing a big picture of
network denial of service dtacks. In this paper, it provides an academic research over the
network denia of service. With a depth of analysis on the theory and procedures of denia of
service attacks, the preliminary integrated denial of service attack platform is originated. The
integrated denial of service attack platform is constructed in order to have a better
understanding of the characteristics and phenomena from denia of service attacks. A magjor
part of this study is focusing on the verification and findings from the actual experiments

based upon theory of network denia of service.

Key words or phrases: Electronics Commerce (EC); Command, Control, Communications,

Computers, Intelligence, Surveillance (C*1SR); Denial of Service (DoS)



1. Introduction

In the global trend of information network, the Internet already pervades in each corner of our
society. The electronics commerce brings an innovation on the traditional market that
overrides the geography boundary limitation. Nevertheless, the Internet also enables hackers
to strike the virtual world with the power of Internet. In the past, there were some Internet
events that should keep us aert. For example: The attacks on the major web site began in
early February 2000 with the first major attack being on Y ahoo! on February 7. The surprise
attack took the Y ahoo! site down for more than three hours. It was based on the Smurf attack,

and most likely, the Tribe Flood Network technique.

2. Flow Chart of Denia of Service Attack and Structured Framework

According to the book of “Hacking Expose: Network Security Secret and Solutions’ that was
written by Stuart Mcclure, Joel Scambray, George Kurrtz, the steps of a hack process are cited
at the left side of figure 1. [17] There are 9 steps listed in the flow chart. The major steps
processing in sequence are footprinting, scanning, enumeration, gaining access, escalating
privilege, pilfering, covering tracks, creating back doors, and the denial of service. Because
the main goal of this research is focused on network denial of service, the major steps of the
flow chart were revised into 3 steps footprinting, scanning, and denial of service which is
shown at the right side of figure 1. There is one issue that should be noticed here. At the left
side of figure 2.8, there are 2 steps  enumeration and gaining access also included into the
process of denial of service. These 2 steps even can be used, but these 2 steps are actually not
necessary to be taken for DoS attack. Therefore these 2 steps are drawn in dash-line blocks to
distinguish their differences on the revised flow chart. This revised flow chart has an
influence on how the integrated DoS attack platform is built. The detailed information is
stated in paragraph 3.1.

It seems there is no available paper which centered their discussions on the framework
of integrated DoS. Most of the related papers contributed their efforts on the fracture
loopholes of protocol or partial network techniques. These kinds of papers did not give a big
picture for integrated attack frameworks or interface relations. The learning threshold is not
easy to achieve while we try to program an integrated denial of service attack. It makes a
tough way ahead of any one who had this kind of intention to fulfill the integrated framework
picture. This thesis is planning to construct an integrated denial of service attack platform

which is based on the network theory and protocol to include the interface requirements of



flow chart. It makes the operator easy to launch various types of DoS attacks instantly.

Paragraph 3 will provide more detailed information on this subject.
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Figure 1: The Comparison of Steps for a Hack and DOS

3. Conception of DOS Attack Platform

St eps

The conception of the integrated DoS attack platform is mainly driven from the factors of

user-friendly interface, foundation theory of DoS, and the flow chart of DoS.

3.1 Requirement of Integrated DoS Attack Platform Based on Theory, Flow
Chart, and User-Friendly Interface

Basicaly, the integrated DoS attack platform is divided into five sub-systems. It includes the

web-based interface central control panel, scanning sub-system, attack program sub-system,

spoofed | P address database, and target |P address database.

The factor of user-friendly interface drives the web-based interface central control panel.

Because the web-based interface is the trend of Internet; so the central control panel will be

designed as a web-based interface for the user to launch a variety of DoS attacks.

The foundation theory of DoS factor results in the sub-system of attack programs, and

the spoofed IP address database. Various foundation theories of denial of service are fully

implemented by coding the software programs. It is used while the user executes the DoS

attack command.
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The factor of flow chart for DoS drives the scanning sub-system, and targeted 1P
database. Because the flow chart of the DoS attack requires a scanning process, so the
scanning sub-system will be designed to meet the requirement. All the scanning data will be
collected and stored into an appropriated database. There is a statement that provides a very
clear meaning of spoofed IP. This statement is abstracted as follows. “ The attacking host must
ensure that the source |P address is spoofed to be a routable but unreachable host, as the target
host will send its response to this address’. According to the TCP/IP three-way handshake
theory, it proves the above statement is correct while using the SYN flood attack. The only
exception for the spoofed IP address is while it is being used as input data for the Fraggle
attack. The Fraggle attack requires a reachable, spoofed |P address instead of an unreachable
IP address. Based on the different requirements of spoofed IP addresses, there are different
tables of spoofed |P addresses being established. The target |P address database will also be
built up as necessary.

All these sub-systems are interactive via a web-based control Panel. The interaction
diagram for these five sub-systems is drawn in figure 2. As to the detailed function d each

sub-system, it will be described in the following paragraph.
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Figure 2: Diagram of Sub-Systems for the DoS Attack Platform and Contributed Factors

3.2 Web-Based Central Control Panel

A web-based central control panel can be accessed through the Internet. It is the control center
to scan the available | P addresses from the Internet and links with the database of the spoofed
source |P addresses, the targeted IP addresses, the attack programs sub-system. It simplifies

the DoS attack procedure by linking the required database and the attack programs together.



Based on experience, a user-friendly interface has a huge advantage for an operator to learn
from the new system. This “web-based central control panel” smoothes all the required
procedures to launch any types of DoS attack. The feature of web-based homepage is not only
convenient to operate, but also can reduce the total operational time for launching a DoS

attack.

3.3 Scanning Sub-System

The scanning sub-system is used as the |P address and port number scanner over the Internet
resource. This scanning sub-system is able to scan | P addresses through the Internet and stores
the scanning results to the spoofed | P database directly without any manual data entry process.
It makes the whole process of DoS attack more convenient. The user can designate the
required IP range to be scanned from the scanning sub-system. The available port numbers for
a specific IP address also can be scanned by this scanning sub-system. This scanning
sub-system fully implements the required functions as described by the second step (scanning)
in the DoS attack flow chart. The scanning process is initiated from the web-based central

control panel.

3.4 Attack Programs Sub-System

Based on the theory and type of DoS, this sub-system is required to generate various TCP/IP
packets and is able to control its flag, source |P address, destination |IP address to include the
number of packets. The default setting of the source IP address (0.0.0.0) is designated to read
the data in the spoofed IP database for the attack programs sub-system. The major idea in
collecting various DoS programs is to verify it and comparing with the foundation theory of
DoS. This process will create the innovation way for launching a DoS attack. All the
commands and related parameters that are required to make the attack programs workable
have changed from the traditional line-command format to a new method of form entry via
the web page. It is a key role to support the linking requirement from the web-based central

control panel.

3.5 Spoofed IP Database



The spoofing IP is identified through the scanning process which conforms to the flow chart
of denial of service. Based on the characteristic and dynamic status of the spoofed IP, dl data
in the database are updated whenever the scanning process is initiated. Based on the different
principle of DoS attack used, there are 2 categories of spoofed IP tables made. This database
records each spoofed IP during the scanning process. The final output table in the database

will serve as an input of spoofed source IP for the attack programs sub-system.

3.6 Targeted |P Database

The main idea of the “targeted |IP database” is that it uses the scanning process to collect all
the IP addresses or the IP range for the targeted hosts. The contents in the targeted I1P database

are dependent on the mission requirements.

4. Congtruction and Laboratory Design

4.1 Construction of Attack Simulation Environment and Consideration

The DoS attack platform is built on the Linux version 7.2 operating system with an Apache
server including PHP version 4.1.2 module function. This platform is also capable to link with
the PostgreSQL version 7.1 database through the PHP module. The integrated DoS attack
platform consists of 5 sub-systems. These sub-systems are: web-based central control panel,
scanning sub-system, attack programs sub-system, spoofed IP database, and targeted IP
database.

In order to measure and observe the performance of the integrated DoS attack platform,
there are some nodes that are set up including targeted hosts, a mixture of Windows and
Linux operating system, attack platform hosts, observing hosts with sniffer and tcpdump
software function. The scenario suite to be used under this laboratory simulation environment
is to implement various popular types of DoS packet attacks.

The detailed profile of alaboratory simulation environment isin figure 3.
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Figure 3: DoS Attack Simulation Environment Profile

4.2 The Attack System Prototype for Integrated Denia of Service

The prototype of attack platform is built on the Linux Operating system with an Apache
server function that can be accessed from the any point of the Internet. The feature of this
system is that it can be operated with an IE web browser without any additional software
requirements. The architecture of the software package and related version that is used to

build the integrated DoS attack platform is shown in figure 4.

SYSTEM SOFTWARE ARCHITECTURE

l Web-Based Central Control Panel I

————————————————————————————————————————————————————

PHP:Hypertext Preprocessor,
version 4.1.2 (Web mode, Command mode)

PostgresoL
Version 7.1 ﬁz‘::re;
DataBase

I Linux Version 7.2 Operating System I

Figure 4: Software Package of the DoS Attack Platform

Basically, anyone intending to connect to this attack system can type in the host name
or IP of the attack system into the Uniform Resource Locator (URL). To prevent the
unauthorized person to use this attack platform, there is an account and password web page
shown on the screen while you visit this specific IP. The prototype of access authorization

web page is shown in figure 5.



M aiftlal
HEE | EeeD A AREW TAD R =

= = oGN3 D O e e o8 D oS- e

B e ot =l i
= y
@ oo
AHEE T T
— Wi AN |$ﬂ-i'£ﬂ'ﬂﬂ | woneese e
CECET O -
6] .
DIAEDR T WELEmenssMe BEREEN
- r U - [CEUEEL B
. = R T 1]
MaRE | ™ E“‘
S i L v x
I AT B ALY D W N !_""::_L B:'.r.
At ] ws |(& i
HEAHE. e | urmmans
RS Eam
L TN NS R e T an ..
A e
5 i1 JELE ES ERE.C
EEES, S E, B . R S5 SRR IR
EONRA P R
EE. R =5 TR 5 0 B J
- - =
g & e

Figure 5 : Access Authorization Web Page

When the account and password are checked and correctly verified, the web page of the
attack platform will show up. The DoS attack platform will provide various tools that can be
used to launch a denial of service attack. These include attack classifications, packet
combinations, attributions, and characteristic information available on this attack platform.
There are operational instructions available for each kind of tools for the convenience of the
user to understand the operational procedure. The attack platform adopts the multi-layer
technique. The hyper-link function connects to other linked web pages. The attack tools and
related operational instructions, for the brevity sake, will use the hyper-link function to link
other web pages. The prototype o the denial of service attack platform is shown in figure 6.
The scanning sub-system is illustrated in figure 7 and in figure 8.

Once the operator uses the mouse to click in the tool, the web page of the related packet
generator will show on the screen. All the required operational information will be noted
within the operational instructions. The example content of operational instructions is shown
in figure 9. The packet generator is capable to generate the TCP, IP, UDP, ICMP packets
which provide the flexibility of function to control the packets via the web page operational
interface. The prototype of various packet generators is shown in figure 10, in figure 11, and

in figure 12 respectively.
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Figure 6: Prototype of the DoS Attack Platform
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Figure 7: Main Operational Page of a Scanning Sub-System
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Scanning Operational Instructions

Step 1 : Using the left key of the mouse, click on the “IP Scanner” button
which is located at the central bottom on the web-based central
control panel. After this click, a new web page will show on the
screen.

Step 2 : Adding a new IP range (segment) to be scanned by using the left
key of the mouse, click on the “Assigning New Network Segment”
button which is located at the left side of the top bar. Once you
click on the “Assigning New Network Segment” button, another
new web page will show on the screen.

Step 3 : Key in the unit title at your convenience and key in the related IP
range you want to scan for the unit title.

Step 4 : Using the left key of the mouse, click on the “Run” button to
finish this process.

Step 5 : If you want to use the existing IP range listing in the “Assigning
New Network Database”, you can use the left key of the mouse,
click on the “Query IP list” button which is located in the

“Control Button” column to display the latest IP scanning history.

Step 6 :You can use the left key of the mouse to click on the “Scan IP
range” button to start the scanning process. The scanning data

will be stored directly into the database.

Figure 9: An Example of Operational Instructions
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Figure 12: Web Page of ICMP/IP Packet Attack Tool

4.3 Veifications and Findings

4.3.1 Initia Verification on the Structured Framework of Integrated DoS
Attack Platform

There are 3 major portions to the integrated DoS attack platform that are required to be
verified: (1) reading data from input portion (2) £anning data being stored into database

portion (3) database linking portion.

4.3.1.1 Reading Data From Input Portion

The integrated DoS attack platform has been tested to find out whether the attack program is
able to read the data and parameters correctly from the input of the web page through the
web-based central panel. The sniffer software is used to monitor the results. The final results
indicate that the input data and parameters conform to the commands being executed by the
attack program. The required data are entry into the columns of the packet generator which is
shown in figure 13. The fina output data is shown in figure 15. The related data in figure 13

are match to the data in figure 15.
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Figure 13: An Example of Reading Data From Input

4.3.1.2 Scanning Data be Stored Into Database Portion

The scanning of the IP address by the scanning sub-system has been checked and conforms to
the IP data in the database. The SQL command is used to verify the contents in the related
table as a separate way for checking to find out if the data is correct. The results were correct.
One example of scanning results is shown in figure 14. After the scanning process was
finished, the IP addresses in the database are shown in figure 15. The IP addresses in the

database prove that match to the results of |P scanning.
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Figure 14: An Example of a Scanning Result



lenny=# select = from attack_ip order by IF
i status

148 .132 .31 .21
148 .132 .31 .22
148 .132 .31 .23
148 .132 .31 .24
148 .132 .31 .25
148 .132 .31 .26
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Figure 15: An Example of Verification on the Scanning Data Being Stored Into the Database

4.3.1.3 Database Linking Portion

The integrated DoS attack platform also has been verified to find out if the attack program is
able to get data from the database correctly. The contents in the database have been checked
and were found to be consistent with the data be used by the attack programs. One example of
the database linking test is shown in figure 16. The source I P addresses in figure 16 are match
to the IP addresses in figure 15. This result proves that the database link with the attack

programs sub-system is workable.
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Figure 16: An Example of Verification on Database Linking and Reading Data From the Input



4.3.2 Verification and Findings From Theory of Network DoS
According to the RFC, implementation from the operating system, some loopholes already
were used for different purposes. As the experimental verification process goes on, there are
several loopholes that should be carefully checked. These loopholes are highlighted here.
During this verification process, new types of loophole can also be found. All these loopholes
are categorized, verified and summarized as follows:

e TCP/IP Three Way Handshake Category:

1. SYN Food: The SYN flood theory was successfully implemented as tool for the DoS
attack platform. It is aso found that the different source IP will make a different effect
to the target host. If the source IP that filled with spoofed packet that is live which
means the IP is used by some other host on-line, this live IP will send a packet with an
RST flag to the targeted host immediately. This action will terminate the holding
process from the target host. So the SYN flood attack will not take advantage on this
situation unless the source IP on the spoofed packet is a legitimate IP but its host is
not on-line or dead. In this situation, the target host will not terminate this handshake
process until it reaches the timeout setting. One other finding is to use the private IP
address as the spoofed source IP. It is found these kind of spoofed packets do not have
any impact on the targeted host. This phenomenon is caused by the current router does
not relay any spoofed packet which using a private IP as the source |P address. One
major challenge countered during the implementation phase is how to spoof the
source IP and to predict the correct checksum for filling into the spoofed packet.
Based on the RAW Socket, the spoofed source |P and checksum can be programmed
directly by the coding. Each SYN packet that is sent out will make the target host
response to it but must wait for a while before the spoofed packet can be dropped.
Once the number of spoofed SYN packets reaches a certain level in a short time, it
will create a DoS effect. The probability of success to take down a target system will
depend on the queue size and timeout setting from the targeted operating system. The
characteristics of the source IP being live or dead causes a different effect when
launching the SY N flood attack.

2. FIN Food Thisis a brand new innovation to be developed as one kind of tool for
the DoS attacks. It seems that no paper has mentioned this before, but it can be
proven to be effective. This assumption is based on the theory in figure 2.3. This

innovation was successfully implemented as one tool that can be used from the
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integrated denial of service platform. The characteristics of the source IP being live or

dead causes a different effect when launching the FIN flood attack. The performance

of the FIN flood attack is less than the SYN flood attack, but it will be a useful tool
while the firewall setting the rule to reject the unknown SYN connection.

Spoofed Broadcast Category:

1. Smurf: Usually the broadcasts are typically used for network diagnostic purposes.
If the broadcast address is used as a destination 1P, the source IP be filled with the
target host for the spoofed ICMP packet. It will have a great impact for the target
host. The Smurf is successfully implemented as a tool for the integrated DoS
platform. It was found the method of broadcasting was bounded to number of hosts
in the subnet. This result is caused by the most current router which does not
support transmitting any broadcast addresses for another subnet. A better method
was developed and will be addressed in paragraph 4.4.

2. Fraggle: The Fraggle is aso taking the advantage of broadcast address. The mgjor
difference between the Smurf and Fraggle is that the Fraggle uses UDP protocol
instead of ICMP protocol. It was found the method of broadcasting was bounded to
number of hosts in the subnet. This result is caused by the most current router which
does not support transmitting any broadcast addresses for another subnet. A better
method was developed and will be addressed in paragraph 4.4.

e Kernel Resource Category:

1. Land: The land attack is basically to use the same IP address and port number for
both of source and destination target host. This tool is successfully implemented. In
this way, the target host will have kernel panic. During the verification process, it is
found that the current operating systems have solved this kind of problem. The only
operating system that still can be impacted by this attack is the Windows 95
operating system without patch or an early Windows version.

2. Ping of Death: The ping of death utilizes large data in the oversized 65530 bytes
datagram to launch the DoS attack. This tool is successfully implemented. The
testing results indicate that the ping of death is a useful tool to freeze the Windows

2000 operating system without patch or an early Windows version.

Revision of Integrated DoS Attack Platform



4.4.1 | ssues Statement

There are two issues that were noticed during the implementation of the prototype on the
integrated denial of service attack platform. These issues are listed as follow:

The dead IP to be used as the spoofed source IP is dynamically changed and is not in a static
status. This situation is based on the dead IP that will change into a live status when the
computer which has the legitimated IP is connected to the Internet. Another issue is the
method of broadcasting was bounded to number of hosts in the subnet. This result is caused
by the most current router which does not support transmitting any broadcast addresses for

another subnet.

4.4.2 Revision

The revised integrated denia of service platform is to enhance this issue. Here is the
resolution that be proposed.

The resolution is based on the |P data from the history of the IP scanning process. If the
scanning sub-system is used to scan the latest IP status before launch the DoS attack, it may
not absolutely solve this problem, will make the spoofed source |P more reliable.

As stated in the previous paragraph, the broadcast of Smurf is bounded to the
number of hosts in the subnet The new method is to use the live spoofed IP instead of
using the broadcast IP. With this change on the spoofed |IP, the effect of DoS attack
will be enhanced by controlling the number of hosts. The integrated DoS attack
platform has improved these 2 issues by adding a new operational procedure and

changing the way to launch the Smurf, Fraggle attacks.

5. Conclusions and Recommendations

5.1 Conclusionsand Contributions

This paper shows how to build an integrated denial of service platform starting with a depth
of study on the network theory loopholes. There are many DoS software tools being tested
and modified as necessary. It aso goes through the verification process that makes sure the
concept of structured framework for the integrated DoS platform is constructed correctly. The
framework for an integrated DoS platform is not only proposed, but successfully implemented
in study process. Based on the prototype of DoS attack platform, the evaluation of tools has
been accomplished. It provides a more flexible and effective way to control the contents of

network packets. The primary know-how to build this integrated DoS platform is to combine



the techniques of database, web page, and network programs into alinking format of different
types of packet generators for launching a variety of DoS attacks. The final product of
integrated DoS attack platform creates a tremendous advantage for the network administrator
to better know the characteristics of DoS.
The major contributions of this thesis are summarized in the following points:
e Constructing a web-based DoS attack platform for the network administrator to
implement the denial of service as part of network safety testing.
e To study various DoS theories and associated tools, process the verifications to
develop a new way of network DoS attack.
e Providing the DoS attack platform model to use as a reference usage in the

information force.

5.2 Recommendations and Future Work

Network security has become a serious issue because of the computers being in every corner
of our society. Based on past experience, the general computer user is not familiar with the
network security problem. After a depth of academic research on the network security arena,
computer users should be very concern with this issue. In order to enhance network security, a
full function network attack platform should be developed and used to test any weak points
existing in computer systems when connected to the Internet. The recommendation in this
thesis is to use the integrated DoS attack platform for further extending development for
better understanding the network security issue. This recommendation drives the direction for
future work using this paper. The future work of this paper is stated as follows:

Although the integrated DoS attack platform is capable to launch various types o DoS
attacks in the format of TCP, UDP, IP, ICMP packets, there are still other types of packet
being used by the router, the gateway, ...etc. In theory, if there are more packet generators
available, the more new types of network attack can be implemented. The denial of service
attack platform is built upon the packet generator basis. Therefore, this integrated DoS attack
platform can be used as a foundation layer to extend developing further research in the
network testing arena. On the other hand, the wireless network is now popular within our
society. To extend the integrated DoS attack platform into the wireless network will also be a
fertile field to discover. The future works can be focused on these 2 subjects for further

research.
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