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Enhanced Authentication Key Agreement Protocol

Ren-Junn Hwang Sheng-Hua Shiau and Kai-Jun Lin

Abstract
Ku and Wang pointed out Tseng's protocol can’'t prevent two simple attacks. They
also proposed a new protocol that can prevent those attacks. In this paper, the authors
proposed an enhanced protocol that not only can prevent those attacks, but also has better

efficiency in computation.

1. Introduction

In 1999, Seo and Sweeney [1] proposed a simple authenticated key agreement
algorithm by using a pre-shared password, that is based on the Diffie-Hellman scheme [2]
and provide authentication. In 2000, Tseng [3] pointed out a weakness in Seo-Sweeney
protocol. In the validation phase, if an attacker replying the message sent by an honest
party, the honest party will be fooled. Tseng then propose a new protocol that change the
key validation phase. Later, Ku and Wang [4] indicated that Tseng's protocol still
vulnerable to two simple attacks: backward replay without modification [5] and
modification attack. They also proposed a protocol that can prevent those attacks. In this
letter, we will propose an enhanced protocol by using bitwise Exclusive Or operationg] 6]
that not only can prevent the attack present above, but also has better efficiency in

computation.

2. Tseng's and Ku-Wang's protocols
Assume that Alice and Bob denote two parties, and have shared a common password

S The system has the same public values p and g asin the original Diffie-Hellman scheme
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[2], where p is a large prime and g is a generator with order p-1 in GF(p). The key
establishment phase Ku-Wang's protocol likes Tseng’'s.  We describe it as follows:
Step 1: Alice and Bob each compute two integers Q and Q" mod(p-1) from common
password S, where Q is computed in a predetermined way and isrelatively prime to p-1.
Step 2: Alice selects arandom integer a and sends Bob
Xa=g** modp
Step 3: Bob also selects arandom integer b and sendsAlice
X, =g " mod p

Step 4: Alice computes the session key Key, asfollows:

Yo = X2 'mod p=g®mod p

Key.=Y,*mod p =g ® mod p

Step 5: Bob computes the session key Key, asfollows:

Ya=X""mod p=g®mod p

Key,="Y." mod p =g mod p

The key validation phase of Tseng's protocol is
Step 1: Alice sends Y, to Bab,
Step 2: Bob sends Y, to Alice,
Step 3: Alice and Bob check whether Yo= ¢® mod p and Y,=g® mod p hold or not,
respectively.
Ku and Wang pointed out some weakness of Tseng's protocol and altered the key
validation phase as follows: [4]
Step 1: Alice computes
W= (Key,) mod p =g ®2mod p

and then she sends W to Bob.

Step 2: Bob checks whether W< mod p = Key, holds or not. If it holds, Bob sends Y, to

Alice.



Step 3: Alice checks whether Y, = g # mod p holds or not.

3. Our enhanced protocol
Let Alice and Bob denote two parties, and have a common pre-shared password S. In
our enhanced protocol, two parties has the same public values p and g as in the original
Diffie-Hellman scheme [2], where p isalarge prime and g is a generator with order p-1 in
GF(p). We describe our protocol in two phases as follows:
Key establishment phase:
Step 1: Alice and Bob each compute integer Q from pre-shared password S where Q is
computed in a predetermined way, and Q is unique and has the same bit form with p.
Step 2: Alice selects arandom integer a, and sends X, to Bob
Xa=(g*modp) @ Q,
where @ denotes the bitwise Exclusive Or operation.
Step 3: Bob selects arandom integer b, and sends X, toAlice
X, =(g”mod p) ® Q
Step 4: Alice computes the session key Key, asfollows:
Yo =X, ® Q=g"modp
Key.=Y,*mod p =g ® mod p
Step 5: Bob computes the session key Key, asfollows:
Ya=Xa®Q=g"modp
Key, = Y2°mod p = g ® mod p
Key validation phase:
Step 1: Alice computes W and sends to Bob
W=Keya®Q=(g* modp) ® Q

Step 2: Bob computes Z and sendsto Alice



Z =Y, x (g°mod p) = (g * mod p)x(g° mod p) = g *** mod p
Step 3: Alice checks whether Z =Y, x (g ®mod p) = (g ° mod p)x(g @ mod p) holds or not.

Bob checks whether W@ Q = Key,, holds or not.

4. Discussions
This section we analysis the security of the proposed scheme in Subsection 4.1.

Subsection 4.2 shows the complexity analysis of the proposed scheme.

4.1 Security Analysis

Ku and Wang pointed out that if the attacker re-sends X, to Alice as Bob's X;, in
Step3 of Tseng's key establishment phase and re-sends Y, to Alice as Bob's Y, in Step 2 of
Tseng's validation phase, then Alice generates a wrong session key but she can not detect
it isincorrect in Step 3 of Tseng's vaidation phase.[4] In our enhanced protocal, if the
attacker masguerades as Bob to resend X, back to Alice as Bob's X, in Step 3. Alice
computes

Yp=Xp ® Q=X5 ® Q=g% mod p,
2
Key.=Yp”> mod p= g% mod p.

Alice sends W=Key, ® Q = (g‘112 mod p) @ Q to Bob in Step 1 of our key validation phase.

If the attacker masquerades as Bob to resend W back to Alice as Z in Step 2, then Alice

check out that the value Z is not equal to Xaxg® mod p(= g2 mod p). Alice does not

believe the wrong session key. Similarly, if the attacker masquerades as Alice, Bob will
not believe the wrong session key, either. Our protocol withstands the backward reply
without modification attack.[4,5]

The other weakness of Tseng’s protocol [4] isthat if the attacker replaces X, with Xy,
which Alice sent in Step 2 of Tseng's Key establishment phase. Bob believes the wrong

4



session key, although Alice does not believe the session key in Step 3 of Tseng's Key
validation phase. In our enhanced protocol, if the attacker replaces X, as Xy, Bob
computes the session key Keyy'=(Xa' ® Q) mod p. Alice sends W=g® mod p @ Q to
Bob in Step 1 of our Key validation phase. Bob checks W @ Q=¢g® mod p and it is not
equal to Keyy', he does not believe the wrong session key in Step 3 of our Key validation
phase. Bob sends Z=(Xy @ Q) g° mod p to Alicein Step 2 of our Key validation phase.

Alice checks Z is not equal to Ypxg® mod p, she does not believe the wrong session key in

Step 3 of our Key validation phase, either.  Similarly, if the attacker replaced the message
send by Bob in our Key establishment phase, both Alice and Bob will not believe the

wrong session key. Our enhanced protocol withstands Ku-Wang's modification attack.

[4]

4.2 Complexity analysis

In Ku-Wang's protocol, Key establishment phase needs 2 modular inverse
computations, 1 modular multiple computation and 7 modular exponential computations,
Key validation phase needs 2 modular exponential computations. In our new protocol,
Key establishment phase needs 4 modular exponential computations and 4 Exclusive Or
operations, Key validation phase needs 2 modular multiple computations and 2 Exclusive
Or operations. Ghanem and Wahab [6] propose that Exclusive Or operation is secure and
very fast to compute. So, our new protocol is faster than Ku-Wang's protocol. We show

the comparison in Table 1.



Table 1: Comparison between Ku-Wang's protocol and our enhanced protocol

Ku-Wang's protocol Our enhanced protocol
Key establishment |Alice |1 modular inverse 2 modular exponential
phase 4 modular exponential 2 Exclusive Or operations
Bob |1 modular inverse 2 modular exponential
1 modular multiple 2 Exclusive Or operations
3 modular exponential
Tota |2 modular inverse 4 modular exponential
1 modular multiple 4 Exclusive Or operations
7 modular exponential
Key validation Alice |1 modular exponential 1 Exclusive Or operation
phase 1 modular multiple
Bob |1 modular exponential 1 Exclusive Or operation
1 modular multiple
Total |2 modular exponential 2 Exclusive Or operations
2 modular multiple

* The computation complexity of the modular inverseis equal to the modular exponential.

5. Conclusions

Tseng present a weakness in Seo-Sweeney protocol, Ku-Wang present two simple
attacks that Tseng's protocol can't prevent. Our enhanced protocol can prevent those
attacks. In Key validation phase of our enhanced protocol, Step 1 and Step 2 can run in
parallel, but Ku-Wang's protocol should run sequentialy. By using Exclusive Or operation,

our protocol needs lower computation loads, it can run faster than Ku-Wang's protocol.
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