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Abstract

Wu and Chang proposed a cryptographic key assgnment scheme for hierarchica access
control in 2001. Based on the discrete logarithm problem, their scheme can be gpplied on a partidly
ordered st user hierarchy. However, in this paper, we will show that their scheme violates the
predefined access control policy. Further, a smple improvement is given to diminate the security
leak.
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1 Introduction

Recently, Wu and Chang proposed a cryptographic key assgnment scheme for hierarchical
access contral [1]. In their scheme, the users belonging to a security class must follow the predefined
partialy ordered relation to have access to the information held by their successor(s). The purpose
of this paper is show that the users can have access to the information without following the
predefined relation, which violaes Wu and Chang's clam. Furthermore, we propose an
improvement to diminate the security lesk inherent in the Wu-Chang scheme.

2 Brief Review of Wu-Chang Scheme

LeeC={Cq, Cy, ..., C} beaset of n security classes in the hierarchy and the notation “£”
the binary partialy ordered relaion on C. In the partidly ordered set (poset) (C, £), Cj £ C; means
that the usersin C; have a security class higher than or equd to thosein C;. Figure 1 shows a poset

access control hierarchy. We denote 1Dy, IDCi , and IDujt as the identifiers for the centrd

authority (CA), the security class Cj, and the user U, who is the t-th user belonging to G;,
respectively. In the system setup phase, CA selects be two large primes p and q stisfying that || 2
[p| + [ID], and a primitive root g over GF(p), where [x| is the hit-length of the integer x. Then, CA
chooses his private key Sca such that god(Sca, p — 1) = 1, computes his public key
Yea = gSCA mod p, and then publishes{p, q, g, Yca}. In the key generation phase, CA randomly
chooses adigtinct derivation key Sci such that ged( Sci , p—1) =1, computes its corresponding

S

public key YCi =g " mod p, and then tranamits SCi to each user u; 1 C; via a secure channel



(for C; T C). Upon recaiving Sci from CA, uj; chooses an encryption key Kj; over GF(p) and

-1
publishes W :(Kit)Sci +|Duit mod p . In addition, CA generates the public derivation

polynomid fj(x) over GF(q) for each security class C; with a bottom-up approach for al security
clasesin the hierarchy. That is, CA generates a public polynomid f;(x) by interpolating the points

(V)% mod p) || 1D¢; S, )'s &
for dll CJ' £Cjand
((Yea) S mod p)[| 1D, R) @

with Lagrange interpolating formula[2]. Here, R is a secret number which is used for the protection
purpose.
In the key derivation phase, the user ui; I C; who wants to have access to the information

items held by any user uj, in C;, where C; £ C;, computes
S, = fi(Yea) ™ mod p) || IDc ) ©)
and derives ujy' sencryption key Kj, as
Kip = D, )5 mod 4
jb _(\ij- ujb) mod p ( )

Theresfter, Uiy uses Kjp, to decrypt ujy's information items. The Wu-Chang scheme dso dedls with

some dynamic access control problems in their paper, such as adding a new security class into the

hierarchy, deleting an old security class from the hierarchy, etc. The interested reader may refer to [1]

Figure 1. A poset access contral hierarchy with Sx security classes

for the detailed discussion.

3 Security Leak and Improvement

According to the access policy in the poset hierarchy, users can only have access to the



information held by the users with an equa or lower security classes. In the following, we will show
that the Wu-Chang scheme violates the predefined requirement. For the poset hierarchy in Figure 1,
the user uz, knowing ch in the security class C3 can compute the derivation key SC5 of the
security classCs by egn. 3, i.e, SC5 = fg(((YCA)SCS mod p) || IDc, ) . Since the security classes
C3 and C, have the same immediate successor Cs, Uz, Can use SC5 to resolve the roots of the

equation  fo(X) :SC5 (mod p) over GF(q) in polynomid time [3, 4] and obtan
((Yea) °% mod p) || IDc, . He further uses the shared key (Yea) °%2 mod p between C, and

CA to compute the derivation key &, = f2(((YCA)SC2 mod p) [ ID4) by egn. 3. With this
derivation key SC4 , Uz Can obtain the encryption key of usersin C4 by egn. 4, and thus can have

accessto the information held by the usersin C,.

The security legk inherent in the Wu-Chang scheme is caused by the fact that the shared key
(YCA)SC2 mod p can be compromised and used to compute the derivation key(s) of C,'s
successor(s). We can easlly diminate the weakness by using a one-way hash function h [5] to

protect the shared key (YCA)SCZ mod p from being reveded. Note that the function h maps a

gring of variable length to agtring of |g| bits. To strengthen the Wu-Chang scheme, we replace egns.
1 and 2 with egns. 1* and 2*, respectively:

(h((Yea) ™ mod p) | IDc, ), Sc,)'s (1)

(h(((Yea) > mod p) [ 1Dca). R) (2¥)
Consequently, egn. 3 should aso be changed to:
S, = fi (h((Yea) ™ mod p) || 1D, ) (3

Based on the intractability of reverang the one-way hash function h, it is computationdly infeesible
to compute the derivation key(s) violating the predefined access policy, since the shared key

(YCA)SCi mod p now is protected by h. Hence, our improvement can withstand the attack stated

above.
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