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Abstract-Recently, Chien et al. proposed RSA-
based partially blind signature with low computation 
for mobile and smart-card applications.  Hwang et 
al. claimed that Chien et al.’s scheme cannot meet 
the untraceability property of the blind signature 
later.  In this paper, we show that Hwang et al.’s 
claim is incorrect and Chien et al.’s scheme is still 
satisfy the untraceability property. 
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1. Introduction 
 

Chaum [2] first introduced the concept of the 
blind signature scheme in 1983.  Chaum’s scheme is 
based on RSA public key cryptosystem and its 
security depends on the difficulty of integer 
factorization.  It allows the requester to obtain a 
signature signed by the signer without revealing 
message and the signer cannot link any message-
signature pair later.  Hence, the blind signature 
scheme can achieve unforgeability for the signer and 
untraceability for the requester.  It can be used for 
preserving user’s anonymity in electronic payment 
systems or electronic voting systems. 

In AsiaCrypt’96, Abe and Fujisaki [1] submitted 
the first partially blind signature scheme to inject the 
common information, like the date, on the signature.  
Chien et al. [4] proposed more efficient RSA-based 
partially blind signature scheme than Abe-Fujisaki’s 
scheme later.  Recently, Hwang et al. [8] claimed 
Chien et al.’s scheme cannot meet the untraceability 
property of the blind signature.  In this paper, we 
show that Hwang et al.’s claim is incorrect and 
Chien et al.’s scheme is still the untraceable scheme. 

The rest of the paper is organized as follows.  In 
Section 2, we describe Chien et al.’s partially 
signature scheme and review Hwang et al.’s claim.  
We show that Hwang et al.’s claim is incorrect 
briefly in Section 3.  Finally, the conclusion is given 
in Section 4. 
 
2. Review of Chien et al.’s scheme and 
Hwang et al.’s claim 
2.1  Chien et al.’s partially blind signature scheme 

with low computation 

 
In 2001, Chien et al. proposed an efficient 

partially blind signature based on RSA cryptosystem.  
To compare with Abe-Fujisaki’s scheme, Chien et 
al.’s scheme can reduce the amount of computations 
by almost 98% for the requester.  Therefore, Chien 
et al.’s scheme is suitable for mobile client and 
smart-card applications. 

The signer and the requester are two kinds of 
participants in the Chien’s partially blind signature.  
The requester obtains a partially blind signature from 
the signer and the signer cannot link any message-
signature pair later.  The four phases in Chien et al.’s 
scheme are : (1) Initialization, (2) Requesting, (3) 
Signing, (4) Extraction and verification.  Initially, 
the signer initially publishes the necessary 
information for participants.  In the requesting phase, 
the requester sends a blinded message and the agreed 
common information to the signer.  The signer signs 
on the blinded message with the common 
information in the signing phase.  Finally, the 
requester obtains the signature from the blinded 
signature without removing the injected common 
information in the extraction and verification phase.  
Anyone can verify the correctness of the signature 
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using the message-signature pair and the agreed 
common information.  The detailed scheme is 
describe as follows. 

  (1) Initailization. The signer randomly selects 
two large primes p  and q , and calculates 

qpn ⋅=  and )1()1()( −⋅−= qpnφ .  Then, 
the signer selects large integers d  such that 

)(mod1 nde φ≡⋅ , where 3=e .  Thus, d  is 
the private key of the signer and the signer publishes 
his public key ),( ne  and a secure one-way hash 
function )(⋅h  like SHA-1. 

(2) Requesting. The requester prepares the 
common information a  according to the predefined 
format.  Then, (s)he randomly selects two integers 

nZr ∈  and nZu∈ .  The requester calculates 

numhr e mod)1)(( 2 +=α  and sends ),( αa  to 
the signer.  After the signer verifying the agreed 
common information a , (s)he randomly chooses a 

integer +∈ nZx , where nx < , and sends it to the 
requester.  After the requester receiving x , (s)he 
selects a random number k  and computes rkb = .  
Finally, the requester computes 

nxube mod)( −=β  and sends β  to the signer. 

(3) Signing. The signer calculates nmod1−β  

and nxaht dd mod))1(()( 222 −+= βα  then 

(s)he sends ),( 1 t−β  to the requester. 
(4) Extraction and verification. After the 

requester receiving ),( 1 t−β , (s)he obtains the 
signature by calculating 

nbuxc e mod)1( 1−+= β  and 

nktrs mod42= .  The 3-tuple ),,( sca  is a 
signature on the message m , and anyone can verify 
the correctness of ),,( sca  by checking whether 

ncmhahse mod)1)(()( 22 += . 
 

If ),,( sca  is a signature of the message m  

generated by Chien et al.’s partially blind signature 

scheme, then ncmhahse mod)1)(()( 22 +=  

must be held.  The detailed proof can be found in [4]. 

2.2  Hwang et al.’s claim 

In Hwang et al.’s claim, the signer can keep a set 
of record for all blinded messages and use them to 
trace back the blind signature.  Thus, Hwang et al. 
claimed that Chien et al.’s scheme cannot meet the 
untraceability of the blind signature.  The detailed 
procedures of Hwang et al.’s claim are described as 
follows. 

1. The signer can keep a set of records 
),,,,( 1−

iiiii tx ββα  for each instance i  in Chien 
et al.’s scheme. 

2. When the requester reveals ),,,( msca  to the 
public, the signer can compute 

nxccxu iii mod))(1(~ 1−−+=  for each instance 
i  since 

nxuxubxuc iiii
e

iiii mod))(1()1( 11 −− −+=+= β
. 

3. The signer can obtain 
nxub d

ii
d

ii mod)~(~ −−= β  for each instance i  

since nxube mod)( −=β .   

Note : nxub e
ii

d
ii mod)~(~

−= β  in Hwang et 
al. [8] is wrong. 

4. The signer can then compute 
numhr d

i
dd

ii mod)1~()(~ 2 −− += α  for each 

instance i  since numhr i
e

ii mod)1)(( 2 +=α .   

Note : numhr
d

i
ed

ii mod)1~()(~ 2 +=α  in 
Hwang et al. [8] is also wrong. 

5. The signer can obtain nrbk iii mod~~~ 1−=  for 

each instance i  since nkrb iii mod= . 
6. Finally, the signer can check if 

nkrts iii mod~~ 42 ⋅⋅= .  If it is true, the signer can 
trace back the blind signature. 

Therefore, Hwang et al. claimed that Chien et 
al.’s scheme cannot meet the untraceability property 
of the blind signature. 

 
3. Cryptanalysis on Hwang et al.’s claim 
 

In 1995, Harn [6] claimed that Carmenisch et. 
al.’s blind signature scheme [2] is traceable.  Horster 
et al. [7] proved that Harn’s cryptanalysis is 
incorrect later.  Recently, there are several papers 
about traceability of the blind signature proposed by 
Hwang et al. [9-11].  Unfortunately many 
cryptanalysts [13, 12, 5] have proved that Hwang et 
al.’s claims are all failed.  In this paper, we show that 
Hwang et al.’s claim on Chien et al.’s scheme is also 
incorrect. 

 
According to Hwang et al.’s claim, the signer can 

keep ),,,,( 1−
iiiii tx ββα  for each instance i  in 

Chien et al.’s scheme.  When the requester reveals 
),,,( msca  to the public, the signer can compute 

nxccxu iii mod))(1(~ 1−−+=  for each instance 
i  .  Then (s)he can obtain 

nxub d
ii

d
ii mod)~(~ −−= β .  The signer can 
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compute numhr d
i

dd
ii mod)1~()(~ 2 −− += α  and 

nrbk iii mod~~~ 1−= .  Finally, the signer can check 

whether the formula nkrts iii mod~~ 42 ⋅⋅=  is true 
or not.  However, we show that the formula is 
always true for each instance i  as follows. 

)~~( 42
iii krt ⋅⋅  

nrbrxah iii
d

iii
d mod)~~(~))1(()( 412222 −− ⋅⋅+⋅≡ βα

nrbxah ii
d

iii
d mod~~))1(()( 24222 −− ⋅⋅+⋅≡ βα  

numh

xuxah
d

i
dd

i

d
ii

d
i

d
iii

d

mod))1~()((

))~(())1(()(
22

4222

−−−

−−

+

⋅−⋅+⋅≡

α

ββα

numh

xuxah
d

i
dd

i

d
ii

d
i

d
i

d
i

d
i

d

mod))1~()((

))~(())1(()(
2222

444222

+

⋅−⋅+⋅≡
−

−−

α

ββα

numh

xuxah
d

i
d

d
ii

d
i

d

mod))1~()((

)~()1()(
222

422

+

⋅−⋅+⋅≡ −

nu

xuxmhah
d

i

iii
dd

mod)]1~(

)~()1[()()(
22

222

+

⋅−⋅+⋅⋅≡ −

nu

xuxmhah
d

i

iii

mod])]1~(

)~()1[()()([
22

222

+

⋅−⋅+⋅⋅≡ −

nu

xuxmhah
d

i

iii

mod])]1~(

)~()1[()()([
22

222

+

⋅−⋅+⋅⋅≡ −

ncmhah d mod]]1[)()([ 222 +⋅⋅≡  
ns mod≡  

From the above, given a message-signature pair 
),,,( msca , the signer can derive 4-tuple  

)~,~,~,~( iiii krbu  such that nkrts iii mod~~ 42 ⋅⋅=  is 

always satisfied for each ),,,,( 1−
iiiii tx ββα .  

Thus, Hwang et al.’s claim on Chien et al.’s scheme 
is incorrect. 
 
4. Conclusions 
 

Recently, Hwang et al. claimed that Chien et al.’s 
scheme cannot meet the untraceability property of 
the blind signature.  In this paper, we show that 
Hwang et al.’s claim is incorrect.  Thus, Chien et 

al.’s partially blind signature scheme still satisfy the 
untraceability property. 
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