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ABSTRACT 

Recently, He proposed a new digital 
signature scheme based on the difficulties of 
simultaneously solving the factoring problem 
and the discrete logarithms problem.  In this 
paper, we show that He’s digital signature 
scheme is insecure against forgery if the discrete 
logarithms problem is solved. 
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㆗文摘要㆗文摘要㆗文摘要㆗文摘要 

最近，植基於同時解因數分解與離散對數之問

題，何提出㆒個新的數位簽章演算法。在本論

文㆗，我們證明了假如離散對數的問題解決

了，何的數位簽章演算法是不安全的。 
 
關鍵字: 密碼學、數位簽章、因數分解、離散

對數 

 
1. Introduction    

Since Harn [1] presented the first digital 
signature scheme based on two hard problems – 
the factoring problem [2] and the discrete 
logarithms problem [3], several digital signature 
schemes, based on the difficulties of 
simultaneously solving these two hard problems, 
have been proposed [4,5,8].  All these schemes 
were designed to provide the advantage that 
once one hard problem is solved, these schemes 
are still secure against forgery.  Unfortunately, 
most of them have been shown to be insecure 
against forgery.  For example, Harn’s scheme 
[1] was shown to be insecure [4] if the discrete 

logarithms problem is solved; He and Kiesler’s 
scheme [5] was shown to be insecure [6-7]; and 
Shao’s schemes [8] were shown to be not 
sufficiently secure [9-10].  Recently, He [11] 
proposed a new digital signature scheme based 
on the difficulties of simultaneously solving the 
factoring and discrete logarithms problems.  In 
this paper, we show that He’s digital signature 
scheme is still insecure against forgery if the 
discrete logarithms problem is solved.   

2. Review of He’s digital 
signature scheme 

 
  In this section, we briefly review He’s 
digital signature scheme as follows: 
 
Initialisation:  The trusted center of the 
system selects a large prime P satisfying P = 
4 11 qp ⋅ +1, where 1p = 12 2 +p , 

1q = 12 2 +q  and 1p , 2p , 1q , 2q  are all 

primes.  Let R =(P-1)/4= 11 qp ⋅ .  The 
trusted center selects an element g with order R 
in PZ .  The system parameters P and g are 

made public, while 1p , 2p , 1q , 2q  are all 
discarded.  Each user in the system selects a 
private key x ∈ RZ  such that gcd( (x+ 1−x )2, 

R)=1, where x⋅ 1−x =1 (mod R), and the 
corresponding public key is  

y = 
21 )( −+xxg  (mod P). 

Digital signature generation:  In order to 
generate a digital signature on a message m, the 
signer first select a random integer t∈ RZ  such 

that gcd( (t+ 1−t )2, R)=1.  Then he computes 

1r =
21 )( −+ttg  (mod P) and 2r =

21 )( −−+ttg  
(mod P).  Finally, he computes s which 
satisfies the following congruence: 



 

 

(x+ 1−x ) = s⋅(t+ 1−t )+f( 1r , 2r ,m) ⋅(t+ 1−t 1)−   
(mod R), ……………………………..….Eq.(1) 
where f is a one-way hash function. 
Thus, ( 1r , 2r , s) is a valid digital signature on 
the message m.  

Digital signature verification:  Upon 
receiving a digital signature ( 1r , 2r , s) 
associated with m with respect to the signer, 
anyone can verify the validity of the digital 
signature by checking whether the following 
congruence holds or not: 

y = ),,(2),,(
21

2121
22 mrrfsmrrfs grr ⋅⋅⋅  (mod P) 

……………………………….Eq.(2) 
If this congruence holds, then ( 1r , 2r , s) is a 
valid digital signature on the message m.  
Here we call Eq.(2) the signature verification 
equation.  In the following, we show that Eq. 
(2) holds if Eq.(1) holds. 

Because (x+ 1−x ) = s⋅(t+ 1−t )+f( 1r , 2r ,m) 

⋅(t+ 1−t 1)−   (mod R), it is obvious that 

y=
21 )( −+xxg  (mod P) 

=
21

21
2

21
212 )(),,(),,(2)( −−− +⋅+⋅⋅++⋅ ttmrrfmrrfsttsg   

(mod P)  

=
221

][ )( sttg
−+ ⋅ ),,(2 21 mrrfsg ⋅⋅ ⋅ 

),,()( 21
221

][ mrrfttg
−−+  (mod P) 

= ),,(2),,(
21

2121
22 mrrfsmrrfs grr ⋅⋅⋅  (mod P). 

3. Cryptanalysis of He’s scheme 
 

We assume that an attacker knows a 

previous valid digital signature ( 1r , 2r , s) on a 

message m with respect to the signer.  

Assuming that the discrete logarithms problem is 

solved, the attacker can easily obtain (t+ 1−t )-2 

(mod R) by solving the discrete logarithm: 

glog 2r  in PZ .  Thus, the attacker can forge 

another valid digital signature ( 1r , 2r , s~ ) on an 

arbitrary message m~  with respect to the signer 

by assigning s~ =[f( 1r , 2r ,m)- 

f( 1r , 2r , m~ )]⋅(t+ 1−t )-2 + s (mod R).   

 

Theorem 1. The triple ( 1r , 2r , s~ ) satisfies:  y =  

)~,,(~2)~,,(
2

~

1
2121

22 mrrfsmrrfs grr ⋅⋅⋅  (mod P). 

Proof:  Because ( 1r , 2r , s) is a valid digital 

signature, the equation Eq.(1) holds.  

That is, (x+ 1−x ) = s⋅(t+ 1−t )+f( 1r , 2r ,m) 

⋅(t+ 1−t 1)−   (mod R). 

Because s~ =( f( 1r , 2r ,m)- 

f( 1r , 2r , m~ ) 1)− ⋅(t+ 1−t )-2 + s (mod R), it is clear 

that 

s~ ⋅(t+ 1−t )+f( 1r , 2r , m~ )⋅(t+ 1−t 1)−  (mod R) 

= {[ f( 1r , 2r , m)- f( 1r , 2r , m~ )]⋅(t+ 1−t )-2 + 

s}⋅(t+ 1−t )+f( 1r , 2r , m~ )⋅(t+ 1−t 1)−  (mod R) 

= [f( 1r , 2r ,m)- f( 1r , 2r , m~ )]⋅(t+ 1−t )-1+ 

s⋅(t+ 1−t )+ f( 1r , 2r , m~ )⋅(t+ 1−t 1)−  (mod R) 

= f( 1r , 2r ,m)⋅(t+ 1−t )-1 - f( 1r , 2r , m~ )⋅(t+ 1−t )-1+ 

s⋅(t+ 1−t )+ f( 1r , 2r , m~ )⋅(t+ 1−t 1)−  (mod R) 

= f( 1r , 2r , m)⋅(t+ 1−t )-1 + s⋅(t+ 1−t )  (mod R), by 

Eq.(1), 

= (x+ 1−x )  (mod R). 

That is, (x+ 1−x ) = 

s~ ⋅(t+ 1−t )+f( 1r , 2r , m~ )⋅(t+ 1−t 1)−   (mod R). 

Hence, the signature verification equation 

y = )~,,(~2)~,,(
2

~

1
2121

22 mrrfsmrrfs grr ⋅⋅⋅  (mod P) 

holds.                                  

 

4. Conclusions    

In this paper, we have shown that He’s 
digital signature scheme, based on the factoring 
and discrete logarithms problems simultaneously, 
is not secure against forgery if the discrete 
logarithms problem is solved. 
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