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ABSTRACT 

 
In 1999, Seo and Sweeney proposed a 

simple authenticated key agreement protocol 
that enables two parties, who share a password 
in advance, to authenticate each other and to 
share a common session key vie the 
Diffie-Hellman problem. Recently, Jseng 
showed that the Seo-Sweeney protocol is 
insecure against forgery and consequently 
proposed a modified protocol to repair it. Later, 
Ku and Wang addressed that Jseng’s protocol is 
also insecure against forgery and therefore an 
improved version was proposed. In this paper, 
we show that the three authenticated key 
agreement protocols, proposed by Seo et al., 
Tseng, and Ku et al. respectively, are insecure 
against off-line password guessing attacks if 
weak passwords are applied. 
 
Keywords: Authentication, Key 
Agreement, Password, Guessing Attacks 
 

㆗文摘要㆗文摘要㆗文摘要㆗文摘要 

1999年，Seo 和 Sweeney 提出㆒個簡單的身
份認證之金鑰協議之協定。此協定可以讓事先

分享密碼之兩方互相認證身份而分享協議之

金鑰。最近，Jseng 指出 Seo 和 Sweeney 之
方法有偽造身份之安全問題而提出㆒修正

版。後來，Ku 和 Wang 再指出 Jseng 之修正
版也有偽造身份之安全問題而再提出㆒改進

版本。在本論文㆗，我們證明了假如使用㆟們

容易記憶之密碼，則 Seo 和 Sweeney、Jseng、
Ku 和 Wang 所提出之方法都會遭受到字典攻

擊法攻擊而是不安全的。 
 
關鍵字: 身份認證、金鑰協議、密碼、字典攻

擊 

 
 

1. Introduction 
 

In 1976, Diffie and Hellman [5] introduced 
a key agreement protocol in which two parties 
can establish a secret session key over an 
insecure channel. However, the Diffie-Hellman 
key exchange scheme does not authenticate the 
participants and is vulnerable to 
man-in-the-middle attacks. Several methods for 
user authentication have been proposed. 
Password-based mechanism is the most widely 
used method for user authentication since it 
allows people to choose and remember their own 
passwords without any assistant device.  

In 1999, Seo and Sweeney [11] proposed a 
simple authenticated key agreement protocol 
(the Seo-Sweeney protocol in short) that enables 
two parties, who share a password in advance, to 
authenticate each other and to share a common 
session key vie the Diffie-Hellman problem [5]. 
In the Seo-Sweeney protocol, two parties 
exchange two messages to establish the session 
key. Besides, the exchange of another two 
messages makes the two parties to verify the 
validity of the session key.  Recently, Jseng [9] 
addressed a weakness in the key validation steps 
and showed that the Seo-Sweeney protocol is 
insecure against forgery. By replying to the 



 

  

message sent from the honest party, the 
adversary can fool the honest party into 
believing a wrong session key. He then 
consequently proposed a modified protocol to 
repair it.  Later, Ku and Wang [10] addressed 
that Jseng’s protocol is also insecure against 
forgery. Additionally, an enhanced version (the 
Ku-Wang protocol in short) to the Seo-Sweeney 
protocol was proposed.  All these three 
protocols are suitable for the case when strong 
passwords are applied.  Therefore, they didn’t 
address on password guessing attacks.  
However, people often tend to choose 
easy-to-remember passwords (or refereed to as 
“weak passwords”), which are vulnerable to 
password guessing attacks.  In the past, a 
variety of authenticated key agreement protocols 
[1-4,7-8,12] have been proposed to defeat 
off-line password guessing attacks (it is natural 
that on-line password guessing attacks can not 
be defeated by means of protocols).  In this 
paper, we show that the three authenticated key 
agreement protocols, proposed by Seo et al., 
Tseng, and Ku et al. respectively, are insecure 
against off-line password guessing attacks if they 
use weak passwords. 

The rest of this paper is organized as 
follows.  In section 2, we briefly review 
Seo-Sweeney’s, Jseng’s and Wu’s schemes.  In 
section 3, we examine the security of the above 
three schemes. Finally, we conclude this paper in 
section 4. 
 
 

2. Related Works 
 

2.1  The Seo-Sweeney Protocol 
 

Assume that Alice and Bob share a secret 
password P before the protocol begins, and the 
system has the same public values n and g as the 
original Diffie-Hellman scheme [5], where n is a 
large prime and g is a generator with order n-1 in 
GF(n). We describe the protocol as follows: 
 
Key establishment phase 
 
e.1. Alice and Bob each obtain two integers Q 

and Q-1 mod (n-1) from the common 
password P, where Q could be computed 
in predetermined way and is prime to n-1. 

 
e.2. Alice selects a random integer a and sends 

Bob  
 

X1=gaQ mod n 
 
e.3. Bob also selects a random integer b and 

sends Alice  
 

Y1=gbQ mod n 
 
e.4. Alice computes the session key Key1 as 

follows:  
 

Y=Y1
Q

-1
 mod n (= gb mod n), 

 
Key1 = Ya mod n. 

 
e.5. Bob computes the session key Key2 as 

follows: 
  

X=X1
Q

-1
 mod n (= ga mod n), 

 
Key2 = Xb mod n 

 
It is clear that Key1 = gab mod n = Key2.  

The common session key is thus established. 
 
Key validation phase 
 
v.1. Alice computes Key1

Q mod n and sends it 
to Bob. 

 
v.2. Bob also computes Key2

Q mod n and sends 
it to Alice. 

 
v.3. Each of Alice and Bob computes the 

other’s key by applying Q-1 and compares it 
with his/her own session key. 

 
2.2  The Jseng’s Protocol 
 

Jseng pointed out that the Seo-Sweeney 
protocol suffers from a weakness in the 
validation phase.  Assume that an attacker (Eve) 
impersonate Bob to run the protocol.  After 
receiving the message Key1

Q mod n sent by 
Alice (Step v.1), Eve may resend it to Alice in 
Step v.2.  Although Eve cannot obtain a shared 
session key with Alice, Alice obtains a wrong 
session key and believes that it is shared with 
Bob.  That is, verification of the session key 
cannot be achieved using the protocol.  To 
overcome the above weakness, the verification 
steps of the session key are modified as follows: 
 
v.1. Alice sends Y to Bob. 
 
v.2. Bob sends X to Alice. 
 
v.3. Alice and Bob check whether 
 

X= ga mod n and Y= gb mod n  
 



 

  

hold or not, respectively.   
 
2.3  The Ku-Wang Protocol 
 

In [10], Ku-Wang pointed out that Jseng’s 
protocol suffers from two weaknesses in the 
following.   
 
1. Backward replay without modification [6]: 

Upon seeing X1 sent by Alice in step (e.2), 
the adversary (Eve) can masquerade as 
Bob to re-send it back to Alice in step (e.3) 
as Y1.  Consequently, Alice will compute 

 

Y= Y1
Q

-1
 mod n 

(= X1
Q

-1
 mod n = ga mod n), 

 

Key1 = Ya mod n (= ga
2
 mod n), 

 
and send Y to Bob in step (v.1) .  Then, 
Eve can masquerade as Bob to re-send Y 
back to Alice in step (v.2) as X. Since Y= 
ga mod n holds, Alice will be fooled into 
believing the wrong session key Key1. 

 
2. Modification attack:  

Upon seeing X1 sent by Alice in step (e.2), 
Eve can replace it with any number ∈  [1, 
n-1], say X1’.  In step (e.3), Bob sends Y1 
to Alice, and then Alice sends the 
corresponding response Y to Bob in step 
(v.1). In step (v.2), Bob will send X (= 

(X1’ )Q
-1

 mod n) to Alice.  Because X ≠ ga 
mod n, Alice will not believe Key1.  
However, since Y= gb mod n holds, Bob 
will believe the wrong session key Key2’ 

(= ((X1’)Q
-1

)
b

 mod n).  Although Eve 
cannot compute Key2’, she can still fool 
Bob into believing the wrong session key. 

 
The following verification steps for the 

session key were proposed by Ku and Wang to 
overcome the above two weaknesses. 
Enhanced key validation steps: 
 
v.1. Alice computes  

 
Y2 = Key1

Q mod n (= gabQ mod n)  
 

and then sends it to Bob. 
 

v.2. Bob check whether (Y2)Q
-1

 mod n = Key2 
holds or not.  If it holds, Bob believes that 
he has obtained the correct X1 and Alice 
has obtained the correct Y1, i.e. Bob is 

convinced that Key2 is valid, and then sends 
X to Alice. 

 
 
v.3. Alice checks whether X = ga mod n holds 

or not. If it holds, Alice believes that he has 
obtained the correct Y1 and Bob has 
obtained the correct X1, i.e. Alice is 
convinced that Key1 is valid.   

 
 
3. Cryptanalysis of the above three 

protocols 
 

Password-based mechanism is the most 
widely used method for user authentication since 
it allows people to choose and remember their 
own passwords without any assistant device. 
However, people usually choose 
easy-to-remember passwords such that they are 
vulnerable to password guessing attacks. In the 
following, we will point out that all the above 
three protocols suffer from off-line password 
guessing attacks if weak passwords are applied.  
Note that the above three protocols have the 
same key establishment phase.  Now, we 
describe our attacks as follows: 
 
1. The Seo-Sweeney protocol:  
 

In the Seo-Sweeney protocol, upon seeing 
X1 sent by Alice, Eve computes Y1 = gb 
mod n and sends it to Alice in step e.3.  
After receiving Y1, Alice computes the 

session key Key1= gabQ
-1

 mod n and sends 
the corresponding response Key1

Q mod n = 
gab mod n to Eve in step (v.1).  Now, Eve 
can guess a password P off-line, obtain 
two integers Q and Q-1 mod (n-1) and 

compute ((X1)Q
-1

)
b

 mod n. If it is equal to 
gab mod n, then he gets the password right.  
Otherwise, he guesses another password 
again until he hits it. 

 
2. The Jseng’s modified protocol:  
 

In Jseng’s modified protocol, upon seeing 
X1 sent by Alice, Eve computes Y1 = gb 
mod n and sends it to Alice in step e.2.  
After receiving Y1, Alice computes  

Y = (Y1)Q
-1

 mod n = gbQ
-1

 mod n  
and sends the corresponding response Y to 
Eve in step (v.1).  Now, Eve can guess a 
password P off-line, obtain two integers Q 
and Q-1 mod (n-1) and compute (Y)Q mod 
n.  If it is equal to Y1, he gets the 
password right.  Otherwise, he guesses 



 

  

another password again until he hit it. 
 
 
3. The Ku-Wang protocol:  
 

In the Ku-Wang protocol, in addition to 
the key establishment phase, the first step 
(v.1) in key validation phase is the same as 
that of the Seo-Sweeney protocol.  So, 
the password guessing attack is the same 
as that on the Seo-Sweeney protocol. 

 
 

4. Conclusions 
 

In this paper, we show that the previous 
three authenticated key agreement protocols, 
proposed by Seo et al., Tseng, and Ku et al. 
respectively, are insecure against off-line 
password guessing attacks if weak passwords are 
applied.   
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