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ABSTRACT

In many daily election activities, it is quite often that
we have to perform the voting process more than once
to resolve ties, such as several candidate professors may
receive the same highest votes when electing the chair-
man of a department, or several candidate players may
tie for the last available position of a national basket-
ball team elected by a group of coaches. With typical
electronic election schemes in the literatures, it is nec-
essary to hold the election again to deal with the above
situations. In this paper we propose an efficient elec-
tion scheme to cope with the problem. In the proposed
scheme, every voter can obtain an intention attachable
vote which contains all possible intentions of the voter,
and he just needs to attach his new intention to his pre-
vious vote when an extra round of voting is required.
Comparing with several possible solutions of the re-
voting problem, the proposed protocol does not need
an extra digital signature scheme for a voter, and it
requires only one round of registration action and O(1)
storage for every voter.

1 INTRODUCTION

Due to the fast progress of networking technologies,
many advanced network services have been proposed in
the literatures. Among these services, electronic voting
is a popular one, since this service makes it possible for
every voter in a remote site to submit his vote through
electronic communication networks [1, 2, 7, 8, 13, 15,
16, 18, 27, 28, 29, 32].

Typically, an electronic election scheme consists of
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two types of participants, a tally center and a group of
voters. Every voter registers with the tally center, and
requests a vote with his own individual intention from
the center. The voters cast their votes by anonymously
sending them to the center at a proper time. Finally,
the center computes and publishes the result of the
election.

Especially, in many daily election activities, it is
quite often that we have to perform the voting process
more than once to resolve ties, such as several can-
didate professors may receive the same highest votes
when electing the chairman of a department, or several
candidate players may tie for the last available posi-
tion of a national basketball team elected by a group
of coaches. Hence, it is required to develop a robust
election scheme to cope with the above re-voting prob-
lem. With typical electronic election schemes proposed
in the literatures [1, 2, 7, 8, 13, 15, 16, 18, 27, 28, 29, 32],
it is necessary to hold the election again to deal with
the above situations. In this paper we introduce an
efficient election scheme to solve the problem. The
proposed scheme makes it possible for every voter to
anonymously attach his intention of an extra round of
voting process to his pfevious vote without an extra
registration action. This is referred to as the inten-
tion attachability property. In the proposed election
scheme, the voter’s intention of an extra round of vot- -
ing action is not required to be determined until it is
really necessary, and anyone else cannot modify the
voter’s intention in his vote. In addition, the privacy
of every voter is protected against any others in the
proposed scheme. Comparing with several possible so-
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lutions of the re-voting problem, the proposed protocol
does not need an extra digital signature scheme for a
voter, and it requires only one round of registration
action and O(1) storage for every voter.

The rest of the paper is organized as follows. We
present a generic blind signature scheme in section 2.
Based on the generic blind signature scheme, we pro-
pose an efficient election scheme to resolve ties in sec-
tion 3. Finally, we make a conclusion of this paper in
section 4.

2 A GENERIC BLIND SIGNATURE
SCHEME

The proposed election scheme is based on the tech-
niques of blind signatures (3, 5, 11, 12, 22, 23]
Blind signatures are developed to prevent digital sig-
natures from being forged and to protect the pri-
vacy of users [5]. Due to the unlinkability property
[3, 5, 11, 12, 22, 23], blind signatures are usually applied
to construct anonymous electronic election schemes
[2, 7, 13, 15, 18, 32].

Two kinds of roles, a signer and a group of users,
participate in a blind signature protocol. A user blinds
a message by performing an encryption-like process (or
a blinding process) on the message, and then submits
the blinded message to the signer to request the signer’s
signature of the message. The signer signs the blinded
message by using its signing function, and then sends
the signing result back to the user. Finally, the user
unblinds the signing result to obtain the signer’s sig-
nature of the message by performing a decryption-like
operation {or an unblinding operation) on the signing
result he receives. The signer’s signature of the mes-
sage can be verified by checking if the corresponding
public verification formula with the signature-message
pair as parameters is true.

In a secure blind signature scheme, it must be com-
putationally infeasible for the signer to derive the link
between a signature and the instance of the signing
protocol which produces that signature. This is the
unlinkability property (3, 5, 12, 22, 23]. With the help
of unforgability and unlinkability properties, the tech-
nique makes it possible to prevent an authorized doc-
ument from being forged and to protect the privacy of
the document’s owner.

Let M be the underlying set of messages, and
R be a finite set of random integers. Formally, a
blind signature scheme X consists of four.: elements
(Bx,Sx,Ux,Vx), where
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(1). Sx : M — M¥X is the signing function which is
kept secret by the signer where K is a positive
integer, MX = MKX-! x M when K > 2, and
MX = M when K = 1. Given a message m €
M, it is infeasible to compute Sx(m) except the
signer. )

(2). Vx : Sx(M) x M — {true, false} is the verifi-
cation formula which is public. For every valid
signature-message pair (Sx(m),m), the formula
Vx (Sx(m), m) is true.

(3). Bx : M x R = M is the blinding function of X.
For every m € M and r € R, it is infeasible for the
signer to compute m from Bx(m,r). The integer
r is called the blinding factor of m.

(4). Ux : Sx(M) x R = Sx(M) is the unblinding
function of X. For every m € M and r € R,
we have that Ux(Sx (Bx(m,r)),r) = Sx(m), and
it is computationally infeasible for the signer to
derive Sx(m) from Sx(Bx(m,)).

The details of the blind signature protocol are de-
scribed as follows.

(1) Blinding: A user chooses a message m € M and
selects a blinding factor r € R. The user computes
Bx (m,r) which is said to be a blinded message of
m. To request the signer’s signature of m, the user
submits Bx (m,r) to the signer.

(2) Signing: After receiving Bx(m,7), the signer ap-
plies the signing function Sx to Bx(m,r), and
then sends the signing result Sx(Bx(m,r)) to the
user.

(3) Unblinding: After Sx(Bx{(m,r)),
the user performs the unblinding operation
Ux (Sx(Bx(m,r)),r) = Sx(m). Thus, he obtains
the signature-message pair (Sx (m), m).

receiving

(4) Verifying: The pair (Sx(m),m) can be verified
by checking whether the public verification for-
mula Vx (Sx(m),m) is true or not.

In a secure blind signature scheme, given the
signature-message pair (Sx(m),m) produced by the
protocol, the signer cannot link (Sx(m),m) to
(Sx(Bx(m,r)), Bx(m,7)) since it is infeasible for the
signer to compute m from Bx(m,r) and to perform
the unblinding operation to convert Sx (Bx(m,r)) into
Sx(m). In the literatures, several blind signature
schemes have been proposed to realize these goals
[3, 5, 11, 12, 22, 23]. Besides, to avoid the possible



multiplicative attacks which produce an illegal signa-
ture by multiplying two or more valid signatures, we
can let the message m contain appropriate redundancy
or apply a one-way hash function to m in advance.

3 AN EFFICIENT ELECTION
SCHEME FOR RESOLVING TIES

In a typical electronic election scheme, there are two
kinds of participants, a center and a group of vot-
ers. Basically, an electronic election protocol consists
of three stages : (1) initialization, (2) registration, and
(3) voting. In the initialization stage, the center pub-
lishes the necessary information such as the subject of
this election, the list of candidates of the election, and
the public keys of the center. In the registration stage,
every identified voter obtains a vote with his own indi-
vidual intention in a blinded version from the center.
In the voting stage, a voter unblinds his blinded vote
and sends the vote to the center, and then the cen-
ter verifies and tallies all the votes received from the
voters.

We define the re-voting problem in an electronic elec-
tion as follows: How to deal with the situation where
an extra round of voting process has to be performed to
resolve ties? There are four possible solutions to cope
with the re-voting problem.

Solution 1: Perform another round of registration
and voting processes to resolve ties. This solution
requires an extra round of registration action be-
tween every voter and the center. The overheads of
the solution are heavy since a registration action
includes voter identification and vote requesting
for every voter.

Solution 2: By the multi-recastable election protocol
[10], every voter requests n recastable tickets from
the center to form a recastable vote of the voter
since every recastable ticket has only two values
"yes” and "no” where n is the amount of the can-
didates in the election. A recastable ticket can be
reused more than one times, so that this solution
can cope with the re-voting problem. Although
this solution needs only one round of registration
action, every voter requires O(n) storage to record
these n recastable tickets, and every cast vote is
also of size O(n). Moreover, another mechanism
must be added to the scheme to guarantee that
only one ticket among the n ones in a cast vote is

o

"yes” value.
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Solution 3: Every voter randomly chooses the public
and secret keys of a digital signature scheme, and
let his vote contain the public key and his intention
of the election. Hence, if an extra voting action
is required, the voter can use the digital signature
scheme with his chosen secret key to sign his inten-
tion of the extra round of voting, and then submits
the signing result to the center. The signing result
can be verified through the public key shown in the
previous vote of the voter. Clearly, an extra dig-
ital signature scheme is needed for every voter in
the solution. In addition, almost digital signature
schemes proposed in the literatures require modu-
lar exponentiation or inverse computations, which
are time-consuming [14, 17, 19, 25, 26, 31, 33].

Solution 4: Based on the generic blind signature
scheme of section 2, we propose an efficient elec-
tion protocol to cope with the re-voting problem.
Especially, the proposed scheme requires only one
round of registration action and O(1) storage for
every voter. Furthermore, our scheme does not
need an extra digital signature scheme for a voter.
The details of the proposed election scheme are
described below.

The proposed election protocol is based on the blind
signature scheme of section 2 where the center and the
voters of the election scheme are regarded as the signer
and the users of the blind signature protocol of section
2, respectively. The proposed election protocol consists
of four stages, initialization, registration, voting, and
re-voting, shown as follows.

(1) Initialization: The center publishes the neces-
sary information of this election, such as the sub-
ject of the election, the list of candidates, and the
public keys of the center. Let n be the amount
of candidates, and these candidates are numbered
from 1 to n. G and H are two public one-way
hash functions [9, 24, 31]. Let G*(u) = G(G*~*(u))
and Hi(v) = H(H* !(v)) for every inputs u and
v where i is a positive integer, G°(u) = u, and
HO() = v. Define u; = G"'(u) and v; =
H™(v) for every i € {1,2,...,n}.

(2) Registration: A voter chooses a message m € M
with his own intention of the election. Then
the voter selects a blinding factor »r € R and
randomly chooses u and v. He computes and

submits Bx ((m||a),r) to the center where a =
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Table 1: Comparisons among the four solutions of the re-voting problem

Solution 1 | Solution 2 | Solution 3 | Our Solution
No Extra Registration Action No Yes Yes Yes
O(1) Storage for a Vote Yes No Yes Yes
No Extra Signature Scheme Yes Yes No Yes

(G™(u)|[H™(v)) and || is the string concatena-
tion operator. After receiving Bx((m||a),r),
the center applies the signing function Sx to
Bx((m||a),r), and then sends the signing result
Sx(Bx{(m|la),r)) to the voter.

(3) Voting: After Sx (Bx ((m}]a), 7)),
the voter performs the unblinding operation
Ux(Sx(Bx((mlla),r)),r) = Sx(mlle), and
submits his vote (Sx(m||a),(m|la)) to the
center through an anonymous channel [4, 6] in
the voting stage. The center verifies the vote
by checking if the public verification formula
Vx (Sx{m||a),(m||la)) is true, and then the
center publishes the vote. In addition, the center
publishes all the other votes it receives, and then
computes and publishes the result of the election.
We assume that every registered voter must
submit his vote to the center in this voting stage.

receiving

(4) Re-Voting: If an extra voting process is re-
quired to resolve ties, every voter just needs to
perform another voting action without an ex-
tra round of registration action. First, every
voter determines his intention ¢t € {1,2,...,n} for
the re-voting stage. Then the voter computes
u = G"%(u) and va_y = H?(v), and sends his
vote (Sx(mlla), (m}|a),t, us,va—y) to the center
through an anonymous channel [4, 6]. After re-
ceiving the vote, the center verifies the vote by
checking if

Vx (Sx(mlla), (mlla)) = true, and
o = G (ug)||[H* *(vns).

In the re-voting stage, if the voter sub-
mits two votes {Sx (mi|a), (m||@),t,us,vn_t) and
(Sx(mlla), (m]|e),t', vy, vp—p) with t # t' to the
center, the center can find them out through the
common parameter «, and these two votes are con-
sidered to be invalid. Finally, the center publishes
all the votes it receives, and then computes and
publishes the result of the re-voting stage. In most
cases, an extra voting stage is enough to resolve
ties. However, by applying the same method, the

_98_

protocol can be modified to contain more than two
voting stages.

Note that a simple variant of the proposed scheme
can completely preserve the unlinkability property. Let
every voter request two independent tuples (Sx(m), m)
and (Sx(a),a,t,us,vn—), instead of the combined
one (Sx(ml|la), (mija),t,us,vn—;) of the above pro-
tocol, from the center. The tuple (Sx(m),m) is
cast as a vote of the first voting stage, and the
tuple (Sx(a),a,t,us,vn—t) is cast as a vote of the
re-voting stage if necessary. Since (Sx(m),m) and
{(Sx (), a,t,us, vp—¢) are independent, the variant ver-
sion of the proposed protocol does not affect the un-
linkability property.

In the proposed protocol, once t is determined by
a voter in the re-voting stage, it is computationally
infeasible for anyone else to modify ¢ into another t' €
{1,2,...,n} because that G and H are one-way.

In the proposed scheme, a voter has to perform 2n
extra hashing computations to obtain an intention at-
tachable vote. However, the integer n is usually small,
say n < 50 or even n < 10, in a practical implemen-
tation, and hashing computations are efficient [31}, so
that these extra hashing computations do not reduce
the efficiency of the scheme.

Through only one round of registration action and
O(1) storage for every voter, the proposed election pro-
tocol can efficiently solve the re-voting problem without
an extra digital signature scheme for a voter. Finally,
the comparisons among the four solutions of the re-
voting problem are summarized in table 1.

4 CONCLUSIONS

In this paper we have proposed an efficient election
scheme to resolve ties. The scheme realizes that every
user can anonymously attach his desired intention to
his previous vote when an extra round of voting pro-
cess is needed, and the attached information cannot be
modified by any others. In addition, the proposed elec-
tion protocol efficiently copes with the re-voting prob-
lem through few hashing computations.
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