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34(5/61"7289:;1 DNS("<=>%?
@2(ABCDEF+��G+,%?@(HIJKE

F+�LM(NOPQR%+,S"TU=(V-WX

�-<=1"T2YZ%[\]J^_`ab)*cO

%Yde]fghij�-kl.mno%YZ��(

pD�-<=("7Hqrs2kltouv(wxk

l<=%yzrD{|O}4~�(HIkl<="T

0P|��t�:�

V��h�c��P"$��������%�

�(Proxy-Web-DNS(0���-<="T�Q�klt
o(�Hq�|�%��r��:-������c|

O(�rJK|O�P��:V��1��2�b�e(

0 ¡¢£�J¤¥¦¤(Hq2§�Yd6¨r|�

e:

���� ©�+-<=ª"$�����ª�-"«ª

¬z�ª�- URLªWeb-DNSªkltoª
<=®�

1 ��
 ¯°±
�"%²�("T%³´5µ¶·©:

Hq�¸¹º "« (URL) »¼½¾¿��%"T("
«À ÁÂ=> (scheme)ª"<=> (hostname)ª$Ã
=> (path)ª�ÄÅ (query) �¤¥ [1]:PÆ%"<=
> (Domain Name) [10](/À F-% LDH (Letter Digit
Hypen) .Ç¤¥(È www.edu.tw �ÉÊËÌÍÎÏ%
°±
�""7: !"<=>%?@2(BCDEF

+��G+,%?@(HIJKEF+�LM(NOP

QR%+,S"TU=(�P IETF ¥�Ê idn �cÐ
¤»ÑÂ�#Ò<=%¡¢[2]:Ó 1999ÔÕÖ()*%
×ØÙÚ%ÛWX(ÕÖÜÝÂÞ:Ùß(aÖàáâ

1ã©%��(PYd!äb LDH DNS ��|�(W
å IDN %æç�(È i-dns.net [33] %°è.<=ª
VeriSign/NSI [32] %�-.com ©�+-<=éêëË

ì:1�-Ï�(��tí"�î�ï CNNIC [3] rË
Ì"$
��ï TWNIC [4] 5�ð1 2001ÔñòóÊ
�-"«%æç�:

 !�-ôq%õö÷��kmrlm(øf��

"«ùPklmú*P2Ùf%û�üa:ýa1%�

�þ��(�JÀklmÙfþ��t�g(¸¹��

�Z��	
(�b�O�P�-<=�"«%"Tõ

dô��°üa:

J^��km.%L(�Ù����lm.(��

h�:�P��6�bú*�V%"7õd(0À�©

³%"T�ÝWå:�-<=����(;�-<=%

����� (ôu���O%wx(ý©!km��

ONO��lm.(��h�:øq�-<=%Ï�w

D ( Partial Matching ) "X)*YZ½#På$%%®
�&6Àu�%:

V��À kl�-<=X&(pDkl"«t�

g%ù&'%[\�P����((_YZ04~O]

J^À�-"7õd%klto?@ì(�
�c��

Á)��(�Hq�1Hq�-<=g(Ókl<=�

�(=>ÄÅ¾klõd*96¼¥�+(Hq2§�

|�:

1,-.�(/0_`YZ��],1.����

�-"T��ß�06ù23%[\],4.WXV

Á)��%%���567´],8.89���c]

,9.ÀV��rJK��%��]�
À½`:

2 ����

2.1 � � � � � � (Domain Name
System)

"<=>��%��À:��%���
;<( 

ã© DNS server �.$¤¥�=>:?�%&qÀ�=
>no� IP @«:AÈB www.ncu.edu.tw DC¾% IP
@«À 140.115.17.125:D�.$/�ÉÊ��"<
(Domain)(1"<EFÜbG"< (Subdomains):HA
»I ncu.edu.tw J�ÉK! tw �E edu G"<E%
��.$:ý2�%"<�LMG"<NOJK DNS
��%�cÀPQRS (delegation):

�Ê�=>no� IP @«(D�?T=>Àq
FQDN �É9:FQDN (Fully-Qualified Domain Name) �
�R�%"<=>(È “ www.ntpu.edu.tw. ” ÓU¾VÕ
�VW% “ . ” (�É�X� root domain name) �Y�
�R��É%"<=>(Z�É Internet2[�%?T=
>\ð:]�=>Û^%y_1 DNS ���2g(
`aL/0Pbß`a�Ë DNS ���ÄÅ¾]�=
>:<=%ÄÅß>c=>~� (Name Resolving)(q
cd (Client) ùwb~�� (Resolver)(3ôÀPe�<
%|�ó�cf���()gCq�á hi]�~

��e�<0Pjd��k DNS server }4lm
(recursive) n�o (iterative) ÄÅ:lmÄÅ3ôÀ~�
��ÄÅ�cpO local DNS(�
 local DNS ÙÚ�
ÄÅ¾qÞ�r:�oÄÅÀ DNS DJK DNS &X
Å[g(/s[¾E�t%su(ÄÅdvwxsuQ

4yqÞ:�Ï�% DNS /0z{ú*ÄÅ|�(;
7|}~[\(��% DNS sz{�oÄÅ:

2.2 ��	
��
õö�
�����õÏ�*�VÉ'û�:��

.��âª��ìq�:F-��5bõö(P��@

Ç¤ 8 �@ÇÉ9(�b 256 *¤x:F-.�rô
q%���Y»(5Ù�ß 127 �(7 �@ÇJ0PÉ
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9:
» IBM � 128 �
%@�/�2�û(�PF

-%õöÀ 0-255(� 256 �(� 2 % 8 ^�J6�
��b%.Ç:�-.%.³�©(P.³��%�_

GB .j»I(�b����à�ßÊ�@Ç¤% 256
�¤x:�P�-�qÊ�@Ç¤%�ö|O:ú�@

Ç¤%¤x³À 2 % 16 ^��� 65536:q]*|O�
�`2�©0P��9�8�©��-.:

�-ôq%õöbú*(�ÀËÌ��Hq%Àk

m�- BIG5 ö(��*À�_��ôq% GB ö:]
ú*õö/ÀHq�@Ç¤%�ö|Þ:BIG5 öÀ34
!ËÌª����%��km.�ö|Þ(J,�@Ç

¤%�1 0xA0~0xFE ��(,-@Ç¤1 0x40~0x7E
  0xA1~0xFE ��:¡¢(J,�@Ç¤%��@Ç
À 1(,-@Ç¤%��@Ç06À 1(506À 0:

GB öÀ�¡%£¤l>(À�_���G¡¢ö%
¥¦:ôl>� GB ön�¡ö:?�Àlmè.%�
ö(34!���_��r§�¨ì�:GB ö%�ö©
ª1 0xA1-0xFE ��(ú�@Ç¤%��@Ç/À 1:

GBK [8]����_%�G¡¢«¬ö GB18030K
®R«¬(À«%è+£¤,�.� :̄ GBK °©��
zÊ ISO 10646.1 �%°Ï CJK è. ��(�b�±
¬:GBK h�q�@Ç¤É9(²@Ç¤1 81~FE �
�(³@Ç¤1 0x40~0x7E r 0x80~0xFE ��:Z�
´Êkmrlm%.ö(�Pf��.(ùb GBK l
mr GBK km��(È GBK kmµ¶·r GBK l
m µ�· :

É 1: �-õööð©ªÉ (* É9r ASCII ©ª¸
¹)

ö ð ,� Byte ©ª ,- Byte ©ª

ASCII 0x21~0x7E

BIG5 (CP950) 0x81~0xFE 0x40~0x7E *
0xA1~0xFE

GB2312 0x81~0xFE 0x81~0xFE
GBK (CP936) 0x81~0xFE 0x40~0x7E *

0x80~0xF1

É 1 À�)?�õö%©ª"É(*9�-õö%
,�@Ç¤%, 8 bit � 1(ý,- byte %ºÙ�Â:
BIG5 ö�r ASCII ©ª¸¹:¸¹g(�M»¼��
È “ @ ”ª“ | ” ª” } ” ìì(1Cq�½bDõö%
,� byte �}�t¾\%¿�PÀÂÀ�@Ç¤%�
-g(d�ÛÁ��ÂF³��ýÃÄ~�:

ISO 10646 �#¡¢Ò¤Å ISO ÆÇ%���ö
¡¢(� Universal ultiple-Octet Coded Character Set l
> UCS¯ [6]:ISO 10646 %°û�Àb 32 bits(È
��4� 8 bit:] 4 �É@Ç( UýVU=�ÊÉ@
Ç (G-octet)ªFÉ@Ç (P-octet)ª"É@Ç (R-octet)  
ËÉ@Ç (C-octet)(�ð�É�ö½��%Ê¤
(group)ª.F (plane)ª" (row) rË (cell):ÌÊÉ@
Ç FÉ@Ç%�/� 00h g(>�µ�V©+-.F·
(Basic Multi-lingual Plane(BMP):ÌÍÎ��sHq
BMP %.Çög(0PÏÐÊÉ@Ç FÉ@Ç(¡ý
ý�.Çö 32 �@Ç¥Ñ� 16 �@Ç(>�
ISO10646 .Çö%�VFû�0l>� UCS-2 (̄J
�50Áf! Unicode:UCS-2 ÒÓ�ÔÕÖ2)**
+,%×Fû�P���%�öm�:J�%è.Ï�

>� CJK ��è. C R��(J RµV(K RØ
� :̄ý��Ï�(�ÔÊÙQ���_% GB 2312ªGB
12345ªµa�è+3q.É·ìOÂ¡¢%è. ��(
P�ÙQËÌ% CNS 11643 [9] ¡¢�, 1ª2 .F�
Vìf! BIG5 �ö ª̄, 14 .F%è. ��:

UTF � “ a UCS (or Unicode) Transformation
Format ”%¥¦(UTF-16 ®�ÚÛ� 32 @Ç% ISO
10646 . Ç ö n o � 2 n © � 16 @ Ç %

Unicode[7]: !a1À ASCII ÕÖýE Unicode Õ
Ö(�PÌL�� Unicode ÜòÊP Unicode �õö%
cf��nCq��
(Ý2ùÛ"$5ÞnCq

�ª3�ÁÂß¥ú� 8 @Ç%@Ç¤(�¿ÄÀàb
c0 áÑö(Õ�³�� Unicode �¡¢â%ãBÙ°:
¡� Unicode �ö�¼ä�ö(Ùvåò c0 � c1 á
Ñö� (c0 áÑö�R%À�ö� 0-31 % 32 �áÑ
ö(c1 áÑö�ºÀ®R 128-159 % 32 �áÑö)(
ý c0 áÑöÀ1 8 bit .Ç½���báÑ&6%:�
Ê6� Unicode   ISO 10646 .Çö6æ�34!
ASCII ÕÖ(Unicode ÁùWX UTF-8 [36] �ö|�P
~ç[\:UTF-8 ®�ÚÛ� 32 @Ç% ISO 10646 .
ÇönÛ� 16 @Ç% Unicode no�©� 8 @Ç%
@Ç¤:

2.3 ���
 !lm.%©ª��Ð(økmnlmg(©�

©D�no(;À lmnoèkmg(ºù3¾ã©

[\(1 µè.lkno%éêe ëì· [29] �b
íî(V.��.zJ�$Ï�(�HAI��:

lkto%?�[\1!PE4$B

1ª j©lm.àálÒ%F¬°E(�L

NOíï¾Û»%km.(ÈB lm

. µ�· rkm.% µð· (km

% µñ· rlm% µò· :

2ª klmE��DC(AÈB lm%

µ�·DC¾km.06Àµ&·(

nÀ µð·(¸¹wx2E-çÂó

��^:

3ª lmDkmj©ôõÀ�D©%D

C(ÈB lm µö· DC¾km%

µ÷· Ïª µö· øª µù· ú(

dû2E-çÂ:

4ª kl.õöÙf(lm.Hq GB(k
mHq BIG5 ö(ú��ÙYd(b
M.ö½bYDC%.ö:ÈB lm

GBµ�·�½bYDC% BIG5 ö:

2.4 �������� (Multilingual
DNS) �

2.4.1 ��
"#"$%ü4ýþà��°±(1ÕÖ)��¶

��%��?�E(�"#"$	P
c% IP �«�"
<=>à¥�µ°±¸�Æ��·�"$
Ù:¬�"

#"$2}RÂ=>r�ö%T�>� Internet
Corporation for Assigned Names and Numbers
(ICANN): ICANN &Y%©�+,"<=>��
� (Multilingual Domain Name Service(l> ML-DNS)
�YZ��rØ\��Yã©EF+Hq�G�®(ý
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IETF 5¡¢¥�Ê IDN WG [2] �cÊ¤»_`ÑÂ
YZ%¡¢:

�×���©�+- DNS %��|O�b1
*(,�*À�z� DNS 6�^%�p 8 bit .Ç(
DNS ÁÂV�J0P�p 8 bit .Ç(sÀ¡�Yde
%Z�Û�Ñ1s6�p LDH %©ª:]*|O%�
�JÀ1 server d�§�(6���%×�©�+,=
>%þ�:,-*|�À ÁÂV�¯�(�ÁÂV�

6��p��%©�+-<=
�(È EDNS [18]ª
DNSII [19] ì:J%�$À=>0P�°�DÙ��(
 bÛ» DNS %!":;À¸¹Ó Server r Client
d¾�b%Cq�/¸¹#¯$%:�
�*|OÀ

&'rab% LDH DNS Yd(�b%©�+-<==
/1 Client So¥ ACE (ASCII Compatible Encoding)
<=vpXÄÅ [38][40](ã©% ACE |�ÛWX(È
RACE [17]ªLACE [20]ªDUDE [37] ìì:�q¢O%
�$À�°Yd! ASCII LDH DNS(server dÙu��
`a%§�]K! tunnel %��:B$ºÀHq�¸¹
E~(m�6Hq©�+-<=(ýE~% binary Client
�(b06Ùváß DNS tree )ÄÅ(%nÆLM»
Â% server ÄÅ(*� DNS PQ%[�e:ý+¢g
%<=%*9Ë� (presentation format) àáÙvr�
pË� (transportation format) YfÊ(ýÛ,�pÀÛ
b DNS %��»-:É 2À1*|O%��:
É 2: 1* ML-DNS |���É

ML-DNS �� �� ��

$%� 8 bit
Clean

Windows H q �
dN¹E~(m:

server dÏ�§�
�0��×�:

Ù�°Yd!

ASCII LDH
DNS:

§% DNS Á
Â

&'!"r��%

?@ ©�+-:

Ó server ¾

client �b%
�¸¹§§(E

�.0�:

�©�+-<

=n� ACE v
ÄÅ%|�

�°Yd! ASCII
LDH DNS:

Client E ~ n
ö(/0(¿�

^e��V

§§[\:

�pË�rü

aË�ÙYf:

2.4.2 DNS ��������

������	
DNS%ÁÂ�(�½bWå�VÁ1%&6(§·

%&6nÁÂ%§%(Ù�1ab%��2
c:�ý

©�+-�u�DÛb% DNS ÁÂ�$%(;ÀÛV
%ÁÂBC�VÁ1&6(HI©�+-% DNS rÛ
b% ASCII DNS Ù��°Yd�â:AÈ©�+-<=
%ÄÅáß�ËÙ2§ä% LDH ASCII DNS g(3
DNS messageË�4Yf(;5B�V%èCÁ1(Ù6
 6Àà%bßZ6^�ÄÅ¾��%
;:


����
Ûb DNS %ÁÂ(D!<=s�Ñ1F-�³.

% ASCII ©ªõ:ø�½b78öð¡�%[\:;À

1©�+- DNS þ�g()*Ùf%+-(È#Hq
Ùf%õö�q DNS �p(;A½b9@0P¡�ö
ð(Js6 <=V�»%�M»e»ÀÚ(ÈB.�

%³ö©ªªXa%:^röð]LM ccTLD <=E�
¾%ÄÅ
;(Jöðr ccTLD bYZe].�%Xa
r�
-bZì(;/K!Á)öð,;��ÀÚ%<

)ýà:È#böð¡�(º0På=©ö>z�â%

�~(¢�D�*öð<=/×�)QD{%>z(1

��L?%¾\2�|�:fg©�+-% DNS �6
bß<=nö�(^%ÀÚ»Ùöð(}ýnöÄÅ:

“ \ ”�������
1�@AHq%=>���(m BIND [5] %�c

�(�Ê zone file �%zä�� " \line-feed "( BË "
\tab " ( C D " \blank " � Email E � ”
abc.xyz@foo.bar " �% " \. " �}Ê " \ " %��°
º:;�-.ö%,-@Ç¤(b 8 bits %(5b@!
ASCII ©ªõ%:!ÀJùF2�-õö�,- byte %
“ \ ” .ÇrF-.�Ù��Ð¦%[\:

GËI(" \ "ÀBH.Ç (escape code)(¡9»¼
IõE%LM»Â��u»Â��(; BIND �c%é
ê
;06¡�sb 7 bits data(D 8 bits data�½b»
ðéê(]JJ¥ “ \ ” ��ÃÄ%Û¡:��|F(
Microsoft Windows% resolver KÀ 8 bits enable(;ß
)�Êr µbÃ%· BIND DNS server Yd(bM¦¤
ù�L� “ \ ” MN(bMºùD�-% ” \ ”±�
“ \ ”()bÙf%�V:]5À���µèOYd·[\:

�������
F-<=ÀÙ��Ð¦%(ÈWWW.YAHOO.COM

r WwW.YaHoO.Com ÛÁ�Yf:ý©�+-õö�
b(PNO¾\©@Ç%©�+ör ASCII &'%¸
¹(È BIG5 �%µQ· (0xB6 0x48) rµR· (0xB6
0x68)(0x48À ASCII �%�¦ H(ý 0x68ÀÐ¦ h:
1N�-¡9n multi-byteªMulti-lingual %¾\6¨
E(]úS
;ùÛ ASCII LDH DNSÁ�Yf:�D
%|OÀ�6�¾\]À�@Ç¤%©�+-
;(�

X�DgP���-.ö�L@»�D�0:

[\»Q DNS cache:1Ù��Ð¦%ôõE(J
�Tm%âó@�ÀYf%(È#�- DNS rUF³
DNS�xHq(UF³ DNSÄÅ�-<=
% cacheJ
ù�Ð¦Ù��(1VW Local DNS %X-g(DÄÅ
%�-<Y'Ù^%èC:

2.4.3 ������������
 !©�+-%uv(P (1) �zHqV�<=*

9((2) <=%®���e((3) Z[äb ASCII LDH
DNS Yde�?�%7|:�P©�+-%<=Hq[
\(�\]k ” ©�^%<=�� ”:^» (2001 Ô 6
_) % Internet draft�( µP®����% DNSâ�¦
,· [27](WX��1�^ (layer) %��»Wå DNS
%<=®�&6(rËÌ¬�&8�%�-<=��%

©�^��EôY`:

©�<=��0��1��^(,��À¬�%

ASCII LDH DNS(WåF³<=%ÄÅ&6(,-�À
ML-DNS(Wå©�+-<=DaF³<= [28] � IP
@«%DC(,1��ÀWå<=®�%Web-DNS®�
��:P�A»I(,��Àäb% ASCII DNS(5J
ÀÛV% www.ncu.edu.tw DC¾ 140.115.17.125:,-
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�ÀML-DNS�(“ �����	.tw ” DC¾[�%F
³=> www.ncu.edu.tw (“ �����	.ËÌ ” 5D
C¾0bð%[�=> www.ncu.edu.tw (f��c
“ ��.tw ” ÀRÂO “ dns.��.tw ” ]Ë DNS �
�:ý “ ��.��.tw ” À ” ��.tw ” zone file %�S
�z(dÈ “ ��.��.tw ” ÀÛÁ�0¾\[�bð
.� (Unique Identifier)(J0PbDC¾�e% IP@«
140.115.17.125 ]S�z:,1�c(À� “ ����
�	 ” ��� “ http://www.ncu.edu.tw/ ” n “ ËÌ�
� ” ��� “ http://��.tw/ ” %Web DNS:

¬�ËÌ��_�Wå%�-<=��À�Fú

q DNS (1�c2K!,��r,-�:J zone file
�â1 BIG5ªGB � UTF-8ì©*É9O%<=
;:
J� BIG5 r GB %klDC(ÀHq�1æçyzg
Ûfyz%<=�?�<=(vPµgkpl·nµg

lpk·%|�( Hq�DklD{��D©%.m

ÏhQ4%���DC%kl"< [39]:�Ê<=®�
<)(TWNIC 5�q local root DNS Wå Error trap%
<)(�ÄÅÙ¾%�-<=RkL�ËWeb server:i
Web server Wå<=% partial matching ®�&6(v 
Hq�$%J�%½#(]ÀK!,1�c%

Web-DNS:
©�c%�-<=��0PZ[èOYd

(Backward compatible) � � j Y d (Forward
compatible): !¬��©³% AP server /ÙkI ML
<=(�P/0¸¹bß UNAME [28] »[�èOYd
e:UNAME À Unique name/Identifier %®l(Ûm»

�[�e��¾\�q(1Hq2JÙ6�i identifier
*n0¾\er[�e:Z0PÀ�Ù{nöop%F

³=>ªACE =>(qÕ[�%r³5À0P%:Hq
�bß,-�% ML-DNS ��-<=µSo·�
UNAME(vP UNAME ),��% ASCII DNS ÄÅ
X IP @«(PSo�
%=>»>hÛb% AP
server(AP server 0P¾\]�So
%=>(J0PY
d!Ûb��:Ý»Ì AP server 0P¾\ ML =>�

(©�+-=>1[�0¾\%stE(5À0PÌ

Unique-name/identifier(]guHq�bß,-�
ML-DNS J6Ó identifier �zm¾ IP @«(P ML
=>)â� ML-aware AP(J6Z[Ý»uv%�jY
d:]Mb¾\�-=>%6¨% Web server(��%
Proxyªfirewall ì(/0>�� ML-aware Application:
¬�%����ÀP CNAME vÌ UNAME »Hq:
; CNAMEbj©�ÑÙ6rJK RR>z�â:

3 ��������	
V.?�(_�-<=1��"7g%[\(»ð

À¡klmÙfýw'%� :

3.1 ������������
/0P� 1I�P�-<=��"7�06Y'%

[\(����tx0��ú*ôõ:�ÀÙbß��

���(��*Àbß�����:bß�����g(

URL parsingª�-<=~�ªpXyv/À Proxy
server ��:

���������	
��
�

�������

�����	��������
�����������	
��
�

��

��	���������

���� !"#

���$
%�	
��
�

��&'()*+,-.

/0�1

23

45678�
9

:;

&'()*+,-.

/0�1

23

45678�
9

�

��

�

<=�1

� 1 "7��ß (*��-"«��
06ùX[\%Ï�)
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URL���� !�"#
²z(Hq�¸¹1���%µ@«"·��(n

$%���-% URL:Ì����¾��EF-%"<
=>g(���06À�z�Z{|}ªnáßLMn

o�pX DNS ÄÅ:13¾�-% URLg(?�0�
�E"Ò*4�B

(1) �zpXB~aÛûpXbßE�%~�

�n��% proxy server k DNS server
ÄÅ:

(2) no¥ UTF-8B¬�% browser�c2»
I(]À���©%Ï�:Z3ô�ø

¾���Cq�rcf���ï��

Ã�éê%�3nö:bMôõE(.

�ÛnoÊú^(bM ending byte Û�
�}Ê(bMno¥��*û��
(

�NO��:b%pÆ�ï�ùn¥�

*Ë�(p2 DNS ÄÅg÷P 8 bitÛ
ûpX:È�km�-�% Windows �
IE 5.x( �µ��P UTF-8 �p·%�
�ò(E ASCII .ÇJNOPÛûp
X:

(3) n¥L*û�% ASCII .�B JÈfn

o¥ UTF-8 %[\��(Ùf%
browser bÙf%4�:È Netscape
6.0(ù� 8bit .Çno¥ %HH %É
9O(pO proxy server:ý IE JùÙ
ùno¥ %HH %Ë�:

(4) {|ÙpXB��% BIND �1 UNIX
��×�%~��(/ÀÙ�ã 8 bit

;3ß:�HÀWindows IE Browser 5
bj©ö�©ª¿Ä
{|%aQ:

§©í�%éê�[\0P1 OpenIDN %"7�
I [11]:

1pX DNS ÄÅ��(URL ¸¹zÛ��¥
Host r port ìÏ�:URL % Host Ï�(V»À�a
DNS ÁÂ%°º(s34 A-Zªa-zª0-9-_(�-<=
���
(URL ��ùbE ASCII %.ö: !�Ï
�%.Ç��e� (parse routine n function) 156�
ñ(�½b7|¾ multi-byte %[\(ø�-.ö�P
b “ @ ” .Çg(Èµ�·ªµc·%,-@Ç¤(Jù
Û~�¥ mail URL n ftp URL �%E�r?T%�Ö
.Ç:1���~��
(pX%ÄÅJ�Ê “ @ ” �
F%Ï�:È “ http://���	.tw/ ” J¥Ê “ http://�
	.tw/ ”:ÜbM��� (ÈBOpera 5.1) ùz��I]À
N!% URL:¬�pD Microsoft IE 5 %~ç|OÀ1
´b” @ ” %�-<= URL�F�2ú� ” @@ ”:

F-<=À�Ð¦Ù�%:PÙá�¾J�<=Ï

�°Ïn�Ð¦(ºbM�-<=�pÃ.Ê:È�µQ·

�¥Ê�µR·:ý�Ï�%���/ù�<=n�Ð¦

�pX(�P�H�q URL escape |�(��-<=%
¥ %HH % ASCII É9O(32r ASCII ©ª¸¹%
ö(ÜÀ4Ù3:

$%&'()*+,-
 - � ( _ � ( / 0 2 � P < = � � �

(name-based) %��?T(Àf��"T���(P<
=»��Ùf%"7%|�:�ý !]*|�(âI

"7���D! Client Èa>hZ��:JP@AHq
% freeware apache httpd [13] »I(Z�b���ö¿
Äyv%"<Àà^:]�¿Äù�´bE ASCII .
Ç%<=>hÁ�ÃÄ (malformed)(HIyvÛ��:
f�%ôõ(5&'1@! web server r client ��%
firewallªproxy cache ì2:�Paâ%~O�(¸¹�
web server r proxy cache �ÐÏh%$%(ó�D
hostname ¿Ä%�Ñ(�6� browser P�-=>yv
èC:

��"TbÊ�-<=%gu(â�i"T%=>

5Jâ©Ê:È “ ËÌ�	.tw ” Àkm%É9O(5b
lm%É9O “ Ë �¡.tw ”(5bF-%É9O¢
www.ntu.edu.tw r w3.cc.ntu.edu.tw(qÕ IP @«%É
9O¢140.112.8.130:]Ò�É9O/�Éf��T:1
]�Ë"7���2(Psb��"T%gu(£Ù`

Èa>h(/�Éf��"T:;È#ZÀ�ËWå©

�"T"7%��?T���%¤(���-%��?

T�
(J¸¹·��-<=%¾\6¨r=>5Â:

./$01234"#
Ì Web server kI�-<=%É9O�
(/0

�6�Pkl�-<=)��i"T:;È#Pkm<

=)��õd�lm%"Tg(nlm GBö<=»�[
kmõd%"Tg(/006ùû¾¡��¥½bE~

��ýãBÙ°%"7(nqÕûÙ¾"7:]À¡�

Web browserù�x¬%dõdöð(�"«Q�nö(
;Jö�©ª÷EV�+ö©ª�\:

HA»I(1��km BIG5 <=�[lm"T
g(È” http://�¦�	.cn/ ” (/00PÓ DNS 2ÄÅ
¾]�T% IP @«(j�%y¾"7E~:i"7õd
ÀPlm�-É9%(ý+"7�%�¥/ÀPYD$

Ãâó%:Ì����â�i�¥g(ùwx�ÄÅ"

7%�ö|� GB( �Q�nö� “ http://§¨
© .cn/xyz.gif ”n “ http://§¨©ª.cn/xyz.gif ”:È#¡
�]�klnoræçg1Â�%.öÙf(ºNOÄ

Iino
DC"«% IP @«g(i"T�¥Jù¡y
Ù¾ IP@«ýNO*9:ÜbMôõ(Q�no�
%
ö¡�NO3ßnö¦¤%ö�©ª¿Ä (range check)
ýY'” /? ” %rö(ºNO«�¾^%�¥:È¬
�	%µ¬·(n¥lm�
À µ�·(0xE0 0x8D) ,-
Byte 0x8D �X BIG5 %©ª(JÀ��%AG:

��(Windows%��®¾¯CÙCi ¯öðn
o(CiÈan(.öag�Á�Yf(ÀbZ=>¢

Þ (NamePrep) [16] %[\(¬�°N¡¢ÂÞ:

12$%5678
ËÌ%"T�©/ÀPkm�?%(ý�_%"T

�©³/ÀPlm�?:�³%"TbfgWåú*�

V%"7*9:3�s�����.,?@(1kmþ

�E(50P*9lm%"7:Ùß(km%Hq�û

Ù��lm.m(��lm.%Hq�(Ù±IûI²

km.:�PkltoÀ¸�%(�"7õdklto(

0P11��|¯�(�À1qcd(-À1 Proxy
server(1À1 Web serverd:

(1) 1qcd%~ç|Þ�ô±(3ôÀ Hq

�æ³Cq�(iCq�WåÊkl.

,�nö&6(kl��Oì(0P�Á´

2Xa%.ö�z�klto%�c:Èµ
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¶· [14]ªRichWin [34] JÀ1 Windows
ëËEWå�µØ-*9�����:

(2) 1 server dWåklnö%|�(b�q
�¸.D.%klDaÉ(PJ��*öð

�?(noY'n�;Y'��*�V%"

7:5b�q¹º%klno���(n

reverse proxy %|�(¹ºDL�T%��
*�V+,�no�(Èµûè1sX�

���· [31]ªµ»Hkl3· [35] ìJ
À]*e¼%��:¬�Üb%À�qL�

CGI �(DL�"7nö(/0��½g
1 server dnö:ÈB"¾ Openbar [15](
¿ÀÁ%klto� [16] ì:�/ÀP
Hq�Â�¿no% URL(� CGI ��
�«�(no
*9:Openbar �qJE~
�(WåÊ~Ã(|�Hq��¬���

URL pÆ»Â CGI�klto:
(3)  �����»Wåklto%��(5À

Eô|�%:Hq�s�� proxy5Â10
Pklto% proxy server2(�0�$q
f�%öð��"7:;¬��NÆò�

%klto proxy server:

3.2 ��
�����	
Ä½¬��-<=klt���þ��(â1%[

\0��PEÒgB

z  ¯�-<=Å»%[\B

(1)�- URL~�[\B�- URL %[\À
¡�PÆ URL % hostname Ï�(�½
bE ASCII .Ç(!À�-"«�%�
-´b»¼.Ç(È “ @ ” n “ \ ” (1
�Ù6���-.%ôõEÛÁ�F

-(�\���� DNSNO^~�]M
�-"«:

(2)"7��)¤¥¥?b Web Serverª
Proxy cache serverì(5¡�D"«%E
ASCII �¿Ä(ýkÙ²�-<=:��
À�-<=% Virtual Host [\(¸¹·
��-=>%5Â:

(3)�-"«klt�g( !"«ùwx"
7õdöð�Q�nö%�c(�\"7

�%Æt06E~Ù°:

z kl�-Hq��B"7õdklto[\:

z Á)��Hq[\B�-"«��d��Ã(

u��MÈ"«®�%<)&6:

pD�-"«Å»%[\(1Web server ½b°F
e%kI�-<=g(¬�%~OJÀ�bß,-�%

ML-DNS H�èOeYd:JÀ��-<=���
UNAME(vqi UNAME %=>)��:È “ http://
Ç µ � 	 .cn/ ” Û J UNAME S o ¥

“ http://www.hunu.edu.cn/ ”:ºkl"«%È��Ùùb
[\:

¬�â1èOYd%|�b Client d%~Oªr
proxy d µSo�� server·ú*B

Client dE~nöJÀ1 Client d µSo·�-

<=�F³�� (ACE<=)(�d5]MX9%F³<
=/¡Ydý°Ûó4:Z%[\ÈEB

Q1.sbèOYd(�Ù06bÝ»% 8bit
multi-byte .Ç<=% DNS:
Q2.D�� Client d/�E~nö:
Q3.nöÉÀ×�1��Ù^Â% UNICODE íÉ
%&Ê2(ý+â�"ÙË:

Q4.E~nöÌÍ tunnelµ��%nkÄÅ·(Ùf
YÎ»ÙYtÏÐÙr:

Q5.�bÑ�YZ server 4uµ5Â ACE <=·(
ýEÙ{op%ó4:

��(So�� Server 0PZ[�jYd(È#Ñ
�%YZ Server /àÛ5Â+6¾\æç%�-<
=(So� ACE UNAME JN¸�:¢g%�OÈEB

M1.µSo��·server ÙvÒ�So(ýÀ�Ó
ClientÔQq�-<=34:
M2. Client dÙvu�5ÂRk��%µSo�
�·Server(ýÀ�aÛb%F³ DNS ÁÂJ0
34:

É 3 À Client d ACE nö�So�����ú*
|O%��:

É 3: èOYd|��Ar�B$��

���	

�


�� �� ��

Client d
ACE n

ö

VeriSign/NSI
[32] ª I-dns
[33]

Ù§% BIND
DNS server (
m

E ~  �

%B$

s b è O

eYd

TWNIC �q

proxy.pac �

�-<=�k

S o � �

server:

0Z[�jY

d

s W å S

onk(J

¥ � - <

= ½ b *

9:

So��

server

V��(P

Proxy server
� ”So�
�” server:

Õ% Proxy
server(0PP
èOn�jY

d|À��Å

[ 0 � Ö

proxy.pac nk
|O

u� Proxy
server %:
�?@

Z!kl"7õd*9[\(1 Client d( Server
dr proxy d1*~O�(PK! Proxy d%~O�l
Lýb!:Ó"TWå�%X×»û(K0Ùqv©¢

Þ���V%"7nØÙ¹qklto���(ýÓH

q�%X×»û(5Ùu�æ³�Ú&6Û�%Á´C

q�:ýklõdto1 Proxy d�0��:É 4 À
1*|O%��:

�WåHq�<=��%<)(pÆ,1�

Web-DNS®�(ÜÝ$0P1 DNS dª Client dªP
� Proxy d:Web Client dÜÝ% Keyword��(ùH
I�bNÁÂ.�/3Æ»Â%®��¾ÄÅ(�Es

À®�<=�?:Hq DNS d%|�(sb�� (Top
Level Domain) % DNSÞxWå]�&6(¬�5sb
TW ccTLD % TWNIC bWå:]M&61 Proxy 2�
��ÃÄ<)(b=E~%�$(§0PwxJK%®

��¾(�Hq�§|�%6�y¾¿��%�-"

T:1*|�%��ÈÉ 5:
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É 4: )*klõdnö~ç|Þ��

��	

����

����

�� �� ��

Client d
Cq�

µ¶·

RichWin
0WåÁ´þ

�E©�+-

%*9(�

�:&6Ùs

pD"7:

Hq�¸¹æ

³Cq�:

è"��

»Hkl

3

¹�klt

o(!"�

^"�:

6���X�

[\:

sD»Â?T

Wå���V

"7:

Server d
( n

reverse
proxy |

�)

Cgi � spDL�7

n�7%u

v:

l�:

ßàªHqÙ

�(��b

browser
plugin w x

Hq:

Proxy d V�� Hqd�(D

!�b�-"

T40:

¸ ¹ R Â

proxy server:

É 5: )*<=��%<)%ÜÝ@�r�B$��

����

��

�� �� ��

DNS ÜÝ TWNIC
% local
root ÜÝ
O

Web-DNS

�°'¾<=

<) trap %
&6:

áb��

DNS%�-<
=æç
;

�q “ * ” %�
O(HI ping ì
éêâÄ:

Web Client
ÜÝ

3721.com
[30]
IE r

Realname
[21]

wx keyword
��(�tJ

0Py¾DC

% " 7

URL(ýE"
«:

¸¹E~(�b


;ÜÝ¾»Â

%®��¾Ä

Å:

IE =E~(;Q
ã&6Ù��(

ÄÅE user �
Qä:

p D J

Directory �

(ýE<=:

Proxy Ü

Ý

V�� =E~(Hq

|�

 Proxy d
ÜÝ(0¹å

HTTP ÄÅ:
wxJK®�

� ¾® �"

7:

¸ ¹ 5 Â

Proxy:

�x�î(1 Proxy server 2}4<)(À¬��
L�+d�%|Þ(0�æ~çHq�-"«ù3¾%

��"[\ªDklõdcnoªr Web-DNS <)®
�ì�æ�x(5�ç�!©³% DNS resolver r

server(m(0ç�&8:50��§oÙf%noOr
Hq|�(56RÂb�-��6¨% DNS server ýÙ
¸�è$% Client dàb%5Â:�PV`-WX��
c�� Proxy-Web-DNS %Á)��(»~ç2î[\:

4 ���
V < ) � � À P � � L � � � � � �

(Proxy-based):?�À Proxy serverªWeb server r
DNS1�Ï�¤¥ (l> PWD)(��È� 2:Hq�À
bß HTTP ÁÂ¼2 Proxy Hq:Web WåÊHq�
�F(DNS ºÀÌc<=<)®�%
;»Ù��-<
=%~�:

Proxy ��	
��1�¦¤B �ªÀ�d¦¤(-ªÀ Proxy �

ï¦¤(1ªÀnö¦¤:

�ª�d¦¤(J?�&6ÀB

(1) ¾\Hq�Àààá5Âé³
(2) ��Hq�ÄÅML-DNS % UNAME
;
(3) wxHq�é³(çÂ�- URL ��|�(
pÆE�� Proxy �ï¦¤(n¯&X¸�
�î:

Hq�0P5Â%é³?�bú�(�Àêë%ö

ð(kmnlm�-(nÙno:

-ªÀ�- URL %��¦�(í�é³�&qÈ
É 6B
É 6: �- URL��¦�I�

URL���



 ! "#

1ª��ÄÅ  '���@«"*
9�-(; Proxy �
���� CNAME/IP
v��«�:

èOYd(��d

&'�-Ûû:

2ªÄÅn« f 2 ( ; �

CNAME/IP ��
è
Cµnk·�î:

èOYd(��d

<=ÛSo:

3ª�V��  '�-"«%Ûû
ÄÅ�[:

d5 Web Server
kI�-<=>

h:

4ªQ� � - " « Ä Å ¾

CNAME g(º��
�ÄÅ]ÄÅ¾ IP
g(ºP�-"«Û

û)��:

d 5 b y _

CNAME %�è
OYd:

�zy_ IP �
�0¾\�-<

= server:

Hqkm"«È��_lm"Tg(Þq 1ª2ª4
%5Â: !lm"«%y_���(/´b CNAME(
+�©³ÙkI�-%>h:È�km"«%"Tg(

Þq 3ª4 %5Â:;bgÜÀùF¾ Web server Ùk
\km<=%ôõ(0Po¥ 1ª2 %|���:
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¢�(V¦¤ÜÜÝ IE 5.5 @«"NÁÂ(
N ” . ” ( nN ” www ” % . � ù n Æ ”
auto.search.msn.com ” %ÄÅ%�(Hq�0PÏ)
“ http:// ” �zÂ��-<=(}�V��%<)®�&
6: !0PÜÝ¾��.�(/0�12F�Ê�M

<)(È “ telnet �-<= ”ª” mail user@�-<=%
&6 ”:/0bßWeb-DNS%ÄÅSo(��-<=S
o¥F³ CNAMEªnMX RR('¾��Hq%&6:
��/05Wå®��¾%Hq<)(È1@«"Â�”
g ì í � ” ( º ¢ U î � ù Ü Ý Û ¸ � Õ
“ http://www.google.com/search?q=ìí�”:

Proxy �ï¦¤?��c��Hq�)â� Web

Ù(�Wå��&6:Z0P�zâ��d% Web
server(50PrJK% Proxy peer(�ï���:nö

¦¤ù�xHq�é³(çÂno¬%öð(�+��

"7%»ÙöðcÀàno%�x:bß¢¦¤("7

õd�ùklto:

Web ��	
Web ?�bú�&6(�ÀWåHq�5Â�F(

-ÀWåWeb-DNS%<=®�<)&6:®�%yvÀ
 Proxy k DNS ÄÅÙ¾�-<=gnký»:®�
%ðñÀzÄÅ DNS vÄÅ
;<:<)&6%®�
WåÊ AND “ ; ” r NOT “ ~ ” %
K&6(0PH®
�%©ª¥Ð(ÈHq�0P�� “ òó;�Ð;µ ” j
�%y¾ ” òóôô�µõ�Ð ”:��(¢�FÜW
å�®�.�nk¾JK®��¾%&6:P|�Hq

�ÄÅ<=P�%¬zn°-¿u�(� 3 �V��
%®�½#�:

� 2: �����

� 3: �-"<®�½#
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��/051 Web �FWå URL �� server
%¸�&6:Hq�PÙï§% Proxy 5Âªý÷N0
Hq�-"«%þ�g(/0Wå��*%ö:�z�

q PWD % Web �F:ÈUser Hq ”http://pwd.ncu.tw/
���	.tw “ g(PWD�ù¾ DNS �ÄÅ(� ”��
�	.tw ”So¥K%F³<= “ www.ncu.edu.tw ”(èC
Hq�¸�Õ “ http://www.ncu.edu.tw/ ”:

DNS ��	
DNS V�À�Ë�Fúq% ML-DNS(?�&6

bú�B�ÀWå�F-"«%~�(-ÀÌJZ

ML-DNS % Cache DNS(�<=
;ijY»(åO
Web-DNS %®�Hq��FHq:

5 ���
V��æ³!�Ï�LÍÎ(J�b� Pentium III

800Mhz CPU( 512M ?�Tm( 100M ÷ø"$�:

cf��� Linux 2.2.17(�- DNS Hq cBIND 8.2.3
�V(Z%Q BIND 8.2.3 [5](?@�-<=þ�:�+
 .tw % DNSPQ zone transfer �-<= zone file:

WebÏhHq apache 1.3.20 �2 virtual host % patch(
� hostname %¿Ä�Ñm}(õù mod_php4 ¦¤(
�Hq Mysql 3.23.36 c�
;<:V��NÊr proxy
server YZ¦¤�(4P PHP [22] ú¦:Proxy�q%
(mÀ Squid [23](áb%¦ URL %6¨(º Wå�
� redirector %�d¦¤(Squid 0P��b%yvûb
ß redirector (� redirectorçÂÀà%¦]� URL:/
0%¦��6Wå squid j��ßü¦¤% squid filter
module [24] »�c-tnö%&6:�
kltonö
e�ÀHq autoconvert 0.3.9 [25](�Ú�q.:ÀÚ%
ýþ,klto�:

¿HqV��(su1�txB (1) PHq IE(
yZ� URL P UTF-8 �p:(2) bß Proxy Q�¤;
n��5Â(� Proxy serverRkV��((3) ��"7:
1,�^°Ý5Âé³Hqg(Proxy z�¾yvùQ�
nÆV��%5Â Web Hq��F(È� 4:5Â�¥
�0aô%|���:È�öð5Â1km(ºlm

"7ùQ�n¥km*9(È� 5:

� 4: V��%5Â�F

� 5: km http://���	.cn/
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6 ������
/01km�-% Windows þ�E(éêr

PWD YZ%���YÎ:YZ%��0��úg(�g
À©�+-<=��]��gºÀ Keyword ��:
Keyword ��ÙÀP DNS���%¬z�(ø©!�
w Client dE~ªÜÝ@«"pÆ»Â%®��¾�
y:]g������%À1=>%®�(P��ZÂ

.6�ÄÅ¾YZ URL:
©�+-<=��÷��ú�g(�ÀP Client E

~nö¥ ACE v¾ DNSÅ[%|�(P ” �-.com ”
��É:��*ÀËÌr���_�q%�Fúq

ML-DNS þ�:ACE <=��% Clientd(3ôspD
http:// �
%<=�ÜÝno�c(JZÏ�/Ù��(
qÕb%�wx� URL P UTF-8 �p%%�(àºJ
NOHq:CNNIC r TWNIC %�-<=��F2kl
<=(/IHq URL ��%|�:ý CNNIC %ö
Client dE~(ýËÌ]W%q=E~% proxy.pac |
�(r/0% PWD ��56g`(/ÀK!<) ” �
-<=.tw ” %��:É 7ÀV��rJK��%��:
É 7: V��rJK��%��
$% �&'

(/)*
+#�




,-./

��01

�2��

Realnam
es & IE

=E~ ?@ �=
;<®

�

®�Ù¾�<

= n ¥

UTF-8 ý N

OHq:

Keyword
(Director
y)

3721.co
m

E~ NOHq Wå£¤ì©

*|�<):

Web
Address

CDNR.c
om
"=.cc
© � +

-.nu

=E~ ?@ Nª�kæç

�F:

ML-DNS
(©�+
-.com)

VeriSign
I-DNS.ne
t
Walid.co
m [26]

Client E
~

?@(n¥

RACE:
H q

UTF-8

N=><)

ML-DNS
� - <

=.cn

CNNIC[1
2]

Client E
~

0?@(�

�-<=

n ¥

CNAME

N

TWNIC 5 Â

Proxy.pac
�-<=

CNAME/I
P ��(Ï
����

¬:

Directory ®

�

W å partial
matching &

6:

ML-DNS
� - <

=.tw

PWD V

��

5 Â

Proxy
�-<=

CNAME/I
P ��(�
�

< = W å

partial
matchingª�
® � J Z

Directory &

6:

7 ��
V��À kl�-<=X&(pDkl"«t�

g%ù&'%[\�P����((_YZ04~O:

J^À�-"7õd%klto?@ì:�
�c��

P��L������%Á)��(6�Á)Hq�1

Hq�-<=g(Ókl<=��ª=>%ÄÅªkl

õd%*9(�$�Hq�|�Hq:

&8�%©�-<=��ÀÙYd!Ûb%

ASCII DNS %(1�Ï�% DNS resolverr AP server
/Ü½ß	¾0¾k©�+-<=g("7%��Jù

&'[\:/0%<)��À0PZ[�-<=%èO

Ydr�jYd%��ß	��:Proxy WåÊ�-<=
%Sorklõdto&6(6�~çkl�-"«t

�g%**[\:ý Web-DNS <)��(6��Hq
�PÏh%��(y¾ï��%�-"<=>:

 ! Proxy %@��Wå©�"«<)%�
�
$(ZÙ�0P&'Hq���ªZ[ ML-DNS %èO
Ydr�jYd(ý�Hq�������P��%§

�'¾�
%!#:ø1©�+- DNS %¡¢°ÝÂ
Þ�(n�§%°Ë¡¢°Ý²�¾�b% AP g(
PWD /À�
~ç��:�
(V��Ý»��k��
�% PWD&8(6�rJK% PWDt3(�<=
;
§°(HIHq�§�|�Hq:

��
��4���G�	�?ù?', 6��� NSC

90-2213-E-008-045.

����
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