2 38
4364007 @cc.ncu.edu.tw

(Nimda)

(User Behavior Profile)

2 38
cym@cc.ncu.edu.tw

(s
)
(Sircam) (Nimda)
[15][12] (birth rate)
(death rate)
[6][18]
(virus pattern)
)
[24]
(polymorphism)

[5]

[1]



(1][S][9][10][20][22] (23]
(1]

(1]
(Off-Line)
(1

(behavior profile)

(training data)
(weight) (testing data)

[9
(Digital Immune System)
IBM Symantec

False Negative [20][22] ~

False Negative ( ) Symantec
Bloodhound[ 23]
80%
0%

[51[18]
(abnormal behavior)



(Behavior Profile)

(data mining)

CPU)

(User Work Profile)

(stream flow)

Forrest Unix root
(system calls)
[14]
Forrest
( sendmail )
mail client
(semantic)
mail client
Unix
Lane
UNIX [21]
Lane

Lane
Unix
Unix X-window

Microsoft windows

(abnormal behavior)

[17] (misuse)
False Negative
False Positive
(
o (Mailing Behavior)

(Aug 20 13:30:30 A B C D)

CDh4 ABCD

o (Behavior Pattern)
(A BCD)



(Aug 20 13:30:30 A B CD)
(Aug 20 13:40:30 E)
(Aug 20 13:45:30 A C D)

(A BCD)
3]
(A CD)

(Behavior Profile)

(Profile)

TR

i

THHTRSRENE

"{gﬂ:ﬂﬁﬁ \H}
BEIRA RS
g LEER e

E::j e

31
311

(Behavior Profile)

312
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3.2
(Dependence Relationship)

0 [0]
1 [1]
2 [2]
3 3]
4 [4]
5 [5]
6 [14]
7 [6]
8 [7]
9 (8]
10 [18]
11 [478]
4
9 10 11
1 2
«( )
12
0 [0]
1 [1478]
2 [2]
3 [3]
4 [5]
S [6]
0 [0] 0
1 [1] 1
2 [2] 2
3 [3] 3
4 [4] 1
5 [5] 4
6 [14] 1
7 [6] 5
8 [7] 1
9 [8] 1
10 [18] 1
11 [478] 1

1478
7 8
7>8
(data mining) confidence
support
confidence [17]
confidence=100%
[1478§
7>8 8>1
1 [0]
2 [1478] 7>8
8>1
3 (2]
4 (3]
5 [5]
6 (6]
6
2 4 1
478 7>8
8>1



3.3

A->B

34

(

)

(p_no) [(count) (last)| (Pattern)
0 3 620 [0]
1 122 579 [1]
2 1 11 [2]
3 1 12 [3]
4 22 544 [ 4 ]
5 1 18 [ 5 1
6 1 24 [1 4
7 5 564 [ 6 1]
8 14 90 [ 7 1]
9 14 559 [ 8 1]
1 6 182 [1 8




500 MD5
5 1
100 o
F I 17538 (4 R W
wifETEE
FiETE R
i
|ﬁ#ﬁ§#mﬁﬁﬁ
T T 100 Phase I //>
ElDlE AT
) ﬂihhﬁ i
BEERE TN
2 3 5 6 8
"Il M =t [ e Al
T
ﬂ i
100 1 '1 i
6
Fhaze I1
(last >=100) Bl A e
(p_no) [(count) (last)|(Pattern)
0 3 620 [0]
1 122 579 [1]
2 2 544 [4]
3 5 564 [6]
4 14 559 [8]
5 6 182 [18] SMTP
( (count) (last) .
MD5 Email
Email
25
SMTP(sendmail) (mail log)
6
4.1
2001.02~2001.09 1.5GB
mail client

SMTP



( mod 6)

(False Positive)

51
/
Userl30 |51/770 0.02 0.62
User1409 |33/645 0.00 0.01
User1688 |22/684 0.02 0.03
User2242 |39/734 0.02 0.02
User3101 |34/801 0.00 0.00
User4676 |18/1698 0.00 0.00
User744 |22/531 0.03 0.03
* 33.(1
* 33..(2
Userl30
(False Positive) 0.62 User130
4.2
[13]
5/6 1/6

51

Userl130 0.04 0.04
User1409 0.65 094
User1688 0.01 0.01
User2242 0.05 0.05
User3101 0.22 0.24
Userd676 0.00 0.00
User744 0.06 0.06
User1409
User3101
4.3
500
50 Testl 100
Test2 150 Test3
Testl Test2 Test3
1~500 501~550 501~600 501~650

Testl Test2 Test3
Userl30 |0.08 0.11 0.12
User1409 10.05 0.75 0.82
Userl688 |0 0.01 0.01
User2242 |0 0 0.03
User3101 |0.04 0.06 0.04
User4676 |0 0 0
User744 10.07 0.07 0.07




User3101 Test3

Test2 Test3
Test2
4.4 T
1~500 T=0)
51-500  ( T=50)
501~600
1~500 50 ) | 501-600
51-500 ( 450 )| 501-600
(T=0) (T=50)
User130 |32 011 |30 0.11
User1409[3 075 |3 0.76
User1688[9 001 |9 0.01
User2242|10 E 0
User3101/5 006 |4 0.06
Userd676|18 0o |7 0
User744 |17 007 |12 0.07

45 (FalseNegative
)
False Positive
(False Negative
)
32 2
100
User88 [User2279| User2776| User3101| User3543
User88 |0 63 100 32 100
User2279) 44 18 9% 47 40
User2776| 91 63 4 60 36
User3101) 53 59 93 6 47
User3343)93 %6 98 62 12
(False Positive )
( False Negative )
4.6
Melissa Love letter Sircam Nimda



[3][11][12][15]

(fuzzy)

10% 15% 20% 25% 50% 75%
100% 100
[18]
95% [2]
10% 15% 20% 25% 50% |75% 100%
Userl30 |51 1 1 1 1 1
Userl688 |22 0.94(x0.035)|0.97(x0.032)|0.99(x0.009)| 1 1 1 (1
User1921 (70 1 1 1 1
User2776 |29 0.91(£0.039)|0.99(x0.019)|1 1 1 1
User3101 (34 0.54(£0.096)|0.82(+0.074)|0.88(x0.062)|0.93(£0.049)| 1 1
User3543 (29 0.86(x0.059)|1 1 1 1 1
User744 |22 1 1 1 1 1 1 |1
User88 3 0.77(x0.081)|0.85(x0.07) |0.94(+0.046)(0.95(+)0.041{1 1
95%
25
47 mail Client
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