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Abstract

The benefits of hypertext systems are widely
recognized. This paper proposes an approach for role-
based access control and extends it to deal with the
applications for authorizations in hypertext systems.
We propose a role-based authorization model which
supports authorizations for different kinds of objects,
positive and negative authorizations, and a new
authorization domain. Based on this model, we also
proposed an authorization system for hypertext systems.
The administration of our system is a distributed
approach which is easy to maintain and to manage the
authorizations when the consent of subjects and
objects in the hypertext system is altered.

Keywords: Hypertext systems, Authorization models,
Role-based access control, Positive and
negative authorizations, Authoriztion
domains.

1. Introduction -

A hypertext is modeled as a network of
components related through a set of links anchored in a
source and component destinations [9]. The notions of
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links, anchors and components are basic to the
hypertext system. These links are connected to other
components and they are not tied to any particular type
of implementation or to any particular tvpe of data.
Users can navigate in the information space of
hypertexts. For instance, the World Wide Web
(WWW) "Intranet" and digital libraries are famous
applications of hypertext systems.

Although hypertext systems have been attracting
a lot of attention to the Intranet and digital libraries,
the problem of authorization has not been widely
investigated. Even though existing hypertext systems
can provide fairly fine grained access control, they
require some tools to centrally administer a particular
WWW site. But as the amount of hypertext databases
to be shared and distributed grows, the need for
effective administration to restrict access to specific
users will surely increase, and the administrative
problems of authorization may limit the widespread
usage of hypertext systems.

Both discretionary access control (DAC) and
mandatory access control (MAC) policies are adequate
for the traditional data management system [4.5,11].
But the lack of structure for hypertext systems makes
the specification of authorization to specific
unstructured parts of a component (e.g., a text, a
picture, or an image) more difficult. Hence, the
existing traditional authorization models are
inadequate for the protection of information in large
distributed hypertext systems [8,9,16]. Several projects
{1,12,13] and models [2,10,16] for supporting
authorization-based access control in hypertext svstems
are carried out and proposed. These systems. and
models have several limitations and drawbacks for the
administration and maintenance of authorization
systems. The detailed discussions are included in
Section 2.

The remainder of the paper is organized as
follows. Section 2 discusses the related work and
presents drawbacks. This is followed by a short review
of role-based access control in Section 3. It introduces
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of role-based access control in Section 3. It introduces
the concepts and advantages of role-based access
control. In Section 4. we present our extended
hypertext model that is related to the reference model
in [16]. In Section 3, we introduce the structure and the

elements of our role-based authorization model.

Moreover. we present several new notations for
authorizations for hypertext systems, such as. a new

authorization  domain. nkgative  authorizations.

considerations of different kinds of resources. In
Section 6. we propose the architecture of our

authorization system based on our authorization model.

It also introduces the concept of how to authenticate

"the identities of users and determine the associated
authorizations using credentials. In Section 7, we
discuss  administration and maintenances of
authorizations related to the alterations of
authorizations in hypertext systems. Section 8 gives
our conclusions and presents future work for hypertext
svstemns and role-based authorizations,

2. Related Work

Two projects [12,13] based on the Access-Control
List (ACL) in the area of coordinated WWW
distributed authorization have been done. One is the
Phoenix project [13] which is a distributed hypermedia
authoring system. The second project is the DCE Web

project, which includes distributed authentication,
consistent group administration across a domain,

protection of nodes with ACLs, and remote
administration of ACLs. The two projects have several
drawbacks. The granting or revocation of access to a
document requires the modification of the ACLs
associated with several nodes. When the documents are
stored in different servers. the existing systems do not
advance any infrastructure for coordinating the
administration of the ACLs.

Kahan [10] proposes a capability-based
authorization model that attempts to improve these
models based on the ACL mechanism, which provides
authorization at the document and the presentation tree
levels.

These models have several common limitations.

One is that if two documents belong to the same
directory, ¢.g., they are both associated with the same:
authorization domain, and both are subject to the same
authorizations. Another is that a user who has access to

a node can see and activate all links to other nodes,

that is, these approaches do not consider the different
nature of components and links, and do not protect the
relationships between components. Finally, these
models do not attend to the issue of the visual
representation problem with links.
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In 1996, Samarati et al. [16] presents an
authorization model for distributed hypertext systems.
The model has several drawbacks in management and
maintenance of authorizations. One leads to
authorizations for authoring. In a large distributed
hypertext system, when the amount of users is large,
this approach will also increase the complexity of the
administrative process. Another problem is the
modification of the authorization.

Recently, Barkley et al.[2] proposed an approach
addressed as RBAC/Web in which they describe the
benefits of role-based access control (RBAC) and
implementation of RBAC on the WWW, and in
particular as RBAC applies to an Intranet computing
environment. But their approach does not involve the
issue of modeling the distributed hypertext information
between different sites, and does not consider the
problem for administering authorizations in the
distributed environment.

3. The Overview of RBAC

In this section, we will informally review the
basic concepts of role-based access conirol that will be
used later on in this paper. We refer the readers to
[7.18] for additional details relating to the role-based
authorization models and to [6,17,19] for details
relevant to the features and applications of role-based
access control.

With role-based access control (RBAC) [7,18],
access permissions are based on the roles that
individual users are as part of an organization. Users
take on assigned roles. Access rights are grouped by
role name, and the use of resources is restricted to
individuals authorized to assume the associated roles.
In an organization, roles usually have overlapping
responsibilities and privileges, that is, users belonging
to different roles may need to perform common
operations. In this situation, by using the property of
role hierarchies in RBAC, it would be efficient without
specifying repeatedly the common operations for each
role that is created. Role hierarchies can be established
to provide for the natural structure of an organization -
or enterprise. Moreover, the features and concept of
RBAC are policy neutral. It supports three well-known
security principles: least privilege, separation of duties,
and abstract permissions. ‘

4. The Hypertext Architecture

Our hypertext model is inspired by the hypertext
model proposed by Samarati et al.[16], and within it
we modify some features to simply the future
authorization processes. Our hypertext model divides a
hypertext system into two different levels of abstraction,
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the hyper level and the storage level. The hyper level is

a logical representation of the hypertext documents,

where a document comprises links to objects and to
other documents. Documents and objects may be stored
in different sites (servers). The storage level captures
the persistent, storable objects making up the hypertext
which consists of a set of hypertext documents. In the
following, we focus on the storage level of this model.
The information stored at each site is structured
into a presentation tree [10,12,13,16]. We assume that
each presentation tree has a root document. We use the
term node to refer to a document. Fig. 1 presents the
classifications of contents for hypertexts. A node may
comprises some basic objects and components. A basic
object is the fundamental information in a node. The
basic object may be different kinds of information, and
will coincide with the whole node. A component may
be a specific object or a link, and is a piece of a node

that can be identified by a component identification.

The concept of component is important for providing
access control based on a fine granularity, that is, the
authorizations of the subjects may be granted to the
components of a node. Just as in a basic object, a
specific object can be different kinds of information. A

link may be a navigation link or a script link
Navigation links form the heart of a hypertext system.

The traversable network structures formed by
navigation links distinguish hypertext from other
means of organizing information. A navigation link
can connect to a node at a local site, or to a node at
different sites in a hypertext system. Navigation links
provide an approach to allow users to navigate the
entire information space. A script link corresponds to a
script to be executed. Executing a script means a query
process to an on-line database, or a transaction process
in the application of the business.

Fig. 2 illustrates an example of the logical
representation of hypertext documents at a site in the
hypertext system. The solid circle represents a
container that is stored at a local site, and the dotted
circle represents the connection to other nodes or the

execute scripts at different sites in the hypertext system.

All of the information for hypertext documents at a site

are constructed into a tree structure [10,12,13,16].

Node R is the root document of the site. Other nodes
may be the internal nodes at the local site, or the root
nodes and internal nodes at different sites. In addition
to basic objects included in a node, the node is divided

into components which can comprise specific objects,
such as navigation links connecting to other nodes,

and/or the executions of scripts. In Fig 2., the
components beginning with the string "Sobj" are
specific objects, the components with the string "Node"
are nodes (i.e., documents), and the components with

the string "Scrt" are script executions. For instance,

Node R has five componentis: connecting to a specific

C-172

FREFTREGE

W

object (i.e., Sobj 1), linking two internal nodes (i.e.,
Node A and Node B), linking a node (i.e., Node C) at a
different site, linking a script (i.e., Scrt D). Moreover,
Node A has two components. One connects to a
specific object 2 (i.c., Sobj 2) and the other links to
Node E.

Node

Basic
(Document) {Tents.Pictures,Images etc.}

Objects

g%j?f: (Texts,Pictures,Images etc.)

i

|

! . o

—Links —l:Nawganon links (Other Nodes)

Script links (Execute a Script)

l—Componcms

Fig. 1 Classifications of contents for hypertexts

‘,/\
(sa:j 1 Q\Iode A)
S
x’/
(sobj2 ) <NodeE ' \odeF " @xodec)
N

(Sobj 3

Fig. 2 A logical representation of hypertext documents at a site

5. The Role-Based Authorization Model

The potential benefits of RBAC have been stated,
but without a precise definition of what RBAC
constitutes [6,7,17-19]. In this section, we formally
redefine and extend some characteristics of the RBAC
model [7,18] adequate for the protection of information
in hypertext systems. Let {J be the set of users in the
hypertext system, R the set of roles, () the set of
objects (i.e., the resources or information of a hypertext
system), and P the set of operational permissions on
the objects.

5.1 Basic Notations and Formal Definitions

In this subsection, we present formal definitions
of the basic concepts for role-based access control
described informally in Section 3.

DEFINITION 1. (User-Role Authorization) An U-R

authorization is a two-tuple <u,rs>, where

1 €U is the subject(user), 75 C R is the subset

of roles, and an UR tuple is an one-to-many
assignment relation. The UR set is the set of U-R
authorization tuples.
The above tuple states that the user ¢ has been
made a member of Toles 7§. A user can be associated
with one or more roles, and a role can have one or



hEREN\+AEZEHEKeR

more users. Roles are created for various job positions

and privileges in an organization or a system,

respectively.
DEFINITION 2. (Role-Permission Authorization) An

R-P authorization is a three-tuple <7, ps,os >,
where 7 € R is the role in the hypertext system,

ps < P is the subset of permissions, 05 < O is
the subset of objects. The RP set is the set of R-P
authorization tuples.
An RP tuple states that the role 7 has been
granted the permissions ps on the objects 0s. The

permissions can be for specific tvpes of operations
which are dependent on the type of objects. For

example, for text, operations might be visible or hidden;
for links, operations can be visual/traversal (i.e.

highlighted button), visual/untraversal, or hidden from
the user.

According to Def. 1 and Def. 2, we present a
derivation rule which can derive the user
authorizations from User-Role Authorizations and
Role-Permission Authorizations. The following is the
first authorization implication rule.

Rule 1. (User Permission Authorization) An U-P
authorization states as follows:

Foreach wel.,reR. psC P.and 0sC O,

if 3<wu,rs>cUR, I<r, ps,os>cRP and
¥ €rs,then the user 1 can be granted permissions
DS toaccess the objects 05 .

Rule 1 establishes that if a user is the member of
one role, and the role has the authorization for the
objects, then the user can be granted the authorization
to access the objects 0s.

DEFINITION 3. (Role Hierarchy Authorization) An
R-H authorization is a two tuple < 71,72 >, where

r1,r2 € R are the roles in the hypertext system,

and r1 is the parent role, and r2 is the child role.
The RH setis the set of R-H authorization tuples.

The above tuple states that roles #1 and 72 have
the ancestor relationship. The immediate parent
relationship can also be represented as an ordered pair

(r1>r2).where r1 is the immediate parent and 72

the child and ">" is a relation "contains". The role 71
inherits all permissions from the role #2. These
relationships can create some hierarchies. Role
hierarchies are a natural way of organizing roles to
reflect authority and responsibility. These hierarchies
are partial orders. A partial order is a reflexive and
transitive relation. Therefore, the most powerful roles
are represented at the top of the hierarchies with the
less powerful roles being represented at the bottom.
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According to the above definition, we present a
derivation rule which can derive some new
authorizations from Role-Permission Authorizations.
The derivation rule is defined as follows. -

Rule 2. (Role Inheritance Authorization) An R-I
authorization states as follows:

Foreach rl,72 €R. ps< P,and 0sc O,
if 3<r1,r2>€ RH and 3 <r2, ps,os >

€ RP ,then <rl, ps,os >c RP .

Rule 2 establishes that if one role has the
authorizations on the objects, all other roles which
precede this role in the partial order hierarchies are
granted the same authorizations.

5.2 Authorization Domains

When the number of documents in the hypertext
system is very large, to specify authorizations for each
single object becomes ineffective, The approach to
overcome this problem is to allow authorizations to be’
specified in the authorization domain. An
authorization domain is a set of objects grouped for
administrative purposes. Therefore, we propose a new
authorization domain which is the shape of "subtree".
Because the documents at each site in hypertext
systems  are constructed into a presentation tree,
according to the features of the tree hierarchy, we can
define the subtree of the presentation tree into a new
authorization domain. This approach is more adequate
for the protection of information in hypertext systems.

In our model, the objects specified for
authorizations may be nodes, the components
comprising a node, and the authorization domains.
Each authorization domain may be directories [16],
and subtrees of each presentation tree in the hypertext
system. Each subtree is defined at some site. The
authorizations are defined as follows.

DEFINITION 4. (Object Hierarchy Inheritance) An

O-H inheritance is a two tuple < 01, 02 > ,where

01,02 €O are the objects in the hypertext system,
and o] is the parent object, and 02 is the child
object. The OH set is the set of O-H inheritance
tuples.

This definition is added to the RBAC model
representing the structure of the information at a site in
the hypertext system. The information is generally
structured as a tree[10,12,13,16]. An OH tuple states
that the object 02 is a component of object 01. That
is, object 01 may connect to object 02 using a link,
or object 02 is the basic object or specific object.
Notice that object 01 must be a node and object 02
may be any kind of information.
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According to the above definition, we present a
derivation rule which can glean some new
authorizations from Role-Permission Authorizations.
The derivation rule is defined as follows.

Rule 3. (Object Inheritance Authorization) An O-1
authorization states as follows:

For each 0le€O. 02€0, ps_c_P, rekR,
and 0s < O,
if 3<ol,02>€0H .

and ol €0s, then <r,ps,0osa > RP ., where

d<r,ps,os>€RP,

osa =osu{ol}.

In Rule 3. when a role is granted a specific
permission on 0l . a user is granted membership in the
role. Besides the user can be granted the permissions
ps on:the object ol. and also ownership in the

permissions for the object 02 with dependence upon
the type of data in the object 02 .

5.3 Negative Authorization

Negative authorizations[3] are atiractive since
they allow exceptions to be specified, in particular for
authorization domains, which make the management
of authorizations more efficient. In our authorization
model, the specification of negative authorization is
issued with respect to the subjects and objects of
authorizations. The subjects of authorizations are roles.
The objects of authorizations may be nodes,
components of a node, or authorization domains (i.c.,
subtrees or directories). In the following, we will
extend our model for negative authorization with
respect to subjects and objects in the hypertext system.
DEFINITION 5. (Role-Negative Authorization) An R-

N authorization is a three-tuple <r,—ps,08>,
where 7 € R is the role in the hypertext system,
ps < P is the subset of permissions and negative
sign "-" means the denied authorizations, and
0s < O is the subset of objects. The RN set is
the set of R-N authorization tuples.

An RN tuple states that the role » has been
denied the permissions ps on the objects 0s. A
subject is denied access to an object, if (1) the subject
has no authorization for the object; or (2) the subject
has a negative authorization for the object.

According to the above definition, we present a
derivation rule which is useful for expressing
exceptions to implicit authorizations. The derivation
rule is described as follows.

Rule 4. (Negative Role Authorization) An N-R
authorization states as follows:
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Foreach 7 &R, psc P,and osc O,

if 3<r,~ps,0s>€RN .

then it constraints the implication rule Rule 1..
Rule 4 establishes that if a role has negative
authorizations on some objects, the positive,
authorization granted to the subject becomes blocked.

5.4 Authorization Types and Modes

Based on the access types and modes for the
authorization model proposed by Samarati et al. [16],
authorization subjects are roles predefined in system.
but not users. Authorizations refer to the objects stored
at sites, i.e., basic objects, specific objects, nodes, and
the execution of scripts. In addition, authorization
objects can also be directories and subtrees.

The power of RBAC as an access control
mechanism is the concept that an operation may
theoretically be anything. That is, the concept of the
RBAC supports the feature of abstract permission
[7,18]. Therefore, our role-based authorization model
can define the different operational approval that is
associated with the different kinds of data. When a new
kind of resource is joined to the hypertext system,
based upon the feature and functionality of the resource
we define the new permission. The consent for
authorization for the different kinds of data are defined
as follows.

DEFINITION 6. (Object-Permission Authorization)

An O-P authorization is a two-tuple <o, p >,
where o is an object, and p is an operational

permission. This authorization changes the set of
permissions P and the set of objects O as follows.

Extend the permission set P, P= PuU{p}. In
additions, if 0 is a new kind of data, extend the set

0.0=0uv{o}.
Authorization <o,p> states that the
administrator can define the new operational

permission p that is associated with the object O. In

general case, this authorization is operated when new
kind of resource is joined into the hypertext system. In
fact, the administrator usually mav predefine all
fundamental access types and modes at initial stage of
creation for a hypertext system.

6. Authorization system

In this section, we will propose a system
framework that provides the role-based authorization
model described in the previous section for a large
distributed hypertext system. In accordance with the
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authorization model discussed in Section 3. how the
functions of authorizations and the inference of the
derivation rules in our authorization model are
embedded into the different administrators, is
described in the following subsections.

6.1 Component of Authorization
Administration

Our authorization system consists of two
administration components: System Authorization

Server (SAS) and Local Authorization Server (LAS).

The responsibilities of the two administration

components are introduced in details as follows.

1. System Authorization Server (SAS): The SAS in a
hypertext system is a unique server that generates
all roles in the hypertext system. The SAS assigns
the authorization of users as members of roles.

e Creating roles.
¢ Constructing role hierarchies.
e Granting user-role authorization.

Finally, the SAS transmits the role set R and the”

RH set to the local authorization server at each site.
2. Local Authorization Server (LAS): The LAS of each
site can grant permission to those roles on the
objects stored at the site, it has also a mechanism
for checking authorization when a user requests to
have access the objects at the site. These are listed
as follows.
@ Constructing/Modifying documents,
e Creating/modifying authorization domain.
e Creating new permissions.
e Granting/revoking role-object authorizations.
e Granting/revoking role-negative authorizations.
¢ Authenticating users.
Finally, the basic operation which an
authorization system must provide includes checking
the authorizations of users.

6.2 User Authentication and Navigation

As a new user is added to the hypertext system,

the user must register himself to the System
Authorization Server (SAS). According to the security
policy of the hypertext system, the SAS administrator
subjects the user to membership in roles using user-role
authorization, sets the validity period (if necessity), and
returns the credential to the user. Suppose a user first
wants to access the root document of one site in the
hypertext system. The LAS of the site operates the user
authentication using the credential of the user, and
checks whether his validation period has expired. If the
above processes are approved, the access conirol
function of the LAS is performed to ensure that only
authorized information is released.
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In the following, let us consider the situation
where users navigate the information space in the
hypertext system. When a user traverses a link to
another node at a different site, since the identity of the
user has been verified when entering the hypertext
system. the LAS of the local site only transmits the
roles list granted for the user to the LAS of another site,
and the user does not need to authenticate himself at
the other sites. Therefore, the LAS of the other sites
can also determine the permission of the user
according to the roles list transmited from the previous
LAS.

7. Maintenance of Authqrizations

In this section, we are concerned with the issue of
the maintenance and management of authorizations.
Asthe role set R and the RH set are needed to make
add/delete, or modify operation. The SAS must notify
and send the related messages to the LAS
administrator of each site, and the LAS administrator
grants or revokes the role-object authorizations on
related roles or objects according to the related
messages. It will cause the authorization system to be
greatly altered. However, since roles in an enterprise or
an organization are usually unchanged, this situation
usually does not occur. That is, these roles have a long
useful lifetime. Moreover, when users are joined to the
system, the SAS authorizes the user as a member of
roles by granting operations for  user-role
authorizations and assigning an account and
credentials to the user. That is, only the SAS must be
concerned with the problem, and the LAS at each site
does not take care of it.

On the other hand, when contents or permissions
for objects stored at some site are altered, the change
of authorizations is only restricted to the site. The LAS
administrator at each site is the entity that can generate
a new document, delete an old document, modify a
document, and execute the operations for
granting/revoking role-object authorizations.
Meanwhile, the amount for the administrator at a site
may be not unique. In addition, as to the applications
for intranets and digital libraries, users do not "own"
the information [7,8], users authorized specific roles
may own specific permission on the related
information. Moreover, if general users have some
requests for modifications on the information at sites in
the hypertext system but they does not have the
authorization, they may send e-mail messages to
request the corresponding LAS administrator at the site
storing the information, and the LAS administrator
may determine whether the request is acceptable or not.
If the request is accepted, the LAS administrator
completes the request.
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As noted in Section 2, several approaches
[10,12,13,16] have the management and maintenance
problem springing from the changes of authorizations.
For a large distributed hypertext system, according to
the above discussions, our approach ensures the
problem easy to resolve.

8. Conclusions and Future Work

In this paper, we have proposed a role-based
-authorization model for a large distributed hypertext
system. We have extended and redefined some
characteristics with definitions for RBAC model [7,18]
adequate for the protection of information in hypertext
systems. These characteristics include the object
inheritance, the consideration of different kinds of data,
and negative authorizations for denying roles to access
objects.

Further works ate in process that will ensure that
our authorization model and system will be more
complete. The development of a systematic approach
for RBAC configuration design and analysis [15] is the
first issue. Another issue is that several practical
protocols in our authorization system should be
integrated, i.e., the tranmission of credentials between
the SAS and users, the transmission and
authentication of credentials between users and the
LAS, and the transmissions of roles list between sites.
In our opinions, we may use protocol ., such as
Kerberos [14], to handle the latter issue.
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