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Abstract

According to Coulouris et al.[9] > the security of a
system, including its security policy and
implementations, should be formally provable.
Security is a matter of belief and knowledge, a belief
based on the knowledge of the environment. In the
real world the communicating agents cannot always
acquire  complete information ~ about  the
communication environment. Therefore, adding some
assumptions to its theory is necessary. In this paper a
secure communication model is introduced based on a
modal logic for belief and knowledge suggested by the
author. This logic facilitates reasoning by default[8].
We first introduce the overview of the logic and, then,
construct an axiomatic system for the basic
communication model as a theoretical foundation for

the study of data security. The axiom system,
including axioms for send/receive-operations and
axioms for security, can be used for deducing
communication security. In the implementation we
suggest a method, along which we can build on the top
of atomic security bases a complete secure system.
Though only basic communication activities are
modeled in this paper, all other communication
protocols can be verified in the frame of the logic.
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Abstract

According to Coulouris et al.[9] » the security of a
system, including its security policy and
implementations, should be formally provable.
Security is a matter of belief and knowledge, a belief
based on the knowledge of the environment. In the
real world the communicating agents cannot always
acquire complete information about  the
communication environment. Therefore, adding some
assumptions to its theory is necessary. In this paper a
secure communication model is introduced based on a
modal logic for belief and knowledge suggested by the
author. This logic facilitates reasoning by default[8].
We first introduce the overview of the logic and, then,
construct an axiomatic system for the basic
communication model as a theoretical foundation for

the study of data security. The axiom system,
including axioms for send/receive-operations and
axioms for security, can be used for deducing
communication security. In the implementation we
suggest a method, along which we can build on the top
of atomic security bases a complete secure system.
Though only basic communication activities are
modeled in this paper, all other communication
protocols can be verified in the frame of the logic.
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