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Abstract

A multisignature scheme has been
proposed by Harn in 1994 which requires
a broadcast channel in order to prevent
signature forgery. This paper proposes
an interactive protocol which allows all
signers to reach a synchronous mode by
generating commitments first and then

each signer needs to verify the
authenticity of all other signers'
commitments before signing any

individual signature. The protocol can be
proceeded in any order. After all signers
having signed the same message, a
multisignature can be computed by the
very last signer by combining all
The length of

multisignatures is always constant and

individual signatures.

does not depend on the number of signers
involved. Anyone can verify this
multisignature very efficiently by using

the product of all signers' public keys.

1. Introduction

A digital signature is generated by
an individual signer with the knowledge

of a secret. Digital signature can be used
to establish sender's authenticity and to
resolve a dispute between the sender and
the receiver. However, for some
applications, there are multiple users
This

problem is the so-called 'multisignature’

involved in signing a message.

problem.Digital signature/multisignature
is generated based on a one-way trap-
door function. With the knowledge of a

set of secrets, multiple signers work

together to generate a one-way output as
the digital multisignature.

The
multisignature schemes [1-4] which were

security of most digital

proposed before 1994 is based on the
factoring problem. According to [5],
since each wuser selects an unique
modulus n for its public key, there are
two problems associated with this
approach: (1) the signing order has
certain (2) the

multisignature verification requires to

restrictions and
process through all signers' moduli n. In
1994, L. Harn [5] has proposed an efficient
multisignature scheme. The security of

this proposed scheme is based on the
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discrete logarithm problem. This scheme
allows users to sign each individual
signature separately. After all signers
having signed the same message, a
multisignature can be computed by a
In addition, the length of this

multisignature is always constant and

server.

does not depend on the number of signers
involved. Anyone can verify this
multisignature very efficiently by using
the product of all signers' public keys. A
number of group oriented systems based
on Harn's approach have been proposed
and the reader is referred to [6-10] for
current development of multisignature
schemes.

One major disadvantage of Harn's
scheme is that a simultaneous broadcast
channel is required in order to prevent
signature forgery. There have some
other threats to Harn's scheme which can
be found in [11].

This paper proposes an interactive
protocol for generating multisignatures.
Each signer signs an individual
signature separately. After all signers
having signed the same message, a
multisignature can be computed by the
very last signer. There is no
simultaneous broadcast channel needed
and no special signing order is required.
The multisignature signed by this
protocol has the same property as that

signed by the Harn scheme [5].

Joint Conference of 1996 International Computer Symposium
December 19~21, Kaohsiung, Taiwan, R.0.C.

2. The Interactive .Pretegel fer
Digital Multisignature
There are two phases in the
protocol to generate any multisignature.
The first the
'commitment phase'. The objective of this

phase is so-called
phase is to enable all signers to reach a

synchronous mode by generating

commitments. The second phase is the
so-called 'signing' phase'. Each signer
verifies the authenticity of all other
signers' commitments and then signs an
individual signature. With this additional
commitment phase as compared with the
Harn scheme [5], there is no need for a
simultaneous broadcast channel in this
protocol.

this paper,
assume that there are n signers with
their identities IDj, for i=1, 2,...., n, to sign

Throughout we

the same message m, where m is formed
by concatenating the original message
with all signers' identities. Although the
following protocol can be proceeded in
any order among all signers and signing
orders in two phases can be different, for
the sake of convenience, we will assume
that the proceeding order is ID], ID2, ..... s
IDg.

A large prime, p, a primitive
element, «, of GF(p), and a one-way
function f need to be made public. Each
signer randdmly selects a secret integer
zj from [I, p-I] and computes a

corresponding public key as
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vi = oI mod p.
{zj, vj } are the secret and public keys for
the commitment.

Similarly, each signer randomly

selects a secret integer x; from [1, p-I]
and computes a corresponding public key
as

vi = «I mod p.
Then the public key y associated with

multisignatures is determined as

n
y= Il yi mod p.
i=1

We start with the
commitment phase.
Commitment Phase:

For i=1 to n-1 do

If the signer uj agrees to sign the

message m, the signer randomly
selects a number k;j from [1, p-1] to

compute
Irj= ockj mod p,
and uses the secret key z; to compute
Cj to satisfy
(1)

individual

rizi=kj+ci mod @(p),
fri, ci} the
commitment and {m, (rj, ¢j, forj=1,2,

is

..,i)} is sent to the next signer;

otherwise, the signer wu; stops the
protocol and no multisignature can be
generated;

End;

If the signer up agrees to sign the

message m, the signer will generate {rp,

Cn} in the same way and {m, (rj ¢j, for j=

1, 2, ...,n)} 1is sent to the signer uj;

multisignature -

otherwise the signer up stops the
protocol.
Signing Phase:
For i=1 to n-1 do
Signer wuj uses all other signers'

public keys vij, for j=1, 2, ....,n, j* i, to
verif)} all other signers' commitments
by computing whether
vj'j=rjoj mod p, for j=1, 2, ....,n, j* i.
(2)

If commitments have been verified,
the signer computes the value r as

r= ﬁ rj mod p,

j=1

signer uj uses his/her secret keys, x;j
and kj, to compute

sj = xjm"-kjr mod &(p), (3)
{rij, si} is the
individual signature of the message m,
and {m, (rjcj, for j=1, 2, ...,n), (sj, for

where m'=f(m),

j=1, 2, ..., )} is sent to the next signer;

otherwise, the signer stops the
protocol and no multisignature can be
generated;

End;

If the signer up  verifies all other
signers' commitments, the signer will
generate sp in the same way and
compute
§=8] + 82 +.+ Sp mod p-1,

(r, s} is the multisignature for the
message m;
otherwise, the signer up stops the
protocol.

Multisignature Verification:
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An outsider determines all signers'
identities in m first and then needs to use

all signers' public key, y= ]nj yij mod p, to
i=1

verify the validity of the multisignature.
The verification procedure is given as
ym’= f & mod p, where m' = f(m).
According to [5], if the above equation
holds true, the multisignature {r, s} has

been verified.

3. Security and Discussion:

Since the signature scheme in the
signing phase is the same as that used in
[5], we do not need to repeat the security
of the
in this protocol,

scheme.
with the
additional commitment phase, there is no

analysis signature

However,

need for a broadcast channel. We need to

analyze the security of the commitment

scheme.

(a) Since xj, zj and kjare three secret
numbers, it is infeasible to solve
these secret numbers based on
equations (1) and (3).

(b) According to equation (2), it is

computational infeasible to forge a

iri, cit

knowing the secret key zj.

commitment without
(¢) In Harn's multisignature scheme [5],
an attack is possible if it allows one
designate server to compute the r for
all signers. The server can, instead
of sending a genuine r, send a
computed r’' to all signers to forge

any signature. Thus, a broadcast
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channel is needed to allow each
signer to compute this r. In fact, in
this attack, the server will have no
knowledge of the discrete logarithm
of r'. Thus, in our proposed protocol,
we include a commitment phase
which

authenticate that all other signers’

allows each signer to
commitments rj are generated by
legitimate signers with knowledge of
discrete logarithms of rj, for
i=1,2,....,n.
(d) A valid multisignature requires all
signers work incorporatively. In
this protocol, if any signer fails to
work incorporatively, a wvalid
multisignature will not be generated
and secret keys of signers are still
kept secret.
(e) Generalized ElGamal-type signature
schemes can be found in [12]. Since
the commitment scheme and the
signature scheme are all variations
of the ElGamal signature scheme, we
list all variations of commitment

schemes in the following:

Commitment Commitment
Scheme Verification

(1)  rizj=kj+cj mod &(p) viti=rje i mod p
(2)  cizi=kj+ri mod @(p) vi“i=rijafimod p
(3)  zj=rikj+cj mod &(p) vi=ri'ia €i mod p

C. I

(4) zj=cjkj+rj mod D(p) vi=ritia"i mod p

Similarly, we list all variations of

signature schemes which can be used to
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generate an efficient multisignature in
the following:

Signature Signature

Scheme Verification

(1) m'xj=rkij+sj mod @(p) yi®=ri'eSi mod p

(2) rxj=m'kj+si mod @(p) yi'=riP® aSi mod p
(3) rm'xj=kij+sj mod &(p) yi"™® '=riaSi mod p

(4) xj=m'rkj+si mod @(p) yi=ri®TaSi mod p

(5) (r+m")xj=kj+sj mod &(p) yi¥* ™ '=rjaS

m'+r

(6) xj=(m'+r)kj+sj mod D(p) yi=rj a5 mod p

(f) In above protocol, we assume that

there are always n  signers in
generating multisignatures. In
fact, the protocol works properly
even when the number of signers is
not a constant integer. Under this
situation, in the commitment phase
the initiator needs to prepare a draft
of the message to be signed by a list
of candidates. The protocol needs to
be proceeded through all possible
-candidates. If any candidate agrees
to become a signer, he/she needs to
make a commitment as proposed in
the protocol. Otherwise, he/she just
forwards the message and the list to
anyone in the list who has not
In the
only committed

responded to the protocol.
signing phase,
signers need to generate individual
signatures.

4, Conclusion

i mod p

We have proposed an interactive
protocol for generating multisignatures.
There are two phases in this protocol. In
the commitment phase, all signers
synchronize themselves by generating
commitments. In the signing phase, each
singer verifies all commitments before
This
protocol can be proceeded in any order.

signing any individual signature.

The very last signer in this protocol can
combine all individual signatures into a
without

multisignature any data

expansion.
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