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Abstract
In Astacrypt’94, Chee et al.  proposed a new
class of cryptographic primitive, semi-bent func-
tions and discussed a cryptographic relationship be-
tween two Boolean functions, strict uncorrelated cri-
terion(SUC). But their functions exist on only odd
dimenstonal vector spaces. And SUC s a very weak
condition when we guarantee S(ubstitution)-bozx to be
resistant against differential analysis and linear anal-
ysis. In thes paper, we define new semi-bent functions
which exist on any dimensional vector spaces. Fur-
thermore, we extend the concept of SUC from the re-
lation of two Boolean functions to that of m-tuples of

Boolean functions, where m > 2.

1 Introduction

Cryptographic techniques for information authen-
tication and data encryption require cryptographic
strong Boolean functions. In open literatures, vari-
ous criteria each of which indicates the strength or
weakness of cryptographic Boolean functions have
been proposed, such as balancedness, nonlinearity,
correlation immunity [16] and propagation criterion
[10]. Also, several methods for constructing crypto-
graphic good Boolean functions have been proposed
1 a specific way. Camion et al. [3] suggested a re-
cursive method for constructing correlation immune
functions. And, Seberry et al. [14] proposed a
method for constructing highly nonlinear balanced
functions which are correlation immune functions.
They proved that their method could generate ex-
actly the same set of correlation immune functions as
that obtained using Camion et al.’s method and anal-
ysed the nonlinearity and propagation characteristics
of them. However, considering the well-known Parse-
val’s theorem [12], the correlation immune function is
not always sufficient solution against correlation at-
tack [16]. From the global point of view, there always
exists some correlation between correlation immune
functions and some of linear functions. This problem
can be solved by introducing bent functions [11]. Bent
functions have cryptographic good properties but are
not balanced. Meier and Staffelbach [7] proposed a
method to randomly select a bent function and to
complement an arbitrary set of ones(or zeros) in the
truth table of the bent function in order to overcome
the unbalancedness of bent functions. Later, their
method was extended by Seberry et al’s another re-
sult [13]. In [13], the authors proposed systematic
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methods for constructing highly nonlinear balanced
functions satisfying the propagation criterion using
bent functions. But they did not mention correlation

roperty of the functions which they constructed. In
5], Chee et al. proposed another method for con-
structing Boolean functions, using bent functions and
call the functions constructed by their methods, semi-
bent functions. Semi-bent functions are balanced,
have the maximal nonlinearity that balanced func-
tions could obtained, exhibit almost uniform corre-
lation values to all linear functions, and satisfy the
propagation criterion. But they ‘exist on only odd di-
mensional vector spaces. In the same paper, they pro-
posed strict uncorrelated criterion(SUC), which is a
cryptographic relationship between two Boolean func-
tions [5]. But, this criterion is a very weak condition in
a sense that we have to consider cryptographic proper-
ties for all linear combinations of component functions
when designing an S-box.

In this paper, we define new semi-bent functions by
using Walsh-Hadamard transformation of functions.
That is, semi-bent functions are functions which have
specific values of Walsh-Hadamard transformation. In
that way, we can define semi-bent functions on any di-
mensional vector spaces. Semi-bent functions which
are defined in this paper has the same cryptographic
properties as Chee et al’s. We also present meth-
ods for constructing semi-bent functions. The defi-
nition of semi-bent functions in [5] is considered to
be a method for constructing our semi-bent functions
on odd dimensional vector spaces. A new method for
constructing them on even dimensional vector spaces
is proposed. And, we extend the concept of SUC from
the relationship of two Boolean functions to that of m-
tuples of Boolean functions, m > 2. Also, we present
an example of m-tuples of semi-bent functions fulfill-
ing SUC.

The organization of the rest of this paper is as fol-
lows : Section 2 introduces basic notions, definitions
of essential criteria for cryptographic Boolean func-
tions and useful tools obtained by Walsh-Hadamard
transformation to analyse Boolean functions. After
restating the previous results of semi-bent functions in
section 3, we define new semi-bent functions by using
Walsh-Hadamard transformation and analyse their
cryptographic properties in section 4. "In section 5,
we present two methods for constructing them. Also,
we present the propagation characteristic of semi-bent



functions according to their construction methods, in
the same section. In section 6, we discuss the concept
of SUC and its cryptographic significance. Finally, we
make some concluding remarks.

2 Preliminary

We first introduce basic notions, definitions of es-
sential criteria for cryptographic Boolean functions
and useful tools obtained by Walsh-Hadamard trans-
formation to analyse Boolean functions.

Denote by Z3 the vector space of n tuples of el-
ements from Z; = {0,1}. Let x = (21,...,%,) and
¥y = (¥1,...,Yn) be two vectors in Z%. The scalar
product of x and y, denoted by (x, y% is defined by
(x,y) =31 & -+ ® &nYn, where mu tlphcatlon and
addition are over Z:z A Boolean function f is a func-
tion whose domain is Z7 and takes the value 0 or 1.
The set of all Boolean functions on Z7 will be de-
noted as B,. A Boolean function f is said to be affine
if there exist a vector w € Z% and ¢ € Z; such that
f(x) =lwx)®c = (x,w)Pec=z1u1 ... Dz w, De.
In particular, f will be called linear if ¢ = 0. The set
of all affine functions and linear functions on Z% will
be denoted by A, and L,, respectively. The Ham-
ming weight of a vector x € Z%, denoted by wi(x), is
the number of ones in x and the Hamming weight of
f € By, wi(f), is the number of function values equal
to one. The Hamming distance d(f, g) between two
functions f and g is the number of function values in
which they differ. If wt(xt) = 1, then x is called a unit
vector. Let f @ g be a unction on Z% obtained by
bit-wise exclusive-or of two function values of f and
g, and fl|g be a function on Z3%1 whose truth table
is the concatenation of the truth tables of f and
That is, (f ® g)(x) = f(x) ® g(x) and (flly)(X*) =

(f||g)(x z +1)—(1$5L' +1 EB.'L' +19(x). Now we
introduce ?he deﬁmtlonnof Was 21 Harcllamard transfor-
mation [10].

Definition 1 For f € B,, theh Walsh-Hadamard
transformation j:f 1 28 — R of f, ts defined as

S fx) - (1)),

Xez?

where f(x) = (=1)/®) and R is a set of all real num-
bers.

The balancedness is basically required to guarantee
good statistical properties of cryptographic Boolean
functions [10].

Definition 2 For f € B, if #{x € Z%|f(x) = 0} =
#{x € Z8|f(x) = 1}, then f s balanced.

Lemma 1 For f € Ba, f is balanced if and oﬁly of
.7:]:(0) = 0.

The next definition is usually called nonlinearity that
indicates the Hamming distance between a function
and all affine functions [10].
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Definition 3 The nonlinearity of f € B, denoted by
Ny, is-the minimal Hamming distance between f and
all affine functions on Z3, t.e.,

Ny = Jmin d(f, An)-

High nonlinearity is essential to design DES-like block
encryption algorithms, because linear cryptanalysis,
put forward by Matsui [6], can be applied in attack-
ing FEAL and DES whose S-boxes have low nonlin-
earity. An S-box is immune to linear cryptanalysis if
the nonlinearity of each nonzero linear combination of
its component functions is high enough [15].

Lemma 2 For f € B,,

1
= 11—1__ F
Ny =2 5 ws vl

In most stream ciphers, nonlinear Boolean functions
play an important role for combining the output of
linear feedback shift registers. In order to immunize
them against a correlation attack [16], the Boolean
functions must be well chosen. Siegenthaler [16], for
the first time, introduced a correlation immune func-
tion.

Definition 4 A function f € B, is said to be m-th
order correlation immune, 1 <m < n, if
 d(fiw) =20

holds for any w € Z8 with 1 < wi(w) < m. Further-
more, the correlatzon value befween f and g is defined

by
d(f,9)
c(f,g) = 1- 2(71’_1 :
The propagation criterion is an extended concept of
the strict avalanche criterion [10].

Definition 5 A function f € B, satisfies the propa-
gatum criterion(PC) with respect to a non-zero a €

i
Y fEefxea) =21

XeZp

satisfies the propagation criterion of degree
k(PC(k)), ¢f it satisfies the propagation criterion with
respect to all o € Z3 such that 1 < wi(a) < k.

Deﬁngtxon 6 For f € By, the autocorrelation func-
tion .Af 125 — R of f, 15 defined as

3 fx) - fxes).

Xezp

.Aif(s) =
For fo, f1 € By, the crosscorrelation funcition éfo,fl
78 — R of fo and f1, is defined as
éfmfl(s) = Z fq(x) : fl(x@s)‘

Xezp



Proceedings of International Conference
on Cryptology and Information Security

Lemma 3 [10] For fy, f1 € B,, we have

N 1 R A
Cri8) =57 2 Fpw) - Fp (w) - (-1,
wWez}

Lemma 4 [10] Let f € B,. Then [ satisfies PC(k)
¢f and only of '

.zif(s) =0
holds for all s € Z3 with 1 < wi(s) < k.
Theorem 1 (Parseval’s Theorem) For f € B,,

we have )
Z f?(w) =22

wezr

Now we introduce the bent function which is an im-
portant combinatorial concept introduced by Rothaus
[11].

Definition 7 A function f € By, is called a bent func-
tion of

|‘Ff(w)| =23,
for any w € Z%.

From this definition, it can be seen that bent func-
tions on Z3 exist only when n is even. Another fact
is that bent functions are not balanced. Bent function
[ € By, satisfies PC(n) and has uniform correlation
values to all linear functions, i.e., for any w € Z%, the
correlation value between f and Iy is +2~%. And the
nonlinearity of bent functionsis Ay = 27~1—2%-1 In
view of propagation characteristic, correlation immu-
nity and nonlinearity, bent functions have ideal cryp-
tographic properties but, since bent functions are not
balanced and exist only on the even dimensional vec-
tor spaces, they are not directly applicable in most
computer and communications security practices.

For f € B, its Walsh-Hadamard transformation
and autocorrelation function are very useful tools to
analyse its cryptographic behavior by employing the
affine transformation of x and an addition of an affine
function to f(x) [10].

Theorem 2 For f € By,a,b€ Zl,c€ Z3 andnxn
nonsingular matriz A, define g € B, by

9(x) = f(Ax @a) ® l,(x) e
Then we have
Faw) = (—1)(—1)ATBWEDIE (A1) (w & b))

and

Ag(s) = (~1)SATIBY G (4g).
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Theorem 3 For fo,fi € B, w*,s* € Zg""l and
w,s € Z%, let g = fol|f1, then we have

Fy(w') =, () + (<14 7, (w)
and

./‘i_{,(s*) = { Afoﬁ(s) +"if1 (S) ifspp1 =0

2-Cf0’f1(s) if3n+1 =1.

3 Previous Semi-bent functions

. Chee et al. [5] proposed a new method for con-
structing hew class of Boolean funétions, using bent
functions. Their construction method is as follows :
Let fo € B2y be a bent function, a € Z2* and A be a
2n x 2n nonsingular matrix. Define f; € B, by

fix) = fildxoa) e 1.

Then the concatenation of fy and f; results in a new

" Boolean function, namely,

9= follfr

and such a function g € B, 4 is called by semi-bent
function. Semi-bent functions have cryptographic
good properties but they exist on only odd dimen-
sional vector spaces. In the following theorem, cryp-
tographic properties of semi-bent functions are sum-
marized.

Theorem 4 [5] Let g € Bapyy be a semi-bent func-
tion. Then g has the following properties.

1) g is balanced.
2) Ny =220 —on

3) For any w*€Z2"*1  the correlation value be-
tween g and lw+ 1s 0 or £27". And,
#we € 2" e(g,lw) = 0} and #{w* €
Z3" e(g, bwe) = £27} equal to 227,

4) g satisfies the PC with respect to all non-zero s* €
Z22n+l, with Son41 = 0.

5) If A is a 2n x 2n identity matriz, g satisfies the

PC with respect to all non-zero s* € Z2"+1 with
s#a. :

6) If A is a 2n x 2n identity matriz and a =
(1,...,1), g satisfies PC(2n).

4 Semi-bent functions

Now, we define new semi-bent functions by using
Walsh-Hadamard transformation of functions. Chee
et al.’s semi-bent functions are examples of our semi-
bent funciions.



Definition 8 For f € By, if |F;(w)| = 0 or 2L51+1
and .7:');(0) = 0, then we call f semi-bent function,

where |m| means the largest integer less than or equal
to m.

In the rest of this paper, semi-bent functions mean
functions defined by definition 8 unless otherwise
stated. We analyse their basic cryptographic proper-
ties include balancedness, nonlinearity and correlation
immunity.

Theorem 57Let [ € Bp be a semi-bent function.
Then f has the following properties.

1) f is balanced.
2) Ny =2n-1 _alsl,

8) For any w € Z%, the correlation value between

f and by is 0 or 9~ =F5=ed2 , and #{w €
Z2|e(f, lw) = £2~ =2y _ gn-24(nmodz)

Proof.
1) Trivial.
2) By lemma 2, if n = 2k + 1,

2(2k+1)—1 _ % . 2k+1 — 22k - 2k

and, if n =2k + 2,

2(2k+2)—1 _ 1 9k+2 92k+1 _ 9k+1

3) Ifn=2k+1, for any w € Z%,

j:-f(W) 0 or £ 2+

_ _ —&
o(f,lw) = 92FH = ot =0o0r +£2

and let Ny be the number of w € Zg’”‘l such that
e(f,lw) = £27% then, by Parseval’s theorem,
Ny =22k,

If n=2k+2, then, for any w € zz,

_ Fpw) 0 op gok2
22k+42

=0or +£27F

and let Ny be the number of w € Z2*+2 such that
o(f,lw) = £27F, then, by Parseval’s theorem,

Nz = 22k.
-0
By theorem 5, if f & Bapy1 is a semi-bent func-
tion, then Ny = 2% — 2% Pieprzyk and Finkel-

stein [9] claimed that this is the maximal nonlinear-.

" ity that balanced Boolean functions in Bogyq could
have. And if f € Baj42 is a semi-bent function, then
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Ny = 225412541 and it is known that this nonlinear-
ity is the maximal value that balanced Boolean func-
tions in Bay 45 could have [1]. And semi-bent function
J has almost uniform correlation values in the sense
that if f € Bogyq, then f is correlation immune to
the half of all linear functions and uniform correla-
tion values to the others, and if f € Baj 4o, then fis
correlation immune to three quaters of all linear func-
tions and uniform correlation values to the others.

5 Construction Methods and PC char-

acteristics X
In this section, we suggest two methods for con-
structing semi-bent functions in definition 8. First,
we restate thie previous Chee et al.’s method [5].
: a1l

Method 1-Fet fy € Boy, be a bent Junction, a € Z2*
and A be a 2k x 2k nonsingular matriz. Define f; €

Z3* by .
fi(x) = fo(Ax @ a) @ 1,
and g € B2+ py
9= follf (1)

By theorems 2 and 3,
|F3(w™)] |7, (W) + (= 1)=+2 7 (w))|
I + 2k F (_1)((A-1)*a,W)2k|

= 0 or 2FH
= 0 or 2l8)+1

I

and F;(0) = 0. Thus a function g constructed by
Method 1 is a semi-bent function on Z2¥*!. We search
all semi-bent functions on Z8, exhaustively, 1.e., all
balanced functions on Z§ whose Walsh-Hadamard
transformation values are 0 or +8. And, we gener-
ate all semi-bent functions on Z§ by Method 1. Table
1 describes the number of semi-bent functions on zZ3.
We can see that there are many semi-bent functions
of the different form from the functions defined in (1).
Next, we suggest a method for generating semi-bent

Table 1: The number of semi-bent functions on VA

exhaustive search
7,027,328 = 247

constructed by Method 1
172,032 = 21739

functions on the even dimensional vector spaces.
Method 2 Let gy € Baory1 be a semi-bent function
obtained by (1) and a* € Z2*+1. Define g1 € Bopyg

by
91(x%) = go(x* d a*) B 1,

and h € B;)k_}_g by
h = gollgs. (2)
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By theorems 2 and 3,
Fpo (W) H(=1)24+2 Fy, (W)
= Fpow =111 Oy (),

for any w** € Z2¥t2. Since |Fj,(w*)| = 0 or 2F1,
|Fy(w™)| = 0 or 282 =0 or olz} 41, and

F3(0) = 0. Therefore, h is a semi-bent function on
ZzEe

We now discuss PC characteristics of semi-bent
functions defined in (1) and (2). The PC character-
istics of functions defined in (1) has already been in
4),5) and 6) of theorem 4. In the case of function
h € Bgpis defined in (2), the situation is somewhat
different. Let s** = (s*, sor42) = (s, S2k+1, S2k42) be
a non-zero element in Zzzk'*'z. If sop41 = Sok42 = 0,
then by theorems 2 and 3, we have

AE(S**) = Ay’u(s*)"—AgE(S*)
Agy(s7) + (=)D 4, (5.

Since sgp41 = 0, Ag (s*) = 0 by 4) of theorem 4, and
hence Aj;(s**) = 0. It gives us the following :

Theorem 6 Let h € Bapio be a semi-bent function
defined in (2) with the 2k x2k identity matrizc A. Then
h satisfies the PC with respect to all non-zero s** €

Z;k."z with sop41 = Sok42 = 0.

Functions satisfying PC for all but one nonzero point
is useful, and those functions are used in defining the
SUC, which will be defined in the next section. In
the even dimensional vector spaces, however, it seems
too difficult to find such a specific function. But if we
consider points with their most significant bits are ‘17,
we have the following :

Theorem 7 Let h € Bopyo be a semi-bent function
defined in (2). Then h satisfies PC with respect to all

s** € Z2F+? with sopy2 =1 and s* # a*.

Proof. Let s** = (s*, sop42) be an element in Z§k+2
with sgp42 = 1 and s* # a*. By lemma 3, and theo-
rems 2 and 3, we have

AB(S**)
= Q'C?]mﬁl(s*)
1 ' * 2 * * W)
= o 2 Falw) Fy(w) (-)ED
w*ezgw{
1 ~9 % * * =
= —5 Z fgo(w).(_l)(a@S,W)
weezMt?
= 0.

If we let the matrix A by the identity matrix and
sop42 = 0, then by 5) of theorem 4, for all non-zero
s* € 72! with s # a, Ag,(s*) = 0. Thus, A;(s™) =
0. Hence we have the following :

Theorem 8 Let h € Bopyo be a semi-bent function
defined in (2) with the 2k x2k identity matriz A. Then

h satisfies the PC with respect to alls** € Z;*+? with
sope2 =0 and s # a.

6 Strict Uncorrelated Criterion

Biham and Shamir introduced differential crypi-
analysis to attack DES-like cryptosystems [2]. Let
F=(f1,f2--., fm) be an m-tuples of Boolean func-
tions, where f; € Bp,i = 1,2,...,m,m > 2. If we
use the differential cryptanalysis to cryptanalyse F,
we need to compute non-empty sets :

Dr(a,b) = {x € Z}|F(x®a)® F(x) = b},

where, a € Z} — {0} and b € Z7*. The efficiency of
differential cryptanalysis based upon a set Dr(a,b)
is measured by its cardinality

6r(a,b) = #Dr(a,b).

Hence the resistance of the funetion F' against dif-
ferential cryptanalysis can be measured by A(F) =
maxér(a,b) and if A(F) is minimal, F is said to
be differential resistant [4]. If all linear combinations
of component functions in F' are balanced and sat-
isfy PC(1), then 6p(a,b) can be minimized, where
wi(a) = 1. And if all linear combinations of compo-
nent functions in F' are balanced and satisfy PC of
higher degree then ép ﬁa, b) can be minirized, for all
a € 23 for which all linear combinations of compo-
nent functions satisfy PC. So, when designing S-box,
it is necessary to consider the cryptographic relations
gfball linear combinations of component functions in
-box.

In [5], authors proposed a concept of cryptographic
relationship between two Boolean functions, SUC,
which gives totally output uncorrelatedness between
two Boolean functions when one of input bits is
changed. The definition they proposed is as follow
. Two functions f and g in B, are said to satisfy the
strict uncorrelated criterion(SUC) if f, g and f & ¢
are all balanced and satisfy PC(1). But SUC is a
very weak condition because the degree of PC under
consideration is only 1 and SUC is defined over a re-
lationship between only two Boolean functions. So,
in order to make SUC more meaningful against dif-
ferential cryptanalysis, it is necessary to extend the
number of Boolean functions from 2 to /m as many as
possible and the degree of PC from 1 to k as high as
possible. But, extending the degree of PC has some
limitations, because the degree of the PC of a bal-
anced Boolean function in B, is depends on the value
of the integer n. So, we define SUC as follow :

Definition 9 Let F = (fi,f2,...,fm) be an m-
tuples of Boolean functions, where f; € Bn,i =
1,2,...,m,m > 2. If all inear combinations of f;
in F are balanced and satisfy PC for all but nonzero
one point, then F satisfies SUC(n, m).
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If F' satisfies SUC(n, m), 6r(a,b) could be close to
uniform, where a € 7} —{0} and b € ZJ*. This means
that A(F') approaches to the minimal value. We find
an example of F satisfying SUC(n, m) by computer
search, where n=m=>5 and each component function
of F is a semi-bent functions.

Example 1 Let

f(X) = 21 ® 203D 2224 @ 324 @ 3125

fo(x) = Tz @ 23D 2s® 2124 D25 O 475

fa(x) = 12D 2123 D 203 D 5 P 125 D T3TH
Dzyzs

f4(X) = Z2Dr3DTsD 23T4D 5 D125 D 375

f5(x) = 2123 225D 24 D Towy ® T334 D 2125
Drozs © T35 O T47Ts,

where X = (z1,%2,23,%4,25) € Z5. Then, F =

f17f27f37f4>f5) satisﬁes SUC(575) and_each f2 €
5,8 =1,2,...5 is a semi-bent function. Futhermore,
differential uniformity A(F) of F equals to 2, so, F
s differential resistant.

If n is even, it is not easy to find F satisfying
SUC(n,n). In fact, for even m=n, the minimum
differential uniformity is unknown and it was shown
that, for even m=n, there is no quadratic permutation
whose differential uniformity is 2 [15]. Also, it was
shown that, for m=n even, there 1s no permutation
with partially bent components whose differential uni-
formity is 2 [8]. In the context of these results, it may
be hard problem to find F' which satisfies SUC(n,n)
for even n. So, for even n, it may be preferable to con-
sider SUC(n, m) where m < n, for example, m < Z.

7 Conclusions

We proposed a new class of cryptographic Boolean
functions which are highly nonlinear balanced func-
tions with 2-valued correlations to linear functions
and satisfy the propagation criterion. Qur semi-bent
functions have the same cryptographic properties as
Chee et al’s functions in [5], but our functions exist
on any dimensional vector spaces while their functions
exist on only odd dimensional vector spaces. In fact,
Chee et al’s definition is considered to be a method
by which we can construct semi-bent functions on odd
dimensional vector spaces. And, we extended the con-
cept of SUC from the relationship of two Boolean
functions to that of m-tuples of Boolean functions,
m > 2. Also, we presented an example of m-tuples
of semi-bent functions in Bs fulfilling SUC(5, 5). Fur-
thermore, the differential uniformity of this example
is found to be 2.

A future research direction is to find the largest
m such that m-tuples of semi-bent functions fulfilling
SUC(n,m), for even n,m. Another directions are to
design construction methods to generate all semi-bent
functions in B, and to show the relation between m-
tuples of Boolean functions fulfilling SUC(n, m) and
its differential resistance. Also, we will add the con-
cept of nonlinearity in defining the SUC because the
property of PC of an S-box not sufficient to the linear
cryptanalysis.
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