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Constructing the Standard Operation Procedure of
Digital Evidence Forensics and Verification — Taking
Smartphones as an example

Win Nan Wu (£ £ 9 ) I-Long Lin (4+ 7 F4) ChihPai Chang (3% & 7})
Dept.of Information Management, Dept.of Information Management, Dept.of Information Management,
Huafan University Central Police University Huafan University
Email:winwu@ms1.hinet.net Email: Paul@mail.cpu.edu.tw Email: chang.pie@gmail.com

As information technology advances, more and more dependent on information technology, the community engaged in
social behavior, but accompanied by the information and communication security, and ethics, literacy and other problems
are endless. Study indicated that in 2009 the global smart phone shipments reached 183 million, rose 28.2%. Its powerful
hardware and software capabilities at all levels promote extensive application into making smart phones surge in criminal
activity. Ran phones are personal items, and are subject to privacy protection, so this kind of criminal investigation by the
existence of traditional forms of crime are significant differences. In view of this, the study of law enforcement experts
explore Britain's National Center phone survey guidelines and domestic scholars Lin Long Ti out of the digital forensic
evidence, standard operating procedures, and optimizing this process right smart phone forensic examination of digital
evidence in court to explore the way the digital evidence of effectiveness and legitimacy, so that forensics personnel to use
this process to complete forensic forensic work to improve the digital evidence in court to prove the strength and credibility
as a judge of the basis for the future.

Keyword: Information Technology, Information and Communication Security, Computer Forensic and Digital

Evidence, Smartphones.
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