Sharing Secret Image Based on Bit Plane
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Abstract—Most secret sharing schemes transform the
gray-level images into the halftone images so that the
original images cannot be recovered completely. In 2005,
Lukac and Plataniotis proposed a bit-level based secret
sharing scheme to improve the disadvantage. However,
the above-mentioned method exists the problem of pixel
expansion. The paper proposes an improved secret shar-
ing scheme based on bit plane. Experimental results will
show the feasibility of the proposed scheme.

Index Terms—Secret sharing, bit plane, pixel expansion,

meaningful sharing.

|. INTRODUCTION

The rapid development of network and computer
technologies makes us more convenient to transmit
data to worldwide parties, which greatly save much
precious time. Furthermore, many merchant also
gain great benefits by using information technolo-
gies on business. Due to the fact that most people
lack for the concept of information security, some
problems follow it. Unauthorized parties can in-
trude network or personal computer easily and in-
tercept the important information. The behaviors
have caused largely damages for business or per-
sonal benefits.

To protect the security of personal privacy, cryp-
tography technique has been extensively used in
many applications of daily life, for example certif-
icate, E-commerce, identity authentication etc. By
encrypting the information into disordering codes,
unauthorized parties cannot recover the original
content so that the important information can be
protected. One of cryptography technologies is se-
cret sharing technique, which is firstly proposed by
Shamir [1] and Blakley [2] and has been exten-
sively discussed in recent years. By dividing the
data into n parts, unauthorized parties cannot rec-
ognize the original content of the data from any

m-1 (m<n)or less than m parts. Only if collecting
any m or more than m parts, the original data can be
revealed.

A secret sharing technique applied to secret im-
age is firstly proposed by Naor and Shamir [3] in
1995. Due to the contrast difference of black and
white, a binary image can be divided into several
noise-like images by using predefined codebook
and then protected among parties. Even though one
of the sharing images is intercepted by unautho-
rized parties, the original image still cannot be re-
vealed. Furthermore, performing a simple supe-
rimposing operation among the sharing images can
reveal the original image.

A simple (2, 2) secret sharing technique is illu-
strated as follows. To construct the sharing images,
a codebook is designed firstly. Due to the fact that
people can recognize the content of an image ac-
cording to the contrast of black and white, the co-
debook can be designed that consists of black and
white. Hence, the method first generates two basic
matrices as follows.

01 10
S, = .S, = .
01 10

where every pixel will be expanded into a block
with the size of 2 by 2. By permuting the pixels of
the above block, finally a codebook can be de-
signed as Table 1. The following work is to con-
struct the sharing images. If a pixel of an image is
white, two blocks with the size of 2 by 2 can ran-
domly be chosen from the left columns of Table 1.
On the contrast, if a pixel of an image is black, two
blocks with the size of 2 by 2 can randomly be
chosen from the right columns of Table 1. After fi-
nishing encoding, a binary image with the size of m
by n will be expanded into two sharing images with
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the size of 2m by 2n. Furthermore, superimposing
two sharing images can reveal the original image.
The characteristic of the method is that the supe-
rimposed image can be recognized by human eyes
directly. However, the constructed sharing images
exist the problem of pixel expansion.

In recent years, many secret sharing methods
based on Naor and Shamir’s concept have been
proposed [4-8]. However, most secret sharing me-
thods have the disadvantage of pixel expansion,
which will cause enlarged sharing images and dis-
torted reconstructed image. In 2004, Hou and Tu [6]
proposed a secret sharing technique by encrypting
m successively pixels to remove the problem of
pixel expansion. Due to the halftoning is a tech-
nique that transforms a continuous-tone image into
a binary image and can generate the similar effect
as the gray-level images, hence a halftone image by
using the density of the net dots to simulate a
gray-level image is introduced into their method. In
the encoding phase, a halftone secret image is
firstly divided into non-overlapping sections, in
which every section consists of two pixels. Then
two pixels of every section are encoded succes-
sively according to two basic matrices. When all
sections are processed, two non-expanded sharing
images will be constructed. Furthermore, superim-
posing two sharing images can reveal the secret
image. Experimental results show that the proposed
method totally removes the disadvantage of pixel
expansion. However, the constructed sharing im-
ages are meaningless.

Most methods transform a gray-level image into
a halftone one, which will limit the applicability of
secret sharing technique [7]. In 2005, Lukac and
Plataniotis [7] proposed a new secret sharing me-
thod based on bit-level decomposition. The concept
of the method is to decompose an image with B-bit
into B bit planes, in which every plane can be
viewed as a binary image. By superimposing B en-
crypted bit planes, several B-bit sharing images are
constructed. To recover the original image, the sim-
ilar decomposition process is utilized to decompose
B-bit sharing images first. After that, by performing
the decrypting algorithm, the original image can be
revealed without any loss of information. However,
the problem of pixel expansion is still existed.

To improve the disadvantage of Lukac and Pla-
taniotis method, an improved secret sharing method
based on bit plane is proposed in the paper. The
concept of multi-point encoding and the meaning-
ful sharing will be introduced into the proposed
method. Experimental results confirm that the pro-
posed method can meet the above-mentioned re-
quirements.

The rest of the paper is organized as follows. A
brief review of Lukac and Plataniotis method is in-
troduced in Section 2. The secret sharing method
based on bit plane is proposed in Section 3. Expe-
rimental results are shown in Section 4. Conclu-
sions are given in Section 5.

Il. RELATED WORK

Due to the characteristic of conventional se-
cret sharing method, most methods introduce a
haltfone image into their method. However, the re-
covered image has the bad quality of reconstruction.
Hence, Lukac and Plataniotis proposed a new se-
cret sharing method based on bit-level decomposi-
tion. The detail of the method is illustrated as fol-
lows.

A. Secret sharing phase:

1. Decompose a gray-level image with the size
of k by k into 8 bit planes.

2. Encrypt each bit plane into the sharing im-
ages with the size of 2k by 2k by using convention-
al sharing method as Table 1.

3. Construct the 8-bit sharing images with the
size of 2k by 2k by bit-level superimposing.

B. The reconstructed phase:

1. Decompose the 8-bit sharing images with
the size of 2k by 2k into 8 bit planes.

2. Obtain the original pixels of bit planes by
the following rule:

b b
If Si2i-1,2j-1) = S2(2i-1,2j-1) Then
b _
Oqijy =1
Else
b _
O,y =0
End If

where s’ denotes the bth bit plane of the
sharing image s, . 0°denotes the pixel of the bth
bit plane.



3. Reveal the original image by bit-level supe-
rimposing.

The advantage of the method is that the re-
covered image satisfies the perfect reconstruction.
However, meaningless and enlarged sharing images
are two unsolved problems.

I11. THE PROPOSED METHOD

The method is divided into two phase. One is the
sharing phase, the other is the reconstruction phase.

A. The sharing phase

Input: a gray-level image with the size of m by n
and a halftone image with the size of m by n

Output: two meaningful gray-level sharing images
with the size of m by n

1. Scramble the gray-level image by using a
scrambled function.

2. Decompose the scrambled version of the
gray-level image into 8 bit planes.

3. Divide each bit plane and the halftone image
into non-overlapping sequence.

4. Encode the results of Step 3 into the sharing
images with m by n size by using the designed
sharing method as Table 2.

5. Construct the 8-bit sharing images with the
size of m by n size by the following equation.
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wheres;...s; ands;...s; denote the bit planes of the
sharing images S, and S, respectively.
B. The construction phase

Input: two meaningful gray-level sharing images
with the size of m by n

Output: The original gray-level image with the
size of m by n

1. Decompose the two sharing images into 8 bit
planes.

2. Perform the Exclusive-OR (XOR) operation
between the same bit planes of the two sharing im-
ages. For example, the operation between the first
bit planes of the two sharing images can be
represented as follows.

S'=s @s.. 3

3. Reveal a scrambled version of the gray-level
image with the size of m by n by using bit-plane
superimposing operation as Eq. (1).

4. Unscramble the result of Step 3 and obtain the
original image.

IV. THE EXPERIMENTAL RESULTS

In this experiment, the gray-level image “Lena”
with the size of 256 by 256 and the halftone image
“Barb” with the size of 256 by 256 are used as the
input images (shown in Fig. 1(a) and Fig. 1(b)).
According to the proposed algorithm, the
gray-level image “Lena” is firstly scrambled by
using a scrambled function. The scrambled version
of the image is shown as Fig. 1(c). Then the scram-
bled version is decomposed into 8 bit planes and
encoded with the halftone image into two sharing
images with the size of 256 by 256 (shown as Fig.
1(d) and Fig. 1(e)). As you see, the two sharing
images are meaningful and non-expanded images.
Furthermore, from one of the sharing images, it is
very difficult to reveal the information of the origi-
nal image.

In the reconstruction phase, the similar process
as the sharing phase can be implemented to reveal
the original gray-level image. First the two sharing
images are decomposed into 8 bit planes respec-
tively. Then the XOR operation is performed be-
tween the bit planes of the sharing images. Finally
by bit-plane superimposing operation, the original
gray-level image can be revealed without any loss
of information (shown in Fig. 1(f)).

Fig. 2 show the another experimental results. the
gray-level image “Bridge” with the size of 256 by
256 and the halftone image “Camera” with the size
of 256 by 256 are used as the input images (shown
in Fig. 2(a) and Fig. 2(b)). The scrambled version



of the image “Bridge” is shown as Fig. 2(c). Fig
2(d) and Fig. 2(e) show the meaningful sharing
images. The recovered image is shown in Fig. 2(f).
The above experimental results show the effective-
ness of the proposed method.

V. CONCLUSIONS

In the paper, a secret sharing method based on
bit plane is proposed. To improve the disadvantage
of Lukac and Plataniotis method, the concept of
multi-point encoding and meaningful sharing is in-
troduced into the proposed method. Experimental
results show that the proposed method has the fol-
lowing advantages: (1) the sharing images are
non-expanded and meaningful images, (2) the re-
constructed image is lossless.
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Table 1 The codebook of the (2, 2) secret sharing method.
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Table 2 The codebook of the proposed method.

The pixels of bit | The pixels of the Sharing Sharing The results of the
plane of the halftone image image 1 image 2 XOR operation
gray-level image
[T 1] [T 1] 1 I [ 11
I I 1 [ 11
I 1 I [ 11
I Il 1 [ 11
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I [ 1 1 I I
Il N I I
I Il N Il
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Fig. 1 The experimental results: (a) the gray-level image “Lena”, (b) the scrambled version of the gray-level image, (c) the

halftone image “Barb”, (d) and (e) the sharing images, (f) the reconstructed image.
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Fig. 2 The experimental results: (a) the gray-level image “Bridge”, (b) the scrambled version of the gray-level image, (c) the

halftone image “Camera”, (d) and (e) the sharing images, (f) the reconstructed image.



