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WEF > FALEEHERESD  THUEEER B
TS (timestamp ) /X EHLAA IE reply B2 -
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(B) Ticket-Granting Service Exchange : to obtain service
ticket

(3)C—TGS:ID, ll Ticket,,, Il Authenticdor,
(TGS—C:E,__{K,, 1D, ITS, I Ticket, §

Ticket, =B, {K,, 1D, I AD, IlID, I TS, Il Lifetime, }
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(5)C — V :Ticket, Il Authenticator,
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User BRECEHE » RASHIRE weak 1Y secret key »

TTTEES dictionary attack FYREHE -

— B E IS A RS — PSR SR8 BNkL
off-line J&E'E A password » [ ] BFTANSEEI A&
i B -

B4k » EfA User B secret key EE0857E AS Ry RLEE »
—H AS #H; - ER—RER -

2.2 Kerberos V5

Kerberos V5 ¥t Kerberos V4 f—tbEREL{ETAEMIN_E3#r
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OV —C:E,_ frimesnK , 1Seq#)
Ticket, =E {Flags IK,, iRealm HWID IAD_Il Tirnes}
Authenticator, =
E... {IDC iRealm N Times UK It Seq#}

3. SRR ENRET

HIEZE] Kerberos £ #HRHZRAVZZEE(ERY AS B User
BT secret key J2 B User B password #& hash Jij#i » User
BoRECIE I (E - (RE S HIRE: weak B secret key » &
R dictionary attack - FERSHIEEIRIER -

Kerberos S—55855 55 —FEER User [ AS IREZERLIER
AR AS MRS EE AEET B R BaEER
{EE—{EERET LR AS ERMEREA - TiEEH

C-236

NHYE—PEE B {mag 8 -( EEESE Snnnysh a1
HHAEERYERE SE RN secret key (hash of
password ) a]ERRANEE L B {5EEEA" - )

L gL BRI LR SIS A RIS — MY
B{nz&BH” - BLL off-line 7 dictionary attack fHEMA
password - & 7o {8 A HE B & SR M E A% - A1
{# Kerberos Version 5 JilA preauthentication &5f, » Z& AS
BHAWHE Clent BN ERTHEHEE —E " FHE
B9t HEEE I R BRI A, password BYFREERES -
M2 (B (e EafERs i - s
B{5ZBEA B LA dictionary attack ) =

FBH| - BEAEE AS MIRE/AZTIEILERY long term
secret key ( hash of password ) BI{A e N 22—
BEZEMNANEEEEFAERENERRREEES
i AT - B EERAEFEEIREERE AR E
HRRERE SRR -

HUAEE AL LA Smart Card BYZ2F51% - I L publick-key
IR LT REl & Kerberos [FH 558 HRHH —In7aZeE-
£ Client iR IEREE SO EEIEET - 28R E
FATEZRBIEEY - BB Client IR FI{EEER (BE
Client Jmi B2\ RACIERE BN ) Al ARE
—HIZEE - BE - FEREA T (2R REIE Smart
Card H@Eﬁﬁ%ﬁ%ﬁ%ﬁ%ﬁ )e

BERHEENE  AEFEEITHHE Client FHE
Authentication  Server (  Authentication  Service
Exchange ) » H fifi & 53 ( Ticket-Granting Service
Exchange ~ Client / Server Authentication Exchange ) i&&A

HEFFESZRAE -

3.0 ZEREIEEL— - EORZNE
FRAETERE Client SEIFISEME TER - RHES)

Authentication Service Exchange &} 5 ( Client #5 &
Authentication Server ¥ ) °

FETEBEEFE] Client 82 Authentication Server ( AS)
2 fE5I#9 mutual authentication - 3 B i ii- dictionary attack -

7F mutual authentication 5& » {7 Client 3245 AS 1Y
SRESFNA Public Key 4 © B5tLl User &Y private key
HE BRI F AS §ESE/REE User( Client)
Bl BEEFLL AS Z public key %  E#E Client
fEE AS KI5 {7 -

TfI7E dictionary attack FIl51E _F » [F 2K protocol i User
ARG EEZEME RS User 88y password
£ key (LA Hash BEER) » A08F2K T dictionary attack fY
fafz (User TulgEECE—RELES) © MERE RIS

& FfFILL—{B Client BEERFEERT K | BUAR 8
5509 password key ZE[A (F dictionary attack + JzLA Public
Key Flinlis 2 « g5 » {8 K gESIF A password B

BRIFHI A User » 1 EAIE IC Card B2
T User Y private key » (8 R R AT RIE—H
password (IC -R#y PIN) ERIFERATEEALIE - 58
FARIHIETERAA T



Smart card

S

/ . .

Authentication
Server

(AS)

-

Ticket Granting
Server (TGS)

Client

lLuser :ID,PIN
2 C—8m PINK,,ID,Realp, 1D, ,,
3 Sm—C: E, A K..ID,,Realrp, ID,,, Nonce)
4C=ASE | E’“w{ K..ID,,Realm,ID,,, Noneg}},
E, {OptiondD,,Realm, ID,,, TimesNoncg}, K ;.-
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TEERE 12 » VBB BHEINE S0 73845 IC Card f%E5( Client
HFEK, ) IC Card TSN K, BEFFTE Card
o1 » FLA Client HEESE] Ticket MEEBREI K, °
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7£ Ticket-Granting Service Exchange &1 » ffj4 Client i3
BK,,, @ FLLVESLENTERE IC Cad -+ B1C
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ZU{ERT Authentication (£ FFEH Ticket ZFEE I — {215 TGS
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TEEM SR = ET R ERR SN LR - SR
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3Sm—C: EK“_“{E,%‘C( K} 1.E;_{OptiondD,, Realny, ID, , TimesNonee }

4 C—AS: E,{’M( E; AK)LE, (OptionsdD,, Realm, ID, , TimesNoncg}, Ko
5 AS—C: Realm, 1D, Tickef,, B { K, FlagsTimesNoncg, Realmy,, ID, }

6 C—Sm: E; {K,,,,,FlagsTimesNonce, Realm,,, 1D, .}, 1D,

7 Sr—C: response

Tickey, = E,, [FlagsK,,,,, 1D, Realry, Timey)




NEEREA -

1} User T A B 2#Y identity~smart card Y PIN( personal
Identification Number )

2) Client Z&4 — Nonce » W%~ 8 user 27 id ~ PIN ~ &K
i@~ TGS id-Options~Times~ 5z TGS Z public key
— #3245 SmartCard

3)  SmartCard DIAGZ 2 (PIN) 5558 User S5
$EIR7% » EE4— Random Session Key : K 7F7EFR
o » 322 [2) User & private key (Public-Key $71i7)
K %4 BLLAS Z public key I MEELK

( Symmetric Key Ffij ) H A& RERE Cliente

4)  Client $§%£{H Message fff I User 2 publickey (R

Certificate 7 issuer name + serial number ) 3&55 AS

ER—5R" SR LIEA TGS
5) AS LIFEZ private key FRBAE, (B, (K.}
( Client LLIHFETE AS 8955 ) » BFLA User 2 public
key B8 User 234 (AS HEE User 257 ) - TERE
AL - AEBAMNEEER A 1ELL Nonce FEEIE replay
2% AS 5% Client EX—F FHEWH" (BEH
User <> TGS 4 —iE temporary key K —35E
Ticket ,, ) MEAK I temporary key SFERHIE
#& Client °
6) Client U Z #& #§ 10 % 26 5 {4 38 45 SmartCard
(SmartCard FHK )

7)  SmartCard {INZRSH %R » 487 Nonce 5 » 5%
SRENNE temporary key fFEFE-EAIELAE EREIFERE.
{#[E] Client »

8)  Client SEIEHUEE 2R - B FERANG Ticket
=

3.2.2 Ticket-Granting Service Exchange

Smart card

>

Authentication
Server
(AS)

=D
Ticket Granting
Server (TGS)

1 C—=Sm : ID,,Realm, Nonce, ID,,, Realm,,

2 Sm—>C : Authenticatr,

3 C—TGS: Options[D,, TimesNouncs,, Ticket,,, Authenticanr,

4 TGS=>C: Realm, 1D, Ticket, ., {K.,.FlagsTimesNoncg,Realm, ID, )
5C—8m: EKWIKM,FlagsTimes,Nonce_,Realm,.IDv},IDls,

6 Sm—C : response

Tickef, = By {FlagsK,,,, ID,, Realm, Times)
Ticket, = B, {FlagsK_,,ID,, Realm, Times}
Authenticatr, = B _{ID,, Realm, Noncg }
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1) Client Z4 — Nonce @ Wi 8 user 77 id ~ KAGE
B TGS id —H{#R5E SmartCard

2)  SmartCard fft TGS id BUH K Pk JEEA

c,lgs c,1gs

BEAEYE Authenticator W73=E] Client

3) Client ¥8(E#E < Server id ~ Options ~ Times -
Nonce ~ Ticket - K Authenticator 3245 TGS DIZEK
—BE” B EEHH " A Service Server

4 TGS B Ticket ,, K Authenticator » FHFERAIFS
Client B4 —38 B{07898” (&5 User <> Server
4 —3E temporary key Fr—75% Ticket iz A K n
% temporary key FEAH[Al45 Client o

5) Client WEIEEMELE SR TGS id HiERE
SmartCard ( SmartCard K .. )

c,1gs

6)  SmartCard {&k TGS id UL K REINEAELSTHERS -

c,tgs
’# Nonce & » Z5ERHIF temporary key FZ7EFH
W LUEE EFER S E(E! Client -

7)  Clieat HEIEHLE ZRAE - HHRAE Ticket | G
=2

3.2.3 Client / Service Authentication Exchange

Smart card

-
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-

Ticket Granting
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1 C—+Sm: ID,,Realm, Noncg, K
2 Sm—C: Authenticasr,

3 C—V : OptionsTicket,, Authenticatr,
4V—-C: EKQ_{Times,K\ Seq#}

5 C—Sm: EK,, {TimesK,,_,Seqg#}

Seq# ID,,Realm,

temp?

cmp®

temp?

6 Sm—C: response

Ticket, = E, {FlagsK,,ID,,Realm, Times}

en?

Authenticar, = E; _{ID,,Realm, Noneg, K, Seq#}

SHEERER -

1) Client ZEE4— Nonce » Wi#F 8 user 77 id ~ AEE
2 Serverid Kmmp - B Seq#—#R{EEEE SmartCard

2)  SmartCard fik Server id AU K ., LUK, | VEEECA
&R BIE Authenticator 73E[E] Client

3) Client #§ Options ~ Ticket, B Authenticator &%
Server LI REHIAS t4AYEA (ZE3K Service Server
TRAAREE)



4)  Server faBa Ticket, } Authenticator » ZHERAILL
K, EESEREE -

5y Client WE[ %NS B Server id {Hi&45
SmartCard (SmartCard 5K, )

6)  SmartCard % Server id AL K | MEHIZEHT 53 ARBAAL

LAE B I FERA S EIH] Client o
7y Client frEERIRE - WAL BTSSR

3.2.4- ZEiEERAH

AL E Smart Card HI{ER - FRE DR HEELE—RE
password > AIRJ LA FEAEHEYT key (LI BSERERY
key BUfY, password) » 5k dictionary attack FIfS58 -
Smart Card BV 2 HHIEN H TR - 5/ PIN 254
FERIHE » —EfTASER PIN iBiBTB4ERE 28 (51N
=00 WRRFEEEEER - 185 PIN BUFEEER
FEEDHTHREE key - KELLHET - INEEEE
TERPrpsen - (EAEA key BB EELERHBRER
EPRYCPRERERIRE T » key TG EEI-RF 4185 (5 1E host
ERMEEEREGEREY) YRS
% HA AR AR S B ERE BERESH
(ERAEERF L) -
7E client BYEE—1H request( ¥ AS YA Public Key $5
{E(ZE 4 mutual authentication ° Client ( smart card) [/
private key $f K %4 » FLL AS &9 public key /. -
B AS KE EpubAs {EpuclK )} BRRALLIECH
private key FREFRUEK | » £ Client 3580 AS B389
E#Y (MEH TERERT AS 7575 private key ATfRHK ) &
I > AS FISEERRE client 3K AUSR » FETE client 45
AS FUHHERRHY Client S5 503800 » ARV S (T A
HJ S BRI IR -
541 » Public Key £#iFLL certificate &5 key » LR
DB HITE AS BE0EEEY secret key » AS thFEES
{§&7% long term user key » [ 11 attacker {2 A_ AS EV/5 long
term user key BEfE o

AEAEISERY) performance B2 - Y@ F Public Key
BIE{E (Public Key IfRHE:1S) IR -

Public Key NNfR% FATHIEREETEA B performance »
£ AS Ui (BEZFTH client 1) request) FJAEEREAE
% o

3.3 BCERIEEYE

7E E—#ii - B354 Public key IIAREE (%4 - B3) &
TERFR] (Eb—A% Symmetric IR S HEFZ ) » T AS 24
TRULIE A& User ) request » &% AS SEREHE - £&i
FEENIA keyed hash function ~ One-time password 2%
RO E R BT -

AEH E— BB T E B57F  Authentication Service
Exchange 25 4 #8155 5 5 AS « C ZRINEREZTH -

F K Ao SRR SR @8R8 (LITLI< Type
1>~ <Type 25T ) -

EREERLL < Type 1 > FREZ A AS - HEREAS
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FeLl public key FiHETEE A 2D » BRI A0
EBRARE TS5 key | EZRTEREAHER < Type
2> FABEBAAS > WIERAEFEFALRT < Type | >
ABATHYT key » AFRE keyed hash function » FFREE
FEY key ZRNNFBEAL. © I0EL  BXRER <Type2> A
BREA AS BRI N X (RREEEE) sitd—
FREELEEHLL Public Key FESTEEH 5305 - L
<Type 1 > FALITHUHTHY key ©

FZRRE{I5BCE Public Key $fiif e S EE S 5 5% » i
{HEIRHY key list EHHHEIME ( mutual authentication ) »
FBIL - & N X login B| AS HE—R{H M Public Key
i > HEHZER symmetric MIREH > FEIE6EH
Public Key BUSHZE T, AS IEIE thz E—Eidh Figr &
TR -

B BRI A 2 SRS L SRR

<Typel>
C—~AS: Eg |, { By (KK }LE {ID,ID,~}, Kouwe
AS—C: By { K, ID,,,, Ticket

cags eags? }
<Type2 >

[first time]

C—AS: Ey {ID,,ID,~},ID,
AS—=C: By (K, . IDy,, Ticket ., ~ }

gs?

[second time]

C—~AS: B, (ID,,ID,,~},ID,
AS—C: By { K. o IDy,, Ticket, ,, ~ }
[nth time])

C—AS:E, {ID,ID,~},ID,

AS—>C: Ey, (K, D, Ticket, .~ }

c.1gs? 1gs?
HK, = H (K.}
HK, = H {H {K.}}=H{HK,}

HK, = H {HK_,}

SR -

< Type 1> E—XREBEA AS BLFHLEEFTAHE—IT secret

key [ :

1) Client( Smart Card )¥F42E % 2 {& random symmetric
keyK KK - BEERTFLIES - INEEH AS

2 ASHrElE - LUK FRREERAE K RK 5
BHHK, 20 T2 B FRLUNGE reply -

3) Client (Smart Card) #(Z] reply #RHERH HK, -
LUHK, 2B reply WG HK, ST T » HLI5R) E—7 -

<Type 2> ZF login AS fF :

1) Client RUHEC#HTIHK | ANLL hash BREERLESHZM
# request B key HK - WTERRSETRLIHK B,
HK

n



2) AS EEHH HK , B hash REREHK,,, EE
request * FF hash EREEHK , BEHK ,, ALUNE
reply » FtRTERCHFLIHK , BCHK

3)  Client fE47E reply R FFLLHK , R HK
reply » WfERCERFLIHK L BUCHK |,

AR

n+2

n+2

A

EFME T E R EEY key  ( One-time password #§:2:) »

attacker B SITHEEFRILIEIHK, - EHK A
BEEFEAFEEM - B attacker ﬁ(ﬂ%f Ko HK ¥
attacker ZHARE °

HH— 45 N 7% login ] AS F45— 7t f# A Public Key
il - REHEER symmetric JIEE AR - EEHEA
Public Key HISEE R, AS W& A E—EiP R
TR

Fg_E - Authentication Service Exchahge. BHERAO T ¢
<Type 1 >

luser  ID,PIN

2 C—Sm:PINOptiondD,,Realm, 1D, TimesNoncg, K15
38m—~C:E¢, {E, AKK} }.E¢_{OptiondD,,Realm,1
4 C—AS: E,\WM (Em‘r( KK} .EK‘ {OptiondD,.Realm, 1D, ,, TimesNoncg} K ¢!
5 AS~C:Realm, ID,  Tickey, B,y { K. FlagsTimesNoncg, Realm, 1D, }

6 C—8m:E, | K,,,..FlagsTimesNonce, Realry,, ID, . }.1D,s

7 Sm~C:response

D,.. TimesNoncg}

Tickey, = E,_{FlagsK,,,,.ID,.Realm, Time}

< Type 2 >

luserr ID,PIN
2 C—Sm:PINOptionsID,,Realm, ID, . TimesNoncg
3 Sm—C:E,, {OptionsiD,, Realm, ID, .. TimesNonce}
4 C—AS:Eyy {OptionsD,,Realm, ID, ,, TimesNoncg}, ID,
5 AS—C:Realm, ID,, Ticket,,.E, ,,{ K, FlagsTimesNoncg. Realny . 1D, }
6 C—8m:E, (K., FlagsTimesNoncg, Realm,,,ID 11D,
7 Sm—Cresponse

ID,,Realm, Timey

Tickey,, =B, {FlagsK, ..

3.4 FREE NS

AE A ZAREE{ERY Authentication Service Exchange
1 AS EIRER: Client (VBB ENK, B EEE
MIRENT key - NBEENFERE— BRI key - #E 7]
FHRTERERESEALLM Server —EHRFE (EEF]
It key fFEAEAIRAE L » EEE/E/EE) -

£ F—&fi AS [EIfERS Client FIFARFAEL © K, %L‘l
H—EHK (0% - BIELE attacker HEYLL %jﬂi
BEEANS K, s (—F wy HK,_,, H{E  BEARLULS
ERIHEEIEE M) - FEIFRZELHEK FIIhe—
ETEMAER S AS EEWK, BRETES

Client (IC Card) $2 AS EEBSTHIERT - FRUMETALTER
E7ERS Client BHEREF - AS HEREFHFEATE] Ticket

b+ FHE Ticket BLA%S Client ZREAEME » 0LEFEERH
EEINERE  HK,  EXE -

FHHRRE SR -
FRHEAE. -
C—AS{ID..ID,,~JHK ,ID
AS—C (K [gﬁ,IDlgs,Tlcketc >~ JHK

attacker AIRELIRIIBRE—H wy HK  HIEMEE

n+l

K., ' b0 arHyE Client —ERHFR] -
FET NsEAHE
C—>AS{ID_,ID
AS—C:{ID
Ticket

s

n+t

~JHK,,ID,
~JHK

tgs?

s Ticket
= {HKn+77 ~}Kl

48

EHHK ,,, 2 Client FEHLERT > ETFEAE reply ik
BT AS HEEKHK  ,, B ticket ff » 36 ticket i
AMERSEGEIEERE (K, K, -

(B FF ST ticket EEW@HD&W N0
( Kerberos version 5 T ticket I INEE 3) »

ps? n+l

4,

F5TE L Kerberos S{R5haa iER BELRE - HHIFE
HIRREENILICSE » RREERRI B DF0RELE -

&5l Public Key technique {&cf Kerberos 284 » fifi
& IC Card {EfBZ 2 R51FRE - 7€ Client B A/{Z0095
ET%&@(@%’? k% SRISTE Client BI{EFEHRN T8
PRI A2 R AE Client A {SEEARIT T AR 322

8 ERZEEEMET Clent B AS /Y mutual
authentication JZ[f (- dictionary attack »

£ performance MIEE T » Fap sl R —EVEER
FooEe . Hoh{l T T keyed hash function technique
One-time password 2 » LI 4> AS Ui Public Key
ey A > ikl Symmetric Key Bt (Public Key Y
SRR Symmetric Key BIEFZ5%) ©

B FRERE -EREEINEEEE - FRER
fﬁﬁ?ﬁi[iﬁﬁﬂﬁ%
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