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Abstract

We propose a system that uses minutiae points
of a fingerprint as a template stored in the smart
card chip (fingerprint-card) to identify users and
then further uses the minutice points as the pri-
vate key to sign, encrypt, and decrypt the elec-
tronic documents.
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1 Introduction

Documents in the business field carry at least one
handwritten signature. More and more documents
will be produced electronically and transmitted by
using electronic communication. There is a strong
need to use electronic signatures.

Fingerprint authentication relies on ”something
you are” to make personal identification and, there-
fore, can inherently differentiate between an au-
thorized person and a fraudulent imposter. The
x- and y-coordinates, ridge tangent, and minutiae
type maybe be included as standard template ele-
ments for fingerprint authentication|5]. Hence, we
propose a system that uses the minutiae points of
the fingerprint as a template stored in a smart card
chip(fingerprint-card) to identify users and then
further uses the minutiae points as the private
key in public-key cryptosystem to sign, encrypt,
and decrypt electronic documents. The high lev-
el structure of the proposed system is shown in
Fig. 1.
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2 Digital Signature and En-
cryption

Based on the discrete logarithm problem(3, 2, 4],
the proposed authenticated encryption system is
divided into four parts: system construction, us-
er registration, signature, and verification. The
processes are stated as follows.

< System Construction> Assume that there is
a trusted card center CC which accepts the regis-
tration of new users and publishes the public trust-
ed parameters. CC first chooses p, a large prime
number, and ¢, either p— 1 or a large prime factor
of (p—1). Then choose g € [1,p—1] such that 1=g?
mod p. The private key of CC is z. € [1,q — 1].
The public key of CC is y. = g* mod p. The
parameters {p, q, ¢, Y.} are public.

< User Registration> Suppose that a new user
U; wants to register the system. In the enrolling
process, the required minutiae points of his fin-
gerprint are stored on his smart card(fingerprint-
card). Assume that there are n minutiae points:
p; = (zi,¥:,0;), where z;, y;, and 0; are the x- and
y-coordinates, ridge tangent of the point p;, all x;,
y;, and 8; are 8 bits, for 1=0 to n — 1. His personal
information is also stored on his card for certifi-
cation including id number, name, parent’s name,
birthday, address, blood type, or other data. The
private key z; of U; is generated by a hash function
H(-) through combining the personal information
and n minutiae points and encrypting them into a
number. That is

info = Personal Information of U;,

d; = (inf07p01p17“‘7pn——1)7 (1)
z; = H(d;) mod q. (2)



Assume that the personal information is at least
60 bytes and n = 32. Because the size of data d
is larger than 1200 bits in Eq. (1), it is easy to
generate the private key z; in Eq. (2). We note
that the private key z; need not store on the card.
The public key of U; is y; = g®* mod p. The user
U; submits his public key y; and identity ID; to
CC. Then CC announces (ID;, y;) to all users in
the system and stores them in the database. The
one-way hash function H needs to be made public.
< Signature and Encryption> Suppose that the
user U; wants to sign and encrypt a message M €
[1,p—1] and then sends the signed signature (r, s)
to the user U;. To sign and encrypt the message
M, the user U;

(1) presents himself for verification in Fig. 1,
his minutiae points are extracted from his finger-
print image and compared with the minutiae points
in his card. The comparison method is the fast
point matching algorithm in (1]. If the matching
score is less than a given threshold, the device give
back an answer of "no” the user U; is not the card
owner and should be rejected by the system. If the
matching score is larger than the given threshold,
the device give back an answer of "yes” the user U;
is the card owner and can enter the system. This
step is the fingerprint authentication.

(2) generates his private key z; by Eq. (2) and
a random number £ € [1,¢ — 1].

(3) uses his private key z; and U;’s public key
y; to generate

t = g* mod p. (3)
r= Mt‘lyj_k mod p,r’ =7 mod q. (4)
s=k—r'r; mod q. (5)

Then the user U; sends the signature (r, s) to the
user U;. The message M is encrypted into the sig-
nature (r, 5) since only who owns the private key
z; can recover the message M from the signature
(r, 8).
< Verification end Decryption> Suppose that
the user U; is the card owner(verified by the fin-
gerprint authentication). The user U; receives the
signature (r, s) from the user U;. He uses his pri-
vate key z; and U;’s public key y; to verify and
recover the message M by the following:

(1) Compute r'=r mod ¢, and t=¢F =g¢*+'=
=g°(%")" =gy mod q.

(2) Generate the private key z; by Eq. (2).

(3) Because r = M t“lyj_k mod p, M = rtyk
mod p,

M= riyf = rt(¢*)% = rtt* mod p.  (6)

M can be recovered by Eq. (6). If the message M
is meaningful, it proves that the signature is cor-
rect. We note that this scheme allows computing
verification equation (6) without inverses and also
gives message recovery.

3 Security

- An attacker might try to recover the message M

from (r, s) based on Eq. (6). Since k and z; are
unknown, it is a discrete logarithm problem to de-
rive k and z;. Hence M can not be recovered
without k or ;.

The attacker might try to drive the private key
z; based on the linear equation Eq. (5). For the
given signature pair, Eq. (5) involves two unknown
parameters, z; and k. For any increment signature
pairs, the unknown parameter is also increased by
one. This attack can not work successfully.

The attacker might try to drive the private key
z; directly from the corresponding public key y;.
Since y; = g% mod p, it is equivalent to solving
the problem of discrete logarithm. He might try to
drive the random number % based on equation (4).
For the given signature pair, Eq. (4) involves two
unknown parameters, M and k. This attack can
not work successfully. Suppose that M is known,
then r/M=g~* y7* mod p. It is a discrete loga-
rithm problem to derive k.

An intruder might try to forge the signature
(r1, s1) for a given meaningful message M. He
might try to randomly select an integer r; first

and then compute the corresponding s; based on

equation (6). Since M=r(g*" y;* mod q)yg’r‘ mod

P, it is a discrete logarithm problem to derive 7;
and % for the given number s1, and it is also a dis-
crete logarithm problem to derive r; for the given
number s;. Suppose that the intruder collects two
signature pairs (ry, s;) and (rs, s3) for two un-
known M; and M-, where ri=M;g~* yj"k‘ mod
P, ki=s14+(r1 mod ¢)z; mod g, rgzMgg""?y;k?
mod p, and ky=s2+(r2 mod ¢)z; mod ¢. Since
Tiro=My My g™Fe yj—k3 mod p and k3=(s1+82)+(r1 +
r2 mod q) z; mod ¢, the pair (rirs, s; + s3) can
not be the signature for M; M,. The multiplica-
tion attack can not work successfully.

We note that the random number k& can not
be used twice for different message M1 and M.
If the number k is used to derive the signatures
(r1, s1) and (ra2, s2) for My and Mo, respectively,
then it is easy to derive the private key z;(since
k=s51+(r1 mod q)z;=s24(r: mod ¢)z; mod q).



4 Conclusions

We have proposed an authenticated encryption sys-
tem that uses the minutiae points as a template
stored in the smart card chip(fingerprint-card) to
identify users and then further uses the minutiae
points as the private key to sign, encrypt, and de-
crypt electronic documents. The system is a dig-
ital signature scheme integrated with public key
cryptosystem and fingerprint authentication, so
it provides secrecy, authenticity, nonrepudiation,
and integrity, simultaneously.
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Figure 1: The flowchart of the proposed system.



