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Abstract

This paper proposes an electronic voting system
consisting of three roles: Voters, Authentication Center,
and Tallying Centers; and proceeding to three phases:
register phase, voting phase, and tallying phase. In the
register phase, the voter cooperates with Authentication
Center to generate a collision-free anonymous identity
instead of voter's real identity to protect the voter’s
privacy and prevent from double-voting. We address a
simple secret sharing scheme to split a ballot among the
designated tallying centers that neither of them alone
can restore the ballot. Such a scheme enforces the
fairness property that no one can learn the voting
outcome before the tally phase. In summary, we apply
the collision-free anonymous identity technique and the
secret sharing scheme to an e-voting system that the
system is shown to have the secure properties:
anonymity, eligibility, fairness, integrity, mobility,
uniqueness and verifiability.

1. Introduction

Election is the main mechanism used to show the
public opinion in a democratic society. The people in a
country can express what they want via voting. An
efficient and convenient voting environment usually
increases the voting rate. However, the traditional
paper-based voting always consumes lots of social cost.
Therefore, over the past decades, a considerable numbers
of researches have been made on secure electronic voting
(e-voting). Chaum [5] used blind signature to make a
requester obtain a signer’s signature on a message
without revealing the content of the message to the signer.
Most e-voting systems [6, 8, 10, 13-15, 17, 20, 22, 24-27,
29-31, 34] require that ballots must be signed by some
authorities before they are cast. Applying the blind
signature technique to ballots can protect the contents of
ballots from being revealed to the authority. Nevertheless,
it is difficult to prevent from double voting if there is no
other scheme to tie in with the blind signature in e-voting
systems.

To prevent from double voting, a simple way is each
cast ballot attached to a unique identity. However, to
achieve the anonymity property that a ballot cannot be
linked back to the voter who casts it, the voter must
attach an anonymous identity instead of his/her real
identity to the cast ballot. Most papers [6, 11, 13, 15, 17,
19, 22, 24, 34] claim that it is easy to have each voter
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with a unique anonymous identity but they do not state

how to generate it. In this paper, we give a way to

generate collision-free anonymous identity (AID), and

apply it and a simple secret sharing scheme to an

e-voting system with the following properties.

e Anonymity: A ballot can not be linked back to the
voter who cast it.

o Eligibility: Only eligible voters can cast valid
ballots.

e Fairness: No one can learn the voting outcome
before the tally.

e Integrity: Each ballot is not able to be altered by
anyone after it is cast.

e Mobility: Voters can vote anywhere.

e Uniqueness: No voter can vote more than once.

e Verifiability: Each voter can check if his/her ballot
has been counted correctly.

The rest of this paper is organized as follows. Section
2 introduces the blind signature technique and the
collision-free AID generating method which are used as
the basic building blocks in the e-voting system. Section
3 describes how the e-voting system works. We analyze
the proposed system and compare it with other related
works [4, 6, 17, 21, 24] in Section 4. Finally, the
conclusion is given in Section 5.

2. Basic Building Blocks

2.1 Blind Signature

Chaum [5] proposed the blind signature in 1981,
which can prevent a signer from knowing the content of
a signed message. Suppose that the signer B has an RSA
key pairs of (PKg, n) and (SKg, n), where n is the
product of two large primes. The following steps
illustrate how a requester A obtains the blind signature
of a message m from B without revealing the content of
the message m.

Step 1. A sends a message m’=m-kPXs (mod n) to B,
where kegr Zp* is called blinding factor and
gedk, n)=1.

Step 2. After receiving the message m’, B generates the
signature BS'=(m')%e =(m-k™e)*e =m*=.x  (mod
n), and sends BS’ back to A.

Step 3. A gets the desired signature by computing BS =
BS’.k™' =msks (mod n).
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2.2 Collision-Free Anonymous ID

The proposed method let a voter cooperate with the
Authentication Center (AC) to generate a collision-free
identity without revealing the content of the identity to
the AC; such an ID is called Anonymous Identity (AID).
It is noted that the AID also has the blind signature of
the AC as the proof of a legal AID. Figure 1 illustrates
the generating process. It is assumed that AC has an
RSA key pairs of (PKac, n) and (SKac, N). p and q are
two large primes, g|(p-1), and g is a generator for Z,*. H
is a secure one-way hash function with collision
resistant property.
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Fig. 1. Collision-free AID generating method

Step 1. AC authenticates an eligible voter.
Step 2. AC generates a unique racer Zg* and sends the
g« to the voter.

Step 3. The voter randomly generates ryegr Zg* and
computes AID=(U||W), where U= g -g~ =
gnetv (mod n), W=H(ry), and “||” denotes
string concatenation operator. After that, the
voter sends H(AID)-kPK« , where keg Z,*, to
require the AC to make a blind signature on it.

Step4. AC signs on H(AID) -kPXx and send the
signature BS’=(H(AID)) ¢« -k (mod n) back to
the voter.

Step 5. The voter removes the blinding factor to get the
AID signature, i.e., (H (AID))¥4 (mod n).

Lemma 1. The proposed AID is collision-free.

Proof by Contradiction:
It is assumed that there exist two AlDs:
AID = (U[[W) = g"e*% (mod p) || H(rv),
AID” = (U’|W?*) = g™+ (mod p) [| H(rv'),
and AID = AID’. We consider two cases:
Casel.ry=n.
When H(ry) = H(r, )= W = W= AID = AID’.
When H(ry) = H(ry")= it is regarded as Case 2.
Case2.ry=r,".
Since p, q are prime numbers, g|(p-1), g is a
generator for Z,*, rac, Iy, rac’, v’ er Zg* and AC
generates different rac (i.e., rac#rac’) for each voter,
s0 Qg% =g~ (mod p). By gcd( g~ , p)=1, and

rv:"v’, we get’ grACJrrv + gr'AC+rv :gr'ACJrr'v (mod p)’

so U=U’ = AID=AID’.
Thus the lemma holds. a

3. The Proposed E-Voting System

AC Voter
s
. Register Phase

2. Voting Phase
3. Tallving Phase
TCa

Fig. 2. The e-voting system structure

Figure 2 illustrates the structure of the e-voting
system which consists of three participants: Voters,
Authentication Center (AC), and Tallying Centers (TC,,
TC,, TC,). The system proceeds to three phases:
Register Phase, Voting Phase, and Tallying Phase.
Voter is the person who has the right to vote. Each voter
must cooperate with AC to generate a collision-free
AID to protect the voter’s privacy and prevent from
double voting. AC is responsible to cooperate with
Voter to generate the voter’s AID in the register phase,
and make a blind signature for both of the voter’s AID
and ballot. The signature is not only as a proof that the
voter’s AID and ballot are legal, but also ensuring that
no one can alter the cast ballot. To enforce the fairness
property the ballot is spilt into three parts in the register
phase and stored in each TC’s database separately in the
voting phase. All three TCs must cooperate to restore a
complete ballot in the tallying phase. Table 1 illustrates
the notations used in this paper.

Table 1. Notations

Notation Description
\ Voter
AC Authentication Center
TC Tallying Center
AID Anonymous ID
E Election code
p, q Two large primes (where g|(p-1))
g A generator for Z,*
H A secure one-way hash function with collision resistant
property
(PKx, n), Long-term Public/Private key pair of user X
(SKx, n)
Sigx(Data) | Data being accompanied with a digital signature

given by user X; Sigx(Data) = Data||(H(Data)**,
where “||”” denotes string concatenation operator

B Ballot (with voter’s intended candidate), B is formed as
a three-tuple of (a, ai, a,),
where 3)=X @y ®B,a=y®z®B,a,=x®z®B

BS AC’s signature on voter’s AID and ballot,
BS =(H(AID||E) [ H(a_) || H@™ ™) || H(a,,,))** (modn)°

ic{0, 1,2}
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We assumed that AC and three TCs are trustworthy
and each participant has a certificate containing his/her
real identity and his/her long-term public key. Before
the register phase, AC announces the secure hash
function H, the election code E, two large primes p and
g, and the generator g, and AC has a database storing all
certificates of eligible voters.

3.1 Register Phase

In the register phase, a voter must cooperate with
AC to generate a unique AID. Although the AID is
generated by the voter and AC together, only the voter
knows the content of the AID. Our system uses the AID
instead of the voter’s real ID to protect the voter’s
privacy and prevent from double voting. The voter first
transforms a ballot (B) into a three-tuple of (ay, a;, a)
by XOR operation, and then encrypts one of (ay, a;, a)
by the public key (PK;, ) of TC; (i=0, 1, 2) to prevent

an eavesdropper from restoring the complete ballot even

though he/her collects all three parts of (aj_i, aiPKTCi s

ai+1) of a ballot. After that, the voter requires AC to
perform blind signature for the AID and the ballot
before the ballot is cast. The signature is a proof that the
cast ballot attached with the AID is legal. The following
five steps R1 ~ R5 are atomic procedure and are
executed in the register phase.

R1) V — AC: Sigy(ID|E)
A voter sends his/her real identity (ID) and the
election code (E) to AC. Note that every election

has a unique code to prevent from the replay attack.

AC authenticates the voter by validating the
signature attached on the message.
R2) AC — V: Sigac( g™ (mod p))

After authenticating the voter, and checking the 1D
and E, the AC stores the ID in its Register List to
prevent an eligible voter from double-register.
Then AC generates a unique racer Zg* and sends
g"c  back to the voter.

R3) V — AC: Sigy( BH k¢ (mod n))
The voter randomly selects a ryer Zg* and
computes U =g"c.gVv =g"c*" (mod p), W =
H(ry), and AID=(U||W). Then the voter makes a
ballot (B) with his/her intended candidate and
transforms B into a three-tuple of (ay, a;, &) by the
following equations, where X, Yy, z €g Z,* and @

denotes XOR operator.
p=XDYyDB,
a=y®z®B,
B=XD®zDB,

The voter randomly chooses i€ {0, 1, 2} to encrypt
a; by using the public key (PK;. ) of TC; to

prevent the eavesdropper from restoring the
complete ballot.
The voter computes

BH=(H(AID||E)|[H(@i-1)|| H (3™ ) [H(@i1))

and blinds BH by computing BH k"¢ (mod n),
where ker Z,*. After that, the voter sends
BH -k 4 (mod n) to AC for a blind signature.
Note that the notation (i—1) or (i+1) throughout the
paper imply ‘(i-1) mod 3’ or ‘(i+1) mod 3’
operation.

R4) AC —V: Sigac( BH % -k (mod n))
AC makes the blind signature for BH-kP<ac
(mod n) by (BH -kPac)Sac = BH K4 .k (mod n)
and sends BH .k (mod n) to the voter. Then
AC stores (ID, rac, BH®¥*c .k (mod n)) in Register
List.

R5) The voter gets AC’s signature for his/her AID and
ballot by computing

BS=BH St .k-k~' = BH %4 (mod n).

The signature BS is used to prove that the cast
ballot attached with the AID is legal, as well as to
ensure that no one can alter the content of the
ballot because the digest of the ballot has been
signed by AC.

3.2 Voting Phase

In the voting phase, the voter sends the following
voting information depicted in step (V1) to each TC
separately. Recall that in the register phase, a ballot (B)
is transformed into a three-tuple of (ao, a;, @), and one
of them is encrypted. That is, the cast ballot is formed as

(@
(V1) indicates that the corresponding a; is encrypted or
not, where ‘0’ denotes ‘no encryption’ and ‘1’ denotes

‘encryption’. BS is the AC’s signature on the voter’s
AID and ballet.

V - TC,, :(0,AID,BS,a,_,,H(a " ),H(a,,))
V1) {V - TC, :(1,AID,BS,H(a,_,),a ™ ,H(a,,,))
V > TC,, :(0,AID,BS,H(a,_,),H(@ ™ ),a,,)

, @i+1). The first byte of each message of step

PKrg

Each TC prevents the voter from double voting by
comparing the AID attached in the message of step
(V1) with its Ballot List, and performs decryption

to get a= (a )%w if the received message
begins with ‘1°. Each TC validates the AID and the
ballet by checking the following equation.

V2)BS "< ZH (AID || E) | H(a,) | H(@"™ ™) || H ()
If the equation holds, it means that the AID is legal

and the partial ballet is correct. Then the TC; stores
the (AID, BS, &) into its Ballot List

3.3 Tallying Phase

In the tallying phase, all three TCs must cooperate to
restore all ballots. A complete ballot (B) is restored by
computing B = a; ® a; @ a,. At the end of the tallying
phase, TCs publish their Ballot Lists and the result of
the election, and AC publishes its Register List that
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each voter can check if his/her ballot has been counted

correctly. 4.2 Defending Against Various Attacks

4. Analysis @ The scenario of the replay attack. The replay

In this section, we first analyze the security
properties of the e-voting system, and then discuss the
robustness of the system in defending against various
attacks, and finally give a comparison of the system
with the schemes proposed in [4, 6, 17, 21, 24].

4.1 Security Properties

» Anonymity. In the voting phase, a cast ballot
attached with an AID instead of a voter’s real ID.
Although the AID is generated by the voter and AC
together (AID= gc*v (mod p) || H(ry)), only the
voter knows r,. Thus, a ballot can not be linked back
to the voter who cast it.

» Eligibility. It is assumed that AC has a database
storing all certificates of eligible voters before the
register phase. Our system requires that a voter must
get AC’s blind signature (BS) for his/her AID and
ballot before voting. To do that, the voter makes a
signature on the messages that AC authenticates the
voter by validating the signature to make sure only
the eligible voter can vote.

» Fairness. In the register phase, the ballot (B) is
transformed into a three-tuple of (ay, a;, a,), and one
of them is encrypted by the public key (PK;c )of

TC;. Even though the eavesdropper collects all three
parts (a;_i, aiPKTCi , @j11) of a ballot, he can not restore

the ballot since he does not have the secret key of
TC;. This enforces the fairness property that no one
can learn the voting outcome before the tally phase.

» Integrity. In register phase, only an eligible voter
can get AC’s signature on his ballot. The signature is
BS=(H(AID|[E)H(@i-)ll H(@/) [IH(@i1) ** . In
Step (V2), each TC validates the cast ballot to make
sure that no one can alter the ballot.

» Mobility. Since voters can vote anywhere via
Internet, they are not restricted by the geographic
locality.

» Uniqueness. AC maintains a register list to record
which voters have performed the register phase that
each voter can register once to get a collision-free
AID only. In the voting phase, a ballot must be
attached with a legal AID, and each TC maintains a
Ballot List to record which AIDs have been used.
Therefore no voter could vote more than once.

» Verifiability. The voter can confirm his/her ballot
being correctly counted by checking the published
Ballot List at tally phase. In addition, anyone can
verify the outcome by checking |Register List =
|Ballot List| .
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attack means that an ecavesdropper collected
messages during some election and replays such
messages on the present election. The proposed
system can prevent such replay attack. We assume
that each participant uses the same long-term key
pair for each election. Ey 4 denotes the election code
of some past election and E,, denotes the election
code of the present election. We consider two cases:

Case 1. In the register phase, if the eavesdropper
replays the message of a voter (Sigy(ID|Eo),
Sig, (BH -k™*)), AC will find out Egy # Eqyq in

step (R1) and drop such a message since every
election has a unique code (E).

Case 2. In the voting phase, if the eavesdropper
replay the message of a voter ((0, AID, BS,

a1, H(@™ ™), H(@.1), (1, AID, BS, H(ai,), 8™ ,

H(@i1)), (0, AID, BS, H(ai1), H(& "), a)), TC
will find out

BS™< # H(AID| E)||H@.) [ H@™ )| H@,,) in step
(V2) and drop such a message since every election
has a unique code (E).

Thus, the replay attack can not affect the e-voting
system.

The scenario of a malicious voter. If a malicious
voter does not use the g" (mod p) sent by AC in
step (R3) to generate an illegal AID, and then gets
the signature (BS) of the illegal AID from the AC in
step (R4). It is possible that the illegal AID has the
same value as a legal AID which is generated by a
voter in a proper way. In the voting phase, we
consider two cases:

Case 1. The ballot attached with the illegal AID is
cast before the one with the legal AID. In this case,
the legal ballot will be rejected by TC, and the legal
voter should send Sigy(ID||r,/[H(ai_1)|| H (@™ ™)
|[H(@:1))||k) to AC. Since AC stored (ID, rac,
BHc.k (mod n)) in Register List, AC first
computes AID=(g" -g" )|| H(ry) and then checks
BS % k’H (AID|[E)||H (8, )| H (" "*)|[H (a;,, )k If the
equation holds, AC will inform TC to mark the
ballot with the illegal AID useless, and AC will
allow the legal voter to re-execute the register phase.
As for the illegal voter, his/her ballot will not be
counted in the tally phase since he/she does not
following the proper way to generate the AID.

Case 2. The ballot attached with the illegal AID is
cast after the one with the legal AID. In this case,
the illegal ballot will be rejected by TC, and the
illegal voter can not have another AID since the



verification process described in Case 1 can not
succeed.

Thus the proposed system can prevent a malicious
voter from generating his/her AID in a wrong way.

4.3 Comparison

In this section, we compare our e-voting system with
the schemes proposed in [4], [6], [17], [21], and [24].
Table 2 illustrates that most of the schemes satisfy the
security properties. The ballots of [6] could be altered if
they were intercepted during the voting phase. The
scheme of [17] does not satisfy the fairness property
because the un-encrypting ballot is sent to TC in the
voting phase; therefore TC can know the content of the
ballot. The voting booths in [4] and [21] make those two
systems not to have the mobility property. The system
in [24] has all the E-voting properties as ours, however,
the system needs additional devices.

Table 2. E-voting properties

[4] [6] [17] [21] [24] Ours
Anonymity v v v v v v
Eligibility v v v v v v
Integrity v x v v v v
Fairness v v x v v v
Mobility x v v x v v
Unigueness v v v v v v
Verifiability v v v v v v

Table 3 dictates the computation overhead in each
phase. The computation overhead includes the cost of
exponentiation  operation, multiplication/division
operation, XOR operation and hash operation. The table
shows our scheme needs only two XOR operations to
recover each ballot in tally phase.

5. Conclusion

In this paper, a voter must cooperate with the AC to
generate a collision-free AID, which is attached on the
cast ballot to enforce the anonymity property and the
uniqueness property. The integrity of a cast ballot is
implemented by the blind signature of the AC, and the
eligibility of a voter is checked by the AC. To enforce
the fairness property, a simple secret sharing scheme is
proposed to split a ballot among the three tallying
centers that no one can learn the voting outcome before
the tally phase. It is noted that only two XOR
operations are needed to restore a ballot in the tallying
phase. This indicates that the e-voting system can be
implemented in real world and in large scale general
election. Our future works will focus on distributing
the overload of single AC into several ACs, and use (1,
n) threshold scheme to split the ballot to make the
e-voting system more robustness.
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Table 3. Computation overhead

Register phase \oting phase Tallying phase

Computations e m X h e m X h e m X h
[4] x x x x 61+2 31+1 0 0 t t 0 0

[6] 2 2 0 1 3 0 1 2 2 1 1 0
[17] 4 1 0 1 1 1 0 0 x x x x
[21] 14L 10L 0 0 4L-2 3L-1 0 1 t t 0 0

[24] x x x x 6 3 0 1 2 1 0 0
Ours 5 3 6 5 4 0 0 6 0 0 2 0

e: exponentiation; m: multiplication/division; X: XOR; h: hash; ¥: no computation overhead;
I: the number of selected participators; t: the number of tallying centers; L: the number of candidates.
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